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Setting the scene: threshold schemes

Renewed interest in providing quantum-security to threshold signatures:

● “Quantum resistance” listed as an important criterion on the recent NIST 

draft call for threshold signatures1

● Interest on thresholdizing potentially-to-be-standardised schemes: 

UOV and MAYO are currently part of the “on-ramp” NIST post-quantum 

process, and exhibit great performance

2

[1] See: https://nvlpubs.nist.gov/nistpubs/ir/2025/NIST.IR.8214C.2pd.pdf

https://nvlpubs.nist.gov/nistpubs/ir/2025/NIST.IR.8214C.2pd.pdf


Our framework

● Starting point: the work of Cozzo et. al [CS19] 
○ Explored the viability of applying generic MPC techniques to many of the NIST PQC 

submissions at the time (Round-2 of the NIST post-quantum first standardization process)

● Focus on:
○ Thresholdizing multivariate-based signature schemes:

■ Focus on UOV and MAYO → (U)OV-based schemes

● Part of the Round-2 of the “onramp” post-quantum NIST process

■ They seem to arrive to practical communicational and computational measures

■ They seem to be tailored and feasible for real-world applications

■ Focus on potentially to-be-standardised schemes

■ Why a framework? Our techniques work on any OV-based scheme

3

[CS19] Daniele Cozzo and Nigel P. Smart. “Sharing the LUOV: Threshold Post-quantum Signatures”. doi: 
10.1007/978-3-030-35199-1_7



Multivariate Quadratic (MQ) cryptography is based on the assumed 

hardness of finding a solution to a system of multivariate quadratic 

equations (over a finite field). This problem is called the MQ problem.

Known to be NP-hard (for the decisional version) → seems to be hard on 

average for an extensive range of parameters: 

The current record mod 31 is solving a system of 22 equations in 22 

variables.
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Multivariate Quadratic Polynomials

A system of m (or k) equations (fk) in n variables in  

where: 

● First term consists of the quadratic terms with ai,j as the coefficient
● Second term consists of the linear terms, with bi as the coefficient 
● c is the constant term
● All the coefficients are in 
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Multivariate quadratic (MQ) problem

The MQ problem asks:

given a multivariate quadratic map P : Fq
n→ Fq

m over a finite field Fq and a 
target t ∈ Fq

m to find a solution s such that P(s) = t.

or

given (y1, …, ym) in Fq
m, find (x1, …, xn) in Fq

n with fk(x1, …, xn) = yk  for 1 ≤ k ≤ m 

if they exist.
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Signatures schemes

MQ-Signatures

Pure-MV: random system Trapdoored

Oil and Vinegar (OV-based) C*-like

MQDSS

SOFIA
MUDFISH
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Key generation (trapdoor information is just the basis for O):
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OV-based: Key Generation

is skew symmetric

P(1) → square upper triangular matrices, random 

P(2) → rectangular matrices, random 
Solve for P(3): 



Key generation (trapdoor info is just the basis for O):
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Matrix-based: OV-based: Key Generation
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Our framework: trapdoor-based

Trapdoor-based (both UOV and MAYO):

● Maps look random but have a “hidden structure” that allows a signer to compute 
pre-images efficiently and securely

● They are based on the Hash-and-Sign with Retries approach [CFGM]
○ Trapdoor is probabilistic

PK: P, description of the trapdoor function

SK: trapdoor information

Signature: input s from P(s) = H(m || salt)

[CFGM] Benoît Cogliati, Pierre-Alain Fouque, Louis Goubin, Brice Minaud, New Security Proofs and Techniques for Hash-and-Sign 
with Retry Signature Schemes



(Unbalanced) Oil and Vinegar: OV-based (UOV and MAYO)

Trapdoor: linear subspace O ⊂ (oil space) of dimension m on which P 

vanishes (for every vector: P(o) = 0 ∀ o ∈ O)

O

P

P
0
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Trapdoor-based: (Unbalanced) Oil and Vinegar



Problem: P(s = (v+Ox)|| x) = H(msg || salt)

● Pick random v ∈ Fq
n (the vinegar)

● Solve for o ∈ O (the oil), such that P(v, o) = t:

linear system of m equations in m variables.

If no solution, retry for another v.

● Signature: s = o + v
12

OV-based: Signing
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Matrix description: OV-based: signing

1. Build the linear system
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Matrix description: OV-based: signing

2. Find a solution (if any) 
to the system

The algorithm involves retries (with small probability):

● Single-party setting: the signer does not have to keep secret how many 

attempts were required to find a solution
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Matrix description: OV-based: signing

The algorithm involves retries (with small probability):

● single setting: the signer does not have to keep secret how many attempts 

were required to find a solution

The most difficult procedure to thresholdize (Ax = y): 
● solving a system of linear equations in which both the input 

matrix and the target vector remain secret → solving in an 
oblivious manner
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Solving Systems of Linear Equations Obliviously

The most difficult(*) procedure to thresholdize: 
● Solving a system of linear equations in which both the input matrix 

and the target vector remain secret → solving in an oblivious manner

A · x = y

where A has a dependence on O, and y on the message, salt and v.

In the context of OV-based schemes:
○ Input: 

■ A: 
■ Relationship with trapdoor information O
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Solving Systems of Linear Equations Obliviously

One side-masking [CS19]:
● Only masking A on one side:

○ Compute T = A · S (“right-masking”) → Matrix T retains the same 
image space as A
■ If A is not full rank, the image space is non-trivial 
■ In UOV and MAYO, with low probability, A is not full rank:

● Restart probability
■ Leaks the structure of O

○ Compute T = R · A (“left-masking”) 
■ Leaks the kernel of A

High leakage that arguably appears insecure
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Interlude: framework model

● Our work is set in the Universal-Composability (UC) framework
● It is agnostic to any security choice, but:

○ We set our work in the actively UC-secure model with dishonest 
majority (e.g. up to t − 1 corrupted parties in a t-out-of-n setting) over 
a synchronous network

○ We make usage of the arithmetic black box model (ABB):
■ basic I/O, arithmetic on field elements and matrices, and 

randomness sampling operations



19

Solving Systems of Linear Equations Obliviously

Low leakage version
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Solving Systems of Linear Equations Obliviously

Low leakage version

Only reveals if 
the matrix is 
rank-deficient 
and its rank
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Solving Systems of Linear Equations Obliviously

Low leakage version

Valid solution:
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Solving Systems of Linear Equations Obliviously

Low leakage version

Expensive: six 
rounds!

Can we do it better?
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Solving Systems of Linear Equations Obliviously

Low leakage version

Can we do it better?

Yes: 4 rounds!
(This procedure can 

be used 
independently by 

other systems)
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Threshold signing in short

Can use a trusted 
dealer or a 
Distributed Key 
Generation (DKG)  
protocol 
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Threshold signing in short

Secure, but expensive! 
○ Many depths of 

multiplications
○ Many message 

dependent values
○ Many rounds

● Can we do better?
● Can we achieve one-

message dependent round?
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Efficient threshold signing

● Dashed boxes show the original 
operations; 

● solid boxes show the modified 
operations for multiplicative depth 
minimisation; 

● double-bordered boxes show the 
explicit-salt variant
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Efficient threshold signing

OV-based schemes are flexible:
● We can remove the usage of salt and not degrade security → explicit-salt variant
● We can use parity-check matrix:

○ In standard OV signing, the signature requires an online multiplication 
𝑆 = 𝑂 ⋅𝑋 because 𝑋 is message-derived. In our variant, the solution 𝑋 is already 
in the oil space, so 𝑆 is built by additions/concatenations of 𝑋 with 
precomputed randomness 𝑉→ fewer online ops + lower MPC round 
complexity → depth-reduced variant

○ Instead of implicitly enforcing oil-space membership using secret matrices 𝐿𝑖, 
we work over the full space 𝐹𝑞𝑛 and explicitly impose oil-space constraints 
using a parity-check matrix:



28

Efficient threshold signing

OV-based schemes are flexible:
● We can pre-compute in advance many values 

Table 1: p_inv denotes the probability that the sampled matrix is full rank, k is the whipping factor in MAYO.
“Explicit” uses an explicit salt, while, “Randomized” does not.

“Standard” uses the pre-processed standard algorithm; while “Reduced” uses the reduced multiplicative-
depth one.  
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Efficient threshold signing

Using:
● Efficient solving procedure
● Pre-processing as many values as possible
● Explicit-salt variant OR Explicit-depth-reduce variant
● We end in an scheme that is:

○ One message-dependent online round, while all offline rounds are 
independent

○ Works with the verification algorithm of single-party OV-based schemes

Figure 1: Online signing times, for 
security level 1. 
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On active security 

● We augment all shared values with information-theoretic message authentication 
codes (MACs) in the standard SPDZ manner.

Table 2: Values in ms or kb for security level 1. Online signing reported and offline signing in ().
All experiments were conducted on macOS 15.6.1 (Darwin 24.6.0) running on Apple Silicon (arm64), with an 

Apple M3 CPU and 24GB of RAM. All benchmarks were executed using Go 1.24.2, and correspond to wall-clock 
time measured using Go’s standard timing facilities. The results are the mean over 100 local signing executions

that completed successfully, where each party performs the protocol rounds sequentially. The runtime was 
configured with GOMAXPROCS=1: execution of a single logical core.
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Future-upcoming work

● Implementation: our implementation is in Golang:
○ We have not explicitly implemented for constant-time 
○ We have started to add hand-written assembly for operations:

■ CLMUL/PMULL in ARMv8
○ We have started network emulation 
○ Working on efficient procedure for correlated randomness

● Security:
○ The crux of OV-based schemes is leakage, parameters and efficiency-

optimizations → we continue to develop cryptanalysis
○ We have a proof for active security in the dishonest-majority setting:

■ We are expanding for adaptive security → the scheme is based on “hash-
and-sign” and UC-secure, which makes it less prone to adaptive attacks 
(as in Schnorr-based schemes)

● Optimizations:
○ The majority of computational work is spent on matrix-matrix multiplications:

■ We are exploring further matrix-matrix multiplication optimizations
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Thank you!
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