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Setting the scene: threshold schemes

Renewed interest in providing quantum-security to threshold signatures:

e “Quantum resistance” listed as an important criterion on the recent NIST
draft call for threshold signatures’

e Interest on thresholdizing potentially-to-be-standardised schemes:
UOV and MAYO are currently part of the “on-ramp” NIST post-quantum
process, and exhibit great performance

[1] See:


https://nvlpubs.nist.gov/nistpubs/ir/2025/NIST.IR.8214C.2pd.pdf

Our framework

e Starting point: the work of Cozzo et. al [CS19]

o Explored the viability of applying generic MPC techniques to many of the NIST PQC
submissions at the time (Round-2 of the NIST post-quantum first standardization process)

e Focus on:

o Thresholdizing multivariate-based signature schemes:

m Focuson UOV and MAYO — (U)OV-based schemes
e Part of the Round-2 of the “onramp” post-quantum NIST process

They seem to arrive to practical communicational and computational measures
They seem to be tailored and feasible for real-world applications
Focus on potentially to-be-standardised schemes
Why a framework? Our techniques work on any OV-based scheme

[CS19] Daniele Cozzo and Nigel P. Smart. “Sharing the LUOV: Threshold Post-quantum Signatures”. doi:
10.1007/978-3-030-35199-1_7



Multivariate Quadratic (MQ) cryptography is based on the assumed
hardness of finding a solution to a system of multivariate quadratic

equations (over a finite field). This problem is called the MQ problem.

Known to be NP-hard (for the decisional version) — seems to be hard on
average for an extensive range of parameters:

The current record mod 317 is solving a system of 22 equations in 22
variables.

X+ 5x%+3xy = 4 mod?7
x?+5xy+5y° =1 mod7




Multivariate Quadratic Polynomials

A system of m (or k) equations (fy) in n variables in F,

fe(x1. %0, ... Xp) = Z x,xj Z b Ix; + c(k

1<i<j<n 1<i<n

where:
e First term consists of the quadratic terms with a;; as the coefficient
e Second term consists of the linear terms, with b, as the coefficient
e c(isthe constantterm
e All the coefficients are in g = o)
Y2 = Pz{ﬁl:i':]

Pm{ﬂf] I 1Ir1}

=
Il




Multivariate quadratic (MQ) problem
P:.:F,— F,:x— Px)=(pr(x), -, pm(x))

The MQ problem asks:

given a multivariate quadratic map P : F,” — F,™ over a finite field F, and a
target t € F,™ to find a solution s such that P(s) = t.

or
given (yy, ..., ym) in FJ7, find (x4, ..., Xp) in F"with fi(x, ..., Xp) =y for T <k <m
if they exist.



Signatures schemes

MQ-Signatures ‘

Pure-MV: random system Trapdoored
MQDSS /\
SOFIA

MUDFISH ‘ Oil and Vinegar (OV-based) H C*-like




OV-based: Key Generation

Key generation (trapdoor information is just the basis for O):

P() — square upper triangular matrices, random
P() — rectangular matrices, random

Solve for P 1) (2 |
P." := Upper (—DTF'& 0 - DTP;“}) . Vi€ [m],

O
]IH

> .U.F Im. P, [ ] . DTPEHU L C]'rl-_,,l[;'.":' f Pl:” ElF:;x“

is skew symmetric



Matrix-based: OV-based: Key Generation

Key generation (trapdoor info is just the basis for O):

Algorithm 1 OV-based.KeyGen()

Output: A key pair (pk, sk).
\: //Derive O and (P'",P'®)) randomly. Note that this differs from the
specification, as we are not deriving them from a fixed seed.
0. O & FTOxe
' {Pf”'PEj}}iE[m] ; {Frf:”_n}x{”_n}-[FE;“_”]X”}
- //Compute P!” ¢ Fo>e.
5. for 7 from 0 to (m — 1) do
P{* « Upper(—O" (PO — P(?)))
L« (P} + PO + P?)
5 return (pk = ({PE”*P‘EEJ~PE:”}{se[m]})-Sk = (O, {Li} iepmp}))-




Our framework: trapdoor-based

Trapdoor-based (both UOV and MAYO):

e Maps look random but have a “hidden structure” that allows a signer to compute
pre-images efficiently and securely
e They are based on the Hash-and-Sign with Retries approach [CFGM]

o Trapdoor is probabilistic

proc sign{sk : skey, m : msg) : signature = {
war 11, i2, z, salt, sol, s;

(i1, 12} == sk;
. . . z =5 il1;
PK: P, description of the trapdoor function e roet s
. . sol <@ H.ogetlm, salt);
SK: trapdoor information <2z sl
. . salt =<5 dsalt;
Signature: input s from P(s) = Him | | salt) oL @ Wogtla, sate);

}
return {salt, oget sh;

with Retry Signatue Schemes



Trapdoor-based: (Unbalanced) Oil and Vinegar

(Unbalanced) Oil and Vinegar: OV-based (UOV and MAYO)

Trapdoor: linear subspace O c ¥ (oil space) of dimension m on which P
vanishes (for every vector: P(o) =0V o €0)
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OV-based: Signhing

Problem: P(s = (v+Ox)| | x) = H(msg | | salt)

e Pickrandomv € F, (the vinegar)
e Solve for o € O (the ail), such that P(v, 0) = t:

Plo+v) =P(v)+Plo) + Ay(o) =

a constant
P(o+v) = P + Bbo) + A
linear system of m equations in m variables.
If no solution, retry for another v.

e Signature:s=o0+v

12



Matrix description: OV-based: signing

Algorithm 4 OV-based.Sign(sk, pk, msg)
Input: Secret key (sk), public key (pk).
Input: Message msg.
Output: Signature Sig = (S, salt).
//Parse (O,{Li}{ic(m)}) and [{PE”}{;E:,,,:}.{PE.E}}{,-E[,,,”) from sk and pk.
[D {L}{.’Ehrr]}j sk
s P PP Yicpm) < pk
i: //Hash salted message.
- salt & {0,1}*5

6: t + H(msg||salt)
1. Build the linear system

. 8 &k T — ¥ |
V&R
- for ¢ from 1 tom do

M, «V.L; = M

Y, «V.PY.VT oy
. //Build the linear system AX =1y.
3. A OV-based.Compute_ A({M. }ic[m])
iy + t — OV-based.Compute_y({Yi}icm])

13



Matrix description: OV-based: signing

6: //Try to sample a random solution X to Ax =Y.
. X ¢ SampleSolution(A.,y) X
- 1f x= 1 then

20: //Output the signature.
21: X + Matrixify(x) > X € F,"", s.t. x is concatenation of
22 S+ (V+ (0XN)'.X) & S
23: return Sig = (S, salt).

go to 7

2. Find a solution (if any)
to the system

The algorithm involves retries (with small probability):

Single-party setting: the signer does not have to keep secret how many

attempts were required to find a solution

14



Matrix description: OV-based: signing

16: //Try to sample a random solution X to Ax =Y.

17: X 4 SampleSolution(A.,y) X

5. 1if x= 1 then

190 goto 7

20: //Output the signature.

21: X + Matrixify(x) > X € F,"", s.t. x is concatenation of rows of X
22 S+ (V4 (0XNH'.X) & S

23: return Sig = (S, salt).

The most difficult procedure to thresholdize (Ax =vy):
e solving a system of linear equations in which both the input
matrix and the target vector remain secret — solving in an
oblivious manner




Solving Systems of Linear Equations Obliviously

The most difficult®™ procedure to thresholdize:
e Solving a system of linear equations in which both the input matrix
and the target vector remain secret — solving in an oblivious manner

A-x=y
where A has a dependence on O, and y on the message, salt and v.

In the context of OV-based schemes:
o Input: q
n A Th(@P+PY).0-PP) vz =0

m Relationship with trapdoor information O
16



Solving Systems of Linear Equations Obliviously

One side-masking [CS19]:
e Only masking A on one side:
o Compute T=A"-S (“right-masking”) — Matrix T retains the same
Image space as A
m IfAis not full rank, the image space is non-trivial
= In UOV and MAYO, with low probability, A is not full rank:
e Restart probability

m Leaks the structure of O

o Compute T=R-A (“left-masking”)
m Leaks the kernel of A

High leakage that arguably appears insecure

17



Interlude: framework model

e QOurwork is setin the Universal-Composability (UC) framework
It is agnostic to any security choice, but:

@)

We set our work in the actively UC-secure model with dishonest
majority (e.g. up to t — 7 corrupted parties in a t-out-of-n setting) over
a synchronous network
We make usage of the arithmetic black box model (ABB):
m basic I/0, arithmetic on field elements and matrices, and
randomness sampling operations

18



Solving Systems of Linear Equations Obliviously

Low leakage version

,—[ Protocol 1: [Ts . I

forwarded directly to Fags.

On input (solve, [A], [b]), where A has dimensions s x t and [b] has dimension
s. the parties proceed as follows:

Parties call [R] « rand(F3**) and [S] « rand(F;**).

Parties call [A - S] « [A] - [S]-

Parties call [T] « [R] - [A - S].

Parties open T « [T]. If = rank(T) < s then the parties output
(rank-defect, r).

5. Otherwise, let T™! € IF‘ff ? be a right inverse of T, that is, TT LTS P
The parties call [A~'] « [S]-T~'-[R]. It can be checked that A~" € F§**
satisfies A - A7 = Luy,.

L

6. Let B1...., Bi—s € IFL_” be a basis for ker(T). The parties call
(1) [ze—s]) + rand(F;~*).

7. Parties compute locally [z] + E:‘: zi] - Bi.

8. Parties call [x] « [A~'] - [b] + [S] - [2]

Output [x].

The protocol is set in the Fage-hybrid. All the commands except for (solve) are

19



Solving Systems of Linear Equations Obliviously

Low leakage version

Only reveals if
the matrix is
rank-deficient
and its rank

/

,—[ Protocol 1: ITsg),e I

forwarded directly to Fags.

On input (solve, [A], [b]), where A has dimensions s x t and [b] has dimension
s. the parties proceed as follows:

The protocol is set in the Fage-hybrid. All the commands except for (solve) are

1. Parties call [R] + rand(F5**) and [S] + rand(F;*").
2. Parties call [A - S| « [A] - [S]-
1 3. Parties call [T] «+ [R] - [A - S].

4. Parties open T + [T]. If r = rank(T) < s then the parties output
(rank-defect. r).

5. Otherwise, let T_ﬁ‘ff * be a right inverse of T, that is, TT™" = Lix..
The parties call [A~'] « [S]-T~'-[R]. It can be checked that A~" € F§**
satisfies A - A~ = Livs.

6. Let B3i...., Pis € IF‘L_” be a basis for ker(T). The parties call
(Iz1):-=:; [ze—s]) + rand(F;~*).

7. Parties compute locally [z] + E:iﬂ:,]] - 3.

8. Parties call [x] « [A~'] - [b] + [S] - [2]

9. Output [x].

20



Solving Systems of Linear Equations Obliviously

Low leakage version

Valid solution:

A-x=A (A b+ 58z
A (ST 'Rhb) + ASz

R ' (RAS-T '.Rb+ RAS.z)

R (T-T' Rb+T. z)
R L., -Rh+0)
h.

™~

,—[ Protocol 1: ITsg),e

The protocol is set in the Fage-hybrid. All the commands except for (solve) are

forwarded directly to Fags.

On input (solve, [A], [b]), where A has dimensions s x t and [b] has dimension
s. the parties proceed as follows:

1. Parties call [R] + rand(F5**) and [S] + rand(F;*").

2. Parties call [A - S| « [A] - [S]-

3. Parties call [T] « [R] - [A - S].

4. Parties open T + [T]. If r = rank(T) < s then the parties output
(rank-defect, r).

5. Otherwise, let T™! € IF‘ff * be a right inverse of T, that is, TT™! = L ...
The parties call [A~'] « [S]-T~'-[R]. It can be checked that A~" € F§**
satisfies A - A~ = Livs.

6. Let B3i...., Pis € IF‘L_” be a basis for ker(T). The parties call

([=1]. .- [or-s]) + rand (L)

t—ay. 3.3

8. Parties call [x] « [A~"] - [b] + IS] - [z]
9. Output [x].

21



Solving Systems of Linear Equations Obliviously

Low leakage version

Expensive: six

rounds! N

Can we do it better?

~ Protocol 1: Tse |

forwarded directly to Fags.

On input (solve, [A], [b]), where A has dimensions s x t and [b] has dimension
s. the parties proceed as follows:

Parties call [R] « rand(F3**) and [S] « rand(F;**).

Parties call [A - S] « [A] - [S]-

Parties call [T] « [R] - [A - S].

Parties open T « [T]. If = rank(T) < s then the parties output
(rank-defect, r).

5. Otherwise, let T™! € IF‘ff * be a right inverse of T, that is, TT™! = L ...
The parties call [A~'] « [S]-T~'-[R]. It can be checked that A~" € F§**
satisfies A - A~ = Livs.

L

6. Let B3i...., Pis € IF‘L_” be a basis for ker(T). The parties call
([z1):---, [ze—s]) + rand(F;~*).

7. Parties compute locally [z] + E::ﬂ:,]] - 3.

8. Parties call [x] «+ [A~"'] - [b] + [S] - [2]

Output [x].

The protocol is set in the Fage-hybrid. All the commands except for (solve) are

22



Solving Systems of Linear Equations Obliviously

Low leakage version

Can we do it better?

Yes: 4 rounds!
(This procedure can
be used
independently by

other systems)

,-[ Procedure 1: [ls,. }

The protocol is set in the Fage-hybrid. All the commands are forwarded directly to Fagg.

On input (solve, [A], [b]), where A has dimensions s x ¢ and [b] has dimension s, the
parties proceed as [ollows:

Parties call [R] + rand(F***) and [S] + rand(F***).

Parties call [R - A} + [R] - [A].

Parties call [T] « [R-A]-[S]. > R-A-S=T.

Parties call [h] + [R] - [b]. R-b=h

Parties open T + [T]. If rank(T) < s parties output {rank-deficient, rank(T)).

i, Otherwise, compute locally T-! ¢ F:;“‘ and a basis {3 },27 of ker(T) (right kernel).

Call locally I:H;,l]]:;f i— rand(F*~*),

Compute locally [z] « ¥ [=] - 8i. = 2 is uniform o in ker(']

. Compute locally [T"' -h+z] + =1 [h] + [=] and I'T”l R} + T L. R] .
. Parties call [x] « [S]-[T™' -h+z].
. & only for solve-inv @ Parties call [A™"] « [S] - [T - R].

Output [x]] and & only for sole-iny < [A._Il,

23



Threshold signing in short

Procedure 3: wsign

Input: Public key and secret key stored in Fapeisawe: pk =
1F‘E”.PE‘”.[—":'”},-.-___[,,,].sk = ([O}, [Lal]..... [Lw]). A message msg to be
signed.

mkxn

Output: A signature § € Fy™" on msg.

l. Parties call salt + coin({0,1}***') and let t + H(msg||salt) € FI'. Let
Leaks = |.
2. Parties call [V] + rand(F* ("))

3. For i € linl: Parties call TMLT «— TV - TL.10.

4. For i € [m]: Parties call [Y{] « [V]- P!V . [V7].

5. Compute locally [[A[l +— OV-bhased.Compute Al:{l]h-"rﬁ},.”m:] and [lyl] i
[l"ﬂ = Q"Iu"—]|:L.~=1'1|.C0|‘|‘|pute_y[{[lyr““___lm:]l This is possible since both
OV-based. Compute_y and OV-based. Compute A are linear functions of their
arguments,

6. Parties call the command solve of Fage i sawe on inputs [A] and [¥]. If the
output is (rank-deficient, r). parties append r to Leaks and go to 2. Else. let
[lx]] be the output,

7. Parties compute locally [X] « Matrixify([x]) and call [X - O7] + [X] -
[O7].

8. Parties compute locally [S'] « [V + (OX")T], and they open S’ + [S'].

0. ]’in'tiv.-e return as output (Sig = (8, salt), Leaks), where § = (8" | X)) €
E“‘I':':lll

Can use a trusted
dealer or a
Distributed Key
Generation (DKG)
protocol

24



Threshold signing in short

Procedure 3: wsign

J

Input: Public key and secret key stored in Fapeisawe: pk =
-{F‘E“.szj.[-‘:""b,,;__[,.,].sk = ([O}, [Lal]..... [Lw]). A message msg to be

signed.

Output: A signature S £ F:;'"”' o1l MSE,.

l. Parties call salt + coin({0,1}***') and let t + H(msg||salt) € FI'. Let
Leaks = [ |

2. Parties call [V] + rand(F* ("))

3. For i € [ml: Parties eall TM.1 « V1 - TL:.

4. For i € [m]: Parties call [Y{] « [V]- P!V . [V7].

5. Compute locally [lﬁnﬂ +— OV-bhased.Compute Al:{l]h-'frﬁ},._-|,,,:] and [lyl] —
It - Q"Iu"—l|:L.~=1'1|.C0ﬂ‘|pu[e_}f[{ﬂYrI}I‘___lm:]l This is possible since both
OV-based. Compute_y and OV-based. Compute A are linear functions of their
arguments,

6. Parties call the command solve of Fage i sawe on inputs [A] and [¥]. If the
output is (rank-deficient, r). parties append r to Leaks and go to 2. Else. let
[x] be the output,

[O7].
8. Parties compute locally [S'] « [V + (OX")T], and they open S’ + [S'].
9. Parties return as output (Sig = (S, salt), Leaks), where § = (8" | X) €

sk n
Fs

7. Parties compute locally [X] « Matrixify([x]) and call [X - O7] + [X] -

Secure, but expensivel!
o Many depths of
multiplications
o Many message
dependent values
o Many rounds
e (Can we do better?
e (Can we achieve one-
message dependent round?

25



Efficient threshold signing

OV-based Sign(sk, pk. msg) [ [OV-bused SignDiet{sk, pk, msg, salt)|

1: F Parso socret key and pablic key
2: Pame ko= (0, {Li}iepm))
3: Parse pk = ({PM higpmts {PF, i pumt)
1z ff 1. Hssh saited messago
salt & {n, 1245

Lfnvtvrmlnhilrmrhnl.: sall 2 chosen Il:rih-rralkfl . Dashed bOXeS ShOW the Original

7: b+ Himsglsalt) N
B _,f 2. Preprocossing quadraiic forms O p e ra t I O n S;

For ctr=1,...o0 do § in [BOCT 23] houmled 10 250 Rerations

o BRI e solid boxes show the modified
ol i operations for multiplicative depth

12 M. =V I e . .

= |M| P T Ip:!:+P-;L|T p:'ﬁ_.]. mlnlmlsatlon,

o FNEREEE 7y ep e double-bordered boxes show the
15: A OVebased Compute A(O, [M Jizim)) exp"Cit-SaIt va riant

1 il A s net full-rank then eontioe

17: F 3. Mosage depondont adjustiment

18 : ¥ +— b — OW-based Compute y({ Y hiaim))

m: f 4 Sampling s solution 1o the linear system: ¥ 1o A'x =y
x += SampleSolution( A, v]) [ x e F"
x: f B Assomble the signatare

2 X+ Matrieify(x) J§ X @ FJ™", st x bs concatemation of rows

o - [ S+ (V+ X :n— ni,.xi:,rl —ai) LTS

5 return Sig = (5, salt)




Efficient threshold signing

OV-based schemes are flexible:
e We canremove the usage of salt and not degrade security — explicit-salt variant
e We can use parity-check matrix:
o In standard OV signing, the signature requires an online multiplication
S =0 -X because X is message-derived. In our variant, the solution X is already
in the oil space, so S is built by additions/concatenations of X with
precomputed randomness V — fewer online ops + lower MPC round
complexity — depth-reduced variant
o Instead of implicitly enforcing oil-space membership using secret matrices Li,
we work over the full space Fg™and explicitly impose oil-space constraints
using a parity-check matrix:

H],O = (Iﬂ__o —O) , 2 & O <— HL()Z = 0,

27



Efficient threshold signing

OV-based schemes are flexible:
e We can pre-compute in advance many values

Protocol Offline Rounds Online Rounds System Size
[CEN25] 6 + 3/pinv m % ko
Ad Toggle A Toggle B
é Randomized Standard 1 + 4/piny 2 m X ko
~.  Randomized Reduced 1 + 3/ Piny 2 (k(n—o0)+m) X kn
= Explicit Standard 1 + 4/ piny 1 m x ko
‘ Explicit Reduced 1+ 3/ piny 1 (k(n—o0)+m) x kn

Table 1: p_inv denotes the probability that the sampled matrix is full rank, k is the whipping factor in MAYO.
“Explicit” uses an explicit salt, while, “Randomized” does not.

“Standard” uses the pre-processed standard algorithm; while “Reduced” uses the reduced multiplicative-
depth one.



Efficient threshold signing

Using:
e Efficient solving procedure

e Pre-processing as many values as possible
e Explicit-salt variant OR Explicit-depth-reduce variant
[ ]

We end in an scheme that is:

o One message-dependent online round, while all offline rounds are

independent

o Works with the verification algorithm of single-party OV-based schemes

Figure 1: Online signing times, for
security level 1.

B MAYO

w

-_E 10 T T

= _ _

7 10 ________,

2 e

= r%a L g

- GA BN &5 LB
NS el Al LGl

Parameters (N, T)

| —e— Explicit Depth-Reduced

Online sign (ms)

=

Explicit-Standard

ov

Parameters (N, T)

b Standard
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On active security

e We augment all shared values with information-theoretic message authentication
codes (MACs) in the standard SPDZ manner.

Standard (3 online rounds) Explicit-Standard Explicit Depth-Reduced
(N.T) MNon-Active Active MNon-Active Active MNon-Active Active
(2,2) | 1.45 (252.38) 5.73 (1033.36) | 0.29 (173.52) 4.99 (2007.09) | (.30 (555.42) 4.82 (5182.61)
E (3,2) | 1.13 (329.96) 9.98 (5190.42) | 0.45 (276.18) 7.67 (6591.91) | 0.44 (790.84) 7.34 (13708.31)
g (2,4) | 1.81 (458.39) 23.20 (11658.59) | 1.20 (656.26) 19.69 (18649.15) | 1.19 (1869.27) 19.58 (38854.61)
(15,8) | 3.10 (1340.48) 48.12 (27422.00) | 2.32 (1332.61) 37.25 (4378812 | 2,30 (3415.58) 37.02 (B6646.07)
Comm. /party | 4.0 (272.6) | 0.4 (213.4) | 0.4 (671.9)

Table 2: Values in ms or kb for security level 1. Online signing reported and offline signing in ().

All experiments were conducted on macOS 15.6.1 (Darwin 24.6.0) running on Apple Silicon (arm64), with an
Apple M3 CPU and 24GB of RAM. All benchmarks were executed using Go 1.24.2, and correspond to wall-clock
time measured using Go's standard timing facilities. The results are the mean over 700 local signing executions
that completed successfully, where each party performs the protocol rounds sequentially. The runtime was
configured with GOMAXPROCS=1: execution of a single logical core.
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Future-upcoming work

e Implementation: our implementation is in Golang:
o We have not explicitly implemented for constant-time
o We have started to add hand-written assembly for operations:
= CLMUL/PMULL in ARMv8
o We have started network emulation
o Working on efficient procedure for correlated randomness
e Security:
o The crux of OV-based schemes is leakage, parameters and efficiency-
optimizations — we continue to develop cryptanalysis
o We have a proof for active security in the dishonest-majority setting:
m  We are expanding for adaptive security — the scheme is based on “hash-
and-sign” and UC-secure, which makes it less prone to adaptive attacks
(as in Schnorr-based schemes)
e Optimizations:
o The majority of computational work is spent on matrix-matrix multiplications:
m  We are exploring further matrix-matrix multiplication optimizations
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THANK YOU!

https://pgvinaigrette.org/
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