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Motivation:

= Single secret < Single point of failure Share

= Threshold cryptography Secret

= Distribute trust among multiple parties té “B

= Robust storage: loss of individual shares
does not prevent recovery

ull Share 2

Share 1
= Applications A C

= Distributed Key Generation (DKG)

Share 3

B | C_

= Threshold Signatures \\

» Threshold Decryption “Say

= Multi-Party Computation (MPC) Reconstruct
» Randomness Beacons 1

AlB C
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Shamir Secret Sharing:

= Given a secret f;, a trusted dealer shares it with n > 2t + 1 parties {P;};-, s.t.,

* t+ 1 parties can reconstruct f, (reconstruction)

* t parties cannot reconstruct f, (privacy) o el
(0 eririapile!

- f f1
' —_
Not Verifiable! Reconstruction fx—hH= (X 1)

=h

Share [ aiics | fi p f—f
- 8 Ly fo=2—2O-1+f
| L] ;
- Given a secret f; and (n, t) o \
- Sample a degree t polynomial @ g fi
f(X)=f0+a1X+ ...+atXt f
2
- Compute f; = f(i)fori=1,...,n f3 £ |
3
B P>
> E.g., for(nt)=(31) 2 X
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(Verifiable) Share

Verifiable Secret Sharing Verify
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\
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VSS from Homomorphic Commitments:

= Given a secret f; a trusted dealer shares it with n >

* t+ 1 parties can reconstruct f, (reconstruction)

* t parties cannot reconstruct f, (privacy)

Share
- Given a secret f, and (n, t)
- Sample a degree t polynomial
fX)=fo+au X+ ..+aXt

- Compute f; = f(i) fori =1, ...

- Setcy = g, ¢; = g™, ...,c; = g™

- Broadcast = (cy, ..., c++1) and send

privatly f; to party P;

Add. Homomorphic Commitments:
com(a,) X com(a,) = com(a; + a,)

e.g., ga1 X gaz — ga1+a2

T = (Co,

N

) Ct+1)

Verify

Bob

Carol

f
O

0

5 /18 [Fel87] Paul Feldman. A practical scheme for non-interactive verifiable secret sharing.

In 28th Annual Symposium on Foundations of Computer Science, 1987.

2t + 1 parties {P;}i-,, s.t.,

- Initial - Share
. - Verify - Reconstruct
f‘ — lJ
o= |
j=0
gt =cl’ x ' xxcl Reconstruct
= ng X gal X oo X gat fl
=g’ \ g
) .O
f L0 g1 St & ks secret
g —CO ><C1 X'--XCt . 3 & fO
— ng X gzal X oo X gz ag > B
+
= g/@ — ©
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f nO nl t fn
gir=cl Xt X xcl

— gfo X gna1 X eee X gn tag
— gf(n)
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VSS from Homomorphic Commitments:

= Pedersen VSS: t of shareholders (information theoretically) learns nothing about f,

= Pedersen Commitment: com(f,r) = g/h” (Perfectly Hiding + Computationally Binding)

t

Share Verify fipri = 1_[ oV

- Given a secret f, and (n, t) fi, r ’ ]
1 I'1

(=]

j:
- Sample a degree t polynomial Reconstruct

f(X)=f0+a1X+ ...+atXt ——— gflhrl — C&O )(6111 X...Xcg-t
_ b
- Sample another degree t polynomial 3% a = g;o(il)’"o r>(<1;-- X g%thPt \ f
\ =g h ‘/Ji A
4

T(X) =T0+b1X-|- +tht g
. . . . . f27 L) S I s secret
- Setf,=f@{)andr,=r()fori=1,..,n 0 i S
e nghTZ — Cgo X C%l X oo X Ct?t B 8—1 fO
- Sets ¢y = g/oh™,c; = gMhP1, ..., ¢, = g¥thPt == g/ Opr@ > 3
- Broadcast w = (¢, ..., ¢;+1) and send privatly <A —) C
(f;. 7:) to party P f2: 72 W/ fen

: T = (cg, ...,
Pedersen Commitment: ( 0 Ct+1)

com(f,r) x com(f',r") = g'h" x g/ h"’
= g = com(f + for + 1)

6 /18 [Ped’91] Torben P. Pedersen. Non-interactive and information-theoretic secure verifiable COSIC (Computer Security and Industrial Cryptography group) KU LEUVEN

secret sharing. Advances in Cryptology — CRYPTO'91.




Limitations of VSS from Homomorphic Commitment (HC)
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Limitations of HC-Based VSS and PiVer:

= Tied to homomorphic commitments PiVer: I Verifiable Secret Sharing
» Strong algebraic assumptions, limited flexibility Framework

» Hard to extend to Post-Quantum (PQ) settings

 Heavy reliance on discrete-log-style structure

= Inefficient Verification
« Single share verification requires O(t) exp. per party
* Reconstruction & Complaint handling requires O(t?) exp.

= Poor scalability

= Not efficient for batching or high-throughput settings

» Often ad-hoc / non-modular

= Difficult to adapt, reuse, or compose cleanly A unified and modular framework for
building computational VSS protocols in

the synchronous setting.
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PiVer Submission:

= We aim to submit a unified and modular framework for constructing multiple variants
of computationally secure VSS schemes in the synchronous setting (Category S7).

= Primitive Requirements

e A t t h PiVer-2R PiVer-PC
S?CUI‘C comimi meq Scneme Round-optimal Pre-consiictad

(optionally homomorphic, non-malleable Min |atercy Optimiieiic
and/or post-quantum secure) . reconstruction

* A (classic or quantum) random oracle

= Setting (as in [Fel87, Ped91])
* Honest-majority (n = 2t + 1)

* Synchronous network

« Private channel between the dealer PiVer-Batch I AL PiVer-Q2
and parties Batched/packed \MI:/IoduI_ar. genene ) General access
High throughput Beyond threshold

e Common broadcast medium
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PiVer: II Verifiable Secret Sharing Framework [ABCP23, Bag25]

= Let Com(.,.) be a (vector) commitment scheme, and (Q)ROM be a (Quantum) ROM

Dealer ﬁ( Shareholder V;  (fi, ;)  Verify v’ In practice we can

f Dave omit y; if f, has
0 @ Share 0 o enough entropy

ﬂ Given (fy,n,t): sample a degree-t f(X)\ / \ Reconstruct
(fi, vi) 1) Party V; — outputs accept/reject:

s.t.,, f(0)=f, &setf; =f(i)fori=1,.
- If deg(z(X)) <t
2) Samplg a de'gree-t polynomial r(X) & set - -Setd = (Q)ROM(Cy, ..., Cy) fi
r,=r()fori=1,..,n - If C; == Com((f;, z(i) — df;),y;) outputs /\7> — .g
3) Fori =1,...,n: sample random values y;, I accept, otherwise, reject. & 5 secret
and set C; = Com((f.,7:),v:) — 2) If V; complains, dealer publish (f;,v,), E é » fo
4) Setd = (QQROM(Cy, ..., Cy) s.t., other parties can check them. — ﬂé
5) Setz(X) =r(X) + df (X) and —) =
: — ( )X C( ) C /(%) 3) At the end, the honest parties either ‘\‘\:\*‘
T[ (Z( )7 1r =y n)- (f ]/) . ft+1
Sy reject, or get sure that they have

6) Broadcast = (Cy, ..., C,, z(X)) and send _ _
K privatly (f;,y;) to participant V; / !ecelved a valid share. /
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Security and Instantiations of base PiVer (I1):

T heorem [Bag25, ABCP23]

Let the (vector) commitment scheme Com((.,.), .) is perfectly (resp. computationally) hiding and
computationally (resp. perfectly) binding, and ROM is a random oracle. Then, the generic
construction Il constitutes a secure VSS scheme in the honest-majority setting (n = 2t + 1), that
satisfies completeness, verifiability and perfect (resp. computational) simulatability.

Com(m,r) = gi* g5 = an alternative to Feldman VSS [Fel87], named Il

C om((m, ), y) = Hash(m,r,y) = a synchronous alternative to [SS24] VSS, named II;4

» Complete, Verifiable, and Computationally Simulatable

(7)) = Complete, Verifiable, and (Computationally) Unpredictable

S » Requires a high-entropy secret

— " Com((m, r), y) =g1* g5 g:’; = an alternative to Pedersen VSS [Ped91], named Ilp

(_U » Complete, Verifiable, and (Perfectly) Simulatable

e

(- » Can be slightly improved by setting Com((m,r), y) = gHaSh(m'r) gy, named Ilp,
1 2

©

e

7))

-

» In case of sharing a high-entropy secret, the randomizer y can be omitted.

11/18 Note: In Turkish, 'Pay' (pronounced [pa1]) is a houn for Share, and 'Payla’ means Share it. COSIC (Computer Security and Industrial Cryptography group) KU LEUVEN




Efficiency of New VSS Schemes:

= Abbreviations: DL: Discrete Logarithm, (QQROM: (Quantum) Random Oracle Model, BC: Broadcast, PV: Private,
n: # parties, E;: Exponentiation in G, PE: Degree-t polynomial evaluations, H: Hashing, |X|: X element size.

05n~t E; PVin|Z,|

2 2
Feldman [Fel87] (Plaln) " PE BC: t ~ 0.5 |G| t Ec+t Mg t“ Eg +t° Mg
l'lp DL 2n E; PV:n|Z,| 2E; +1PE
(€ = gligh) has (ROM) 2n PE BC:n |G| +0.5n|Z,| +1H 2tEc+tPE+LH
DL ln =2t E; PV:2n|Z,]| 2 2
Pedersen [Ped91] No (Plain) on PE BC: t ~ 057 |G| t Ec+t Mg t“ Eg +t° Mg
n,, DL 3n Eg PV: 2n |Z,| 3E;+1PE
(€ = gligligh) je (ROM) 2n PE BC:n |G| +0.5n |Z,| +1H StEc+tPE+tH
Mp, No DL 2n Eg,nH PV:2n|Z,| 2E;+1PE 2tE; +t PE
(C; = gleshUvrd gt (ROM) 2n PE BC: n |G| +0.5n |Z,| +2H +2tH
I, , Hash function n H PV: 1n |Z,| (or 2n |Z,|)
(C, = Hash(f,. 1., %) WEE () (QROM) 2n PE BC:n|H|+ 0.5n|Z,] LPE+2H LPE+2tH
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Variants of PiVer:

f—

PiVer-2R
Round-optimal
Min latency
\_ J

'w‘
PiVer-Batch
Batched/packed

High throughput y

7 % N\
PiVer-PC
Pre-constructed
Optimistic
\_ reconstruction y,

PiVer-Q2

General access

Beyond threshold
\ J

PiVer-2R: Round-optimal variant [BBKR25] I fio)
= Requires 2 rounds (instead of 3) in the general case e | /;/ ?”2“)
= Provably optimal for computational VSS [BKP11] » J N

el /

PiVer-Batch: k-Batched & f-Packed variant [ABNPS25] e // e
= Allows to share k X £ secrets in a single execution e //
= Significantly more efficient compared to the base \.\T‘Y\T_,,«a/@i/gj

PiVer-PC: Pre-Constructed variant [BM26, BKNR25|

Dealer also publishes a commitment C, to the secret

Supports two reconstruction approaches

PiVer-Q2: Generalized variant [ABJV25]

Supports arbitrary Q2 access structures
E.g., Replicated and Shamir secret sharing.

13/18 [BKP11]: M. Backes, A. Kate, A. Patra. Computational Verifiable Secret Sharing Revisited. Asiacrypt’11.

Co = Com(fy) N f; = f(i) for i€ [l,n]

_ Pessimistic Rec.

» Recall that an access structure is said to
be 92 if no union of two unqualified sets
covers the entire set of parties.

(i.e. , honest-majority in the threshold setting)
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Instantiations of Different Variants of PiVer:

= We instantiate different variants of PiVer with DL- and Hash-based commitments. |
» In all variants we require only a hiding and binding commitment scheme.
= The random oracle is instantiated with a secure hash function.

Instantiations with DL-based commitments

*  (Ilg,MHp,Mpy), (Bllg, Bllp, Bllp,), (Q2Ig, Q2Ip, Q2IIp,),
(PCIg, PCII, ), (2RIg , 2RMp, 2RTIp, )

PiVer-DL

= Currently, PiVer-PC is constructed for C, = g/

Co=gonfi=f(@{) for i€[1,n]

Instantiations with hash-based commitments
PiVer-PQ = Ilpa, Bllpa, Q2001 ,,, 2RIDpp

COSIC (Computer Security and Industrial Cryptography group)

@
\

PiVer-2R

Round-optimal

Min latency

\‘H—/

P _
PiVer-Batch
Batched/packed

L High throughput

7 N\

PiVer-PC |
Pre-constructed
Optimistic
\_ reconstruction |

PiVer-Q2

General access

Beyond threshold
-
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= Package Specification
= Modular and formal specification

= Security goals: Correctness, Reconstructability, -
Unpredictability or Simulatability M .2 Leam More

= Supports both classical & PQ instantiations &, Ex-~=mesas
https://www.esat.kuleuven.be/cosic/sites/nist-mptc-piver/

* QGuidelines for parameters and deployments

= o e QB8 github.com/PiVer-Framework

=] o PiVer-Framework

» Implementation

@ Overview Q Repositories 2 E Projects @ Packages AL Teams 2 People 9

= Pure Rust implementation (with minimal dependency on
external crates) “TC-

PiVer: M Verifiable Secret Sharing Framework

= Currently, we assume reliable transmission as we run our S
tests on a single machine.

Piver

Implementations
= We will provide an open-source implementation on PiVer

webpage as well as https://github.com/PiVer-Framework
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https://www.esat.kuleuven.be/cosic/sites/nist-mptc-piver/
https://github.com/PiVer-Framework
https://github.com/PiVer-Framework
https://github.com/PiVer-Framework
https://www.esat.kuleuven.be/cosic/sites/nist-mptc-piver/
https://www.esat.kuleuven.be/cosic/sites/nist-mptc-piver/
https://www.esat.kuleuven.be/cosic/sites/nist-mptc-piver/
https://www.esat.kuleuven.be/cosic/sites/nist-mptc-piver/
https://www.esat.kuleuven.be/cosic/sites/nist-mptc-piver/

Broadcast Communication in VSS Schemes

1196.875

1100

Performance:

700

588.4375

596.875

KB

500

300

119.6875
= B e nChmark fo r (n ) t) - (2 5 6 ) 1 2 7) o 29.6875 ug'“” 206875 596875 11.96875 2096875 596875 11.96875 296875 596875 11.96875
-100
1 10 50 100
» MacBook Pro, M4 Pro CPU, 24GB RAM, Single thread - i o
. mn-128 59.6875 298.4375 596.875
™ B H LA Practlca]_ , S Calable , PQ -secure u 256 119.6875 598.4375 1196.875
mBn-64 2.96875 2.96875 2.96875
mBMn-128 5.96875 5.96875 5.96875
m BMN-256 11.96875 11.96875 11.96875
Number of Secrets (k)
Dealer's Sharing Time for (n, t)=(256, 127) A Party's Verification Time for (n, t)= (256, 127)
300 1
0.9
250 0.8
—_— 200 _ 0.7
] o 06
w (%]
E 1m0 E o5
(L] Q
E E 04
= 100 P os
50 0.2
0.1
0 0 . —
1 10 50 100 1 10 50 100
—np 2.91998 29.1998 145.999 291.998 —npP 0.009206641 0.092066406 0.460332031 0.920664063
—nF 2.16708 21.6708 108.354 216.708 —TIF 0.006565234 0.065652344 0.328261719 0.656523438
- ':E—: 291998 11.3665 46.765 91.585 - . -BM_P 0.009206641 0.031878906 0.130574219 0.25065625
—— 2.16708 10.3923 45.958 89.002
- ----BILF 0.006565234 0.029064844 0.125 0.241945313
A 0.83026 83026 41513 £3.026 n_LA 0.001702109 0.017021094 0.085105469 0.170210938
--BI_P+ 2.19448 4.891 15.6319 29,0099 T . : : :
_____ BILA 0.83026 3.47872 14.26172 27,5065 wens BI_P#+ 0.006506641 0.006853906 0.007471875 0.008090625
—_Shamir 0.34448 2.9574 13.649 26.866 - - BM_LA 0.001702109 0.001975039 0.002627539 0.003210195

k - number of secrets k - number of secrets

COSIC (Computer Security and Industrial Cryptography group) KU LEUVEN




Conclusions and RoadMap:

= PiVer is a modular gadget for threshold cryptography (Cat. S7)

PiVer-PC |

Pre-constructed i

Optimistic |
recons i

» (Can be integrated to various (PQ-secure) threshold schemes (DKG,
Threshold Protocols, ...)
= Designed for extensibility; supports rich variants out of the box:

» Round optimal, batched-and-packed, pre-constructed, generalized access
structures, publicly verifiable, ...

e A ~o
/ “ PiVer ¢
‘f PiVer Base 7.‘

: Modular, generic [

» Already adapted by some NIST submissions (e.g., isogeny- & lattice-
based ones) and we expect to be reusable by more candidates

= RoadMap & Plans . ..l
= Prepare and submit the final PiVer package

= Extend PiVer-PC to PQ-secure commitments @
= Optimize protocol for targeted use cases (e.g., DKGs, ...)
= Expand implementations, benchmarks, and protocol integrations @

COSIC (Computer Security and Industrial Cryptography group) KU LEUVEN
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< karim.baghery@kuleuven.be
e piver@esat.kuleuven.be

;@ https://www.esat.kuleuven.be/cosic/sites/nist-mptc-piver/

https://csrc.nist.gov/csrc/media/Projects/threshold-cryptography/documents/TCall-1/PiVer-PWO 1 .pdf
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