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• Idea: Lamport’s one-time signature

• Hash-based signatures follow the same ideas
• Extend using Merkle-style constructions
• Only one cryptographic object: hash function (SHA)
• Crucially: Security of signature (unforgeability) reduces

only to security of underlying hash function!

𝗌𝗄 := (s0, s1) ← {0,1}λ

𝗏𝗄 := (H(s0),H(s1))

𝖲𝗂𝗀𝗇(b) = sb

Definition: Security reduction requires no hardness outside the Random Oracle!

Natural Idea: Random  
Oracle Model
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Our Results
• Define natural ‘extractability’ property of 

hash-based signatures, borrowed from 
NIZKs 

• Rule out (n-1, n)-protocols for ORD-
computation of extractable signature 
schemes 

• Our model: no CRS, no dealer, no 
preprocessing (more on that later)



(Straight-line) Extractability for Signatures

• We recall the notion of NIZKs in the ROM.

x ∈? 𝕃

π

𝖵𝖾𝗋𝗂𝖿𝗒(π, x) = ?

QThere exists  such that given a  
correct proof, 

 

where 

ℰ

ℰ(x, π,Q) = w

(x,w) ∈ ℝ



(Straight-line) Extractability for Signatures

• We recall the notion of NIZKs in the ROM. 

• Similarly, we can define extractability for signatures:

x ∈? 𝕃

π

𝖵𝖾𝗋𝗂𝖿𝗒(π, x) = ?

QThere exists  such that given a  
correct proof, 

 

where 

ℰ

ℰ(x, π,Q) = w

(x,w) ∈ ℝ

𝖲𝗂𝗀𝗇(m, 𝗌𝗄)

σ

𝖵𝖾𝗋𝗂𝖿𝗒(m, σ, 𝗏𝗄) = ?

Q
There exists  such that given a  

correct signature, 

 

where 

ℰ

ℰ(m, σ,Q) = (m′￼, σ′￼)

𝖵𝖾𝗋𝗂𝖿𝗒(m′￼, σ′￼, 𝗏𝗄) = 1



(Straight-line) Extractability for Signatures

• Similarly, we can define extractability for signatures:

𝖲𝗂𝗀𝗇(m, 𝗌𝗄)

σ

𝖵𝖾𝗋𝗂𝖿𝗒(m, σ, 𝗏𝗄) = ?

Q
There exists  such that given a  

correct signature, 

 

where 

ℰ

ℰ(m, σ,Q) = (m′￼, σ′￼)

𝖵𝖾𝗋𝗂𝖿𝗒(m′￼, σ′￼, 𝗏𝗄) = 1

We call a signature scheme -extractable if given  signatures and all but the first   
oracle queries used to generate them, it is possible to forge a new signature  

on any message of choice.

(k, t) k t

-extractability(k, t)



(Straight-line) Extractability for Signatures

• Similarly, we can define extractability for signatures:

𝖲𝗂𝗀𝗇(m, 𝗌𝗄)

σ

𝖵𝖾𝗋𝗂𝖿𝗒(m, σ, 𝗏𝗄) = ?

Q
There exists  such that given a  

correct signature, 

 

where 

ℰ

ℰ(m, σ,Q) = (m′￼, σ′￼)

𝖵𝖾𝗋𝗂𝖿𝗒(m′￼, σ′￼, 𝗏𝗄) = 1

We call a signature scheme -extractable if given  signatures and all but the first   
oracle queries used to generate them, it is possible to forge a new signature  

on any message of choice.

(k, t) k t

-extractability(k, t)

Side Note: 
-extractability is just 

unforgeability

(k,∞)



Extractable vs Fully Extractable

𝖲𝗂𝗀𝗇(m, 𝗌𝗄)

σ

𝖵𝖾𝗋𝗂𝖿𝗒(m, σ, 𝗏𝗄) = ?

Q

𝖪𝖾𝗒𝖦𝖾𝗇(𝟣λ) → (𝗌𝗄, 𝗏𝗄)

𝗌𝗄

𝗏𝗄

We call a signature scheme -extractable if given  signatures and all but the first
oracle queries used to generate them, it is possible to forge a new signature  

on any message of choice.

(k, t) k t

-extractability(k, t)

• Often, Key Generation is also distributed
• For something like Lamport, it is possible to sign with zero

hash queries!
• Define fully extractable, including the KeyGen queries



Extractable vs Fully Extractable

𝖲𝗂𝗀𝗇(m, 𝗌𝗄)

σ

𝖵𝖾𝗋𝗂𝖿𝗒(m, σ, 𝗏𝗄) = ?

Q

𝖪𝖾𝗒𝖦𝖾𝗇(𝟣λ) → (𝗌𝗄, 𝗏𝗄)

𝗌𝗄

𝗏𝗄

We call a signature scheme -extractable if given  signatures and all but the first
oracle queries used to generate them, it is possible to forge a new signature  

on any message of choice.

(k, t) k t

-extractability(k, t)

We call a signature scheme -extractable if given  signatures and all but the first
oracle queries used to generate them (including queries made during key  

generation), it is possible to forge a new signature on any message of choice.

(k, t) k t

-full extractability(k, t)

• Often, Key Generation is also distributed
• For something like Lamport, it is possible to sign with zero

hash queries!
• Define fully extractable, including the KeyGen queries



Extractable vs Fully Extractable

𝖲𝗂𝗀𝗇(m, 𝗌𝗄)

σ

𝖵𝖾𝗋𝗂𝖿𝗒(m, σ, 𝗏𝗄) = ?

Q

𝖪𝖾𝗒𝖦𝖾𝗇(𝟣λ) → (𝗌𝗄, 𝗏𝗄)

𝗌𝗄

𝗏𝗄

We call a signature scheme -extractable if given  signatures and all but the first
oracle queries used to generate them, it is possible to forge a new signature  

on any message of choice.

(k, t) k t

-extractability(k, t)

We call a signature scheme -extractable if given  signatures and all but the first
oracle queries used to generate them (including queries made during key  

generation), it is possible to forge a new signature on any message of choice.

(k, t) k t

-full extractability(k, t)

• Often, Key Generation is also distributed
• For something like Lamport, it is possible to sign with zero

hash queries!
• Define fully extractable, including the KeyGen queries



Extractability for Known Signatures

• Are popular hash based signatures extractable? Yes!

• Can be proven easily for XMSS (fully extractable), SPHINCS,
SPHINCS+

We call a signature scheme -extractable if given  signatures and all but the first
oracle queries used to generate them, it is possible to forge a new signature  

on any message of choice.

(k, t) k t

-extractability(k, t)



Extractability for Known Signatures

• Are popular hash based signatures extractable? Yes! 

• Can be proven easily for XMSS (fully extractable), SPHINCS, 
SPHINCS+

We call a signature scheme -extractable if given  signatures and all but the first   
oracle queries used to generate them, it is possible to forge a new signature  

on any message of choice.

(k, t) k t

-extractability(k, t)

Intuition: 

1. Lamport is extractable, and all 
schemes use Lamport-style 
subschemes 

2. If no source of hardness outside 
the RO can be used, then hiding 
the queries is the only option 
available!
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which has the  same verifier is  
also extractable!
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But you don’t have all the 
oracle queries!

[DKR24]: Crypto ‘24

Lemma: 
It’s possible to simulate the  
queries you don’t have and  

still succeed given an n that is 
‘large enough.’ 

Just picking the queries to be 
random still allows you to 

successfully forge with 
  probability.1

𝗉𝗈𝗅𝗒(λ)

How big? n > # of queries 
made by the verifier, so 

thousands/tens of 
thousands!
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ORD-Protocol for 𝖲𝗂𝗀𝗇(𝗌𝗄, ⋅ )

‘In-the-Head’ Scheme• Most schemes like SPHINCS/SPHINCS+
have an ‘important’ hash query that cannot
be leaked: usually a PRF key

• Even for 2 parties, this means that you can’t
thresholdize without a trusted dealer or
preprocessing.

Any scheme which ORD-computes signatures for 
k messages requires at least k steps of  

preprocessing.

 Impossibility with Preprocessing
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• Threshold Signing Hash-Based Schemes has the following caveats:

Either: 

1. The protocol must make non-black box use of the hash function
(ie. evaluate SHA inside MPC or use structured, algebraic hashes
which support efficient MPC protocols)

2. Schemes require a (not-small) amount of preprocessing by a
trusted dealer, making them unsuitable for applications where
such a dealer is absent unless efficiency can be compromised on.

What if you simply use 
generic MPC?

Some Basic Estimations 

We signed XMSS for two parties using a garbled circuit 
implementation of the EMP-tool library for a 256-bit string 
with 

 
and a naive, unoptimized implementation takes time  

 ms  

for computing the W-OTS function 

For SPHINCS+, the total number of hashes for standard 
parameters is >1,000,000, which comes up to an estimated 
runtime of >20,000s with naive garbling  techniques! 

(Note that the above can almost certainly be optimized to 
yield much better efficiency with preprocessing and more 
sophisticated protocol design).

w = 16, ℓ = 67

≈ 316.52 ± 1.45

f w−1
𝗌𝗄i ( ⋅ ) .
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