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Agenda
1. FHE and Threshold context

2. Scheme switching

3. Tools needed

4. Application to multi-unit auction



FHE and Threshold context
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FHE computation layer and threshold protocol layer
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What models do we use?

Threshold 
t< n/2

Malicious

Semi-honest
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Scheme Switching
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GLWE Ciphertext
Exact CKKS Context

LWE Ciphertext
TFHE Context

GGSW Ciphertext
TFHE Context

GLWE Ciphertext
BFV Context

GLWE Ciphertext
Approximate CKKS Context

Switching between cipher text types

GLWE Ciphertext
BGV Context

We implemented 
this switch so far 

using circuit 
bootstrapping

Many of the other switches are 
known in the literature
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Our scheme switching philosophy

GLWE Ciphertext
Exact CKKS Context
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We can classify ciphertexts by: 
⚙ functionality they support 
✉ message space
🔣 encoding
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What do ciphertexts really contain?

TFHE m

CKKS m e

BGV me

e

BFV m e

64 bits

1024 bits



What ciphertext formats are there?

……………………

GLev

✅ Key switching functionality 
✅ Useful for relinearisation

……
……
……
……

……
……
……
……

……
……
……
……

……
……
……
……

GGSW

✅ Good for bootstrapping  
✅ Good for cmux 
✅ Good homomorphic product noise growth  
⚠ Large so can pose challenges for 
transferring ciphertexts

……

GLWE

✅ Compact
✅ SIMD possible
✅ Easier to bootstrap  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Tools from FHE and MPC

11



What tools will we use?
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Use case: Multi-Unit Auction
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What is a multi-unit auction?

UNIT UNIT UNIT UNIT UNIT UNIT
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UNIT UNIT UNIT UNIT UNIT UNIT

UNIT UNIT UNIT UNIT UNIT UNIT

Multiple units for sale

🦉
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Each participant decided what price they will pay  
and number of units they want to buy and keeps this private

🔒

🔒

🔒

Auctioneer
🥇

Decides who bid the most, and allocates them 
their requested number of units. 

Continues to next highest bidder, and so on.

🥇
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Implementation of auction protocols using FHE usually involves many GGSW ciphertexts

Why is kryptallage a good solution?
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🥇
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Participants do not trust one another

Participants need to 
communicate

……………………
……………………
……………………
……………………

…… By leveraging circuit 
bootstrapping and other scheme 
switching techniques we can 
send only GLWE ciphertexts 
instead

……

……

……
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What next?
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What next?
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ZKP ZKP

ZKP

…

💻FHE library

💻FHE library

💻MPC library

Parameter selection⏰

Testing

contact-kryptallage@desilo.ai
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