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Overview of Thimza and Claims

Thimza® is a (t, n)-threshold signatur over module lattices whose output is a Raccoon [dPKPR24] signature, so it is accepted
by the unmodified verifier of the single signer scheme.

1. Statelessness Settled 2. Network Model 3. Bandwidth and Time 4. Machine-checked Proof
No session identifiers reg- No message authentication 16 736 bytes per signer at Unforgeability, interchange-
istry is needed. One token codes and no signer set at t = 1024, exactly indepen- ability and the impossibil-
per session, consumed once commit time, at unchanged dent of t, and the fastest ity result are modeled in
and erased at once, is suffi- lattice parameters. signing in the family. EasyCrypt [BDG'14].

cient and minimal.

at t = 1024, level | Thimza TRaccoon [dPKM*24] TalonG [GTJ*26] EKT [EKT24] Ringtail [BKL*25]
communication per signer (B) 16736 57184 46848 278400 629243
signing time per signer (ms) 78.29 122.00 179.20 710.00 1584.43
single signer verifier accepts v v X v v
persistent state 0(1) 0(Qs) 0o(1) 0o(1) 0o(1)

L Derives from the abbreviation “Th" for Threshold and the Turkish word imza, meaning “signature”; Thimza: Threshold Signature.



Lattice-Based Threshold Signatures: State of the Art

Scheme t rd/on-rd  |tr|/t on |vk| |o| interch. Assumptions
Bendlin et al. [BKP13] small >4 >10° all — — X SIS, generic MPC
Boneh et al. [BGG'18] any 1 >10° all — — X LWE, threshold FHE
Agrawal et al. [ASY22] any 1 >10° all — — X LWE, threshold FHE
Damgérd et al. [DOTT21] t=n 3/3 25.0 all 7.0 12.0 X MLWE, MSIS

Chen [Che23] t=n 2/1  300.0 30.9 10.5 30.9 X MLWE, MSIS
Threshold Raccoon [dPKMT24] 1024 3/3 40.8 all 39 127 v MLWE, MSIS
Espitau et al. [EKT24] 1024 2/1  276.1 141 55 10.8 v AOM-MLWE, MSIS
Gur et al. [GKS24] 5 2/2 3072.0 all 13.0 46.0 X RLWE, RSIS
C-Apirom et al. [CTZ24] 5 2/1 1526.0 ~ 260 47.0 258.0 X MSIS

Ringtail [BKL*25] 1024 2/1 6128 105 4.5 13.4 v/ MLWE, MSIS

del Pino, Niot [dPN25] 8 3/3 7.5 all 2.6 2.7 X MLWE, MSIS
TalonG [GTJ"26] 1024 2/2 26.9 all 20 17.7 X RLWE, RSIS, NTRU
Hermine [BCd™26] 64 2/1 715 195 28 11.0 v/ AOM-MISIS
Thimza [Our Work] 1024 3/3 16.3 all 3.8 128 v MLWE, MSIS

Sizes in KiB (kibibytes) at the 128 bit level. |tr|/t: communication per signer of one signing execution. “on”: the
part that cannot be preprocessed. “rd/on-rd”: number of rounds, and number of rounds that depend on the message.
“interch.”: acceptance by the unmodified verifier of the single signer scheme. Prior values are those reported by their

developers.

Thimza is simultaneously smallest in communication, interchangeable, and competitive in signature size.



Threshold Signatures, Raccoon, and the Masking Requirement

Definition 1 (threshold signature scheme) Definition 2 (functional interchangeability)

A (t, n)-threshold signature ¥ has KeyGen(1*, t, n) — (vk, (ski)ic[s), round algorithms

Y is functionally interchangeable with a single signer scheme ¥’ if Verify = ¥’ Verify and
Signy, . .., Sign,, a combiner Combine for the messages of a signer set of size t, and a every honest signature lies in the support of X’.Sign under the same key, so a relying party
verifier Verify. runs Verify alone [BP25].

dealer, KeyGen(1>, t, n)

Algorithm 1 (Raccoon [dPKPR24], the base scheme) ¥ ¥ ¥ T 4

‘40 5)
1: A+ RE*! from a 2X bit seed; seDﬁL,eeD‘;‘ @ @ @ e e
2: t:=|As+e] L return vk = (A, t)
3 r« D! e’ « D ;wi=A / X
4: c = He(vk, [w], 1= ¢s + r, with no rejection
5: h:=|w],, — Az —2"ct], ; retum (c,z.h)

v

] (O R BT

A iz 2"wh)p < B

Raccoon [dPKPR24] is Fiat-Shamir without rejection, made short by flooding [Lyu12],

MLWE [LS15], SelfTargetMSIS [dPLS20] as in [KLS18] because the forking lemma [BNO6]
so a threshold protocol has no abort to explain, at a width far above the secret width. has no superposition equivalent, and Hint-MLWE [KLSS23], which reduces to MLWE.
Cyclotomic ring of degree ¢ (a power of 2): R = Z[X]/(X¥?+1), Quotient ring: Rq = R/qR, L = [logy q] = 49; |x],, drops the v low bits; C ternary challenges of weight w; D, discrete Gaussian; (k, £)
module dimensions; oy, oy, secret and flooding widths; Tmax = 1024; Hy, Hy, He quantum-accessible random oracles; Qs, Qy, signing and hash queries; filled circles form T



Shamir Sharing over the Ring and Forcing Mask

Rg, a box of side ¢ = 249 in every coordinate

Shamir Sharing and reconstruction. [Sha79]

.
e Evaluation points a1, ..., a, € Z; (aj — «; invertible) o . .
e Sample p1,...,pPt—1 <—R§ and set .
1 .

=542 bt O ) )

e For |T| =t
7] . e .
L[]
—1 Ld
At = | | aj(o — o), E AT,iSi =8, .

JeET\{i} ieT
The white disc is r; ~ Do, of radius about 237. The black
dots are possible positions of c At js;. A Gaussian of width
237 hides nothing modulo 249 so an additive mask that is
uniform over RY is mandatory.

e Any t — 1 shares are uniform and independent of s.

Obstruction.

o The coefficient A7 ; € Ry is uniform

* The contribution c- A7,; -s; of a single signer is not short Threshold Raccoon [dPKM™*24], EKT [EKT24], Ringtail [BKL*25],

TalonG [GTJ"26] and Thimza each transmit one uniform element of
Rg per signer in the last round, which is 12 544 bytes at level I.

e The ephemeral randomness of width oy, = 2% cannot
flood a uniform element modulo q = 2%°.
e Use an additive mask m; to hide the contribution
e Summation of masks over the signer set is
> m;=0 [dPKM™24].
ieT



Threshold Raccoon: Protocol and One Signing Execution

Al

Igorithm 2 (signing in Threshold Raccoon [dPKM™24],

code of signer i)

0 ~N O (S WN =

9:

Round 1. sid and the signer set T are inputs.

cr DL e« DE i wii=Ar+e

: expand the row mask m{°% € Rﬁ, at t — 1 expansions and 12 544 bytes

: broadcast cmt; := H(sid, i, w;) together with m
Round 2.

: broadcast the untruncated w;, which is 15680 bytes

. broadcast 7i_,; := MAC(k; j, view of round 1) for j € T, 16 bytes each
Round 3.

: verify every tag and opening, which realizes the authenticated channel

Dwi= LZ]{TW,-‘ VW; c := Hc(vk, w, msg)
1 m;(sid) := Z]ET\{V}(PRF(Sdi’j, sid)—PRF(sd;,;, sid)), which is 2(t—1)

evaluations over 2(n — 1) seeds
zi:=c- A7, - s; + rj + m;(sid)

row
i

10: S; := S; U {sid}, where the registry never shrinks

M

ask is keyed by a session identifier; cancellation needs identical views, so

authenticated channels are assumed; first round already names T and sid.

signer i other signers

round 1 cmt; (32B) and row mask (12544 B)

t — 1 pseudorandom expansions

round 2 w; (15680B) and tags (16¢B)

the tags realize the authenticated channel

round 3z = cAT ;s + rj + m(sid) (12544 B)

2(t — 1) evaluations on ordered pairs

% o = (c, 2, h), a Raccoon signature (13 152 B)

per signer: 40848 + 16t bytes and
3(t — 1) pseudorandom vectors of Rﬁ

sd; j seed of the ordered pair (i, j); ki, j key of a message authentication code; S; the registry of answered identifiers; cmt; commitment hash; vw transcript digest.



Pairwise Masking and the Canonical Linear Response Class

1 2 3 4 T P .
Definition 3 (canonical linear response scheme)
1 sdip | sdiz | sdig The message of the first round is Cmt(sk;; p;), the challenge of the last round is ¢ = Chl(vw;), and the message
of the last round is
P2 | sy sdp3 | sdyg z; = ci(vw;)si + fi(pi, vwi) + mj(vw;),
3 | sdgp sdgp sd3g with p; a fresh randomness, ~; a public reconstruction coefficient, f; independent of s;, and m; computable from
sk; and vw;.
4 | sdap | sdgp | sda3
ordered pairs
TRaccoon [dPKM*24], EKT [EKT24], eyitwi)si |+ | filpiow) |+ | mitow)
ingtai -
Ringtail [BKL25] secret, uniform ephemeral, short mask, sums
to zero
2(n — 1) seeds stored and 2(t — 1) evaluations
per session; cancellation requires a second
evaluation. .
i scheme in class mask keyed by
1 2 3 4
TRaccoon [dPKM+24] v/ session identifier
a " o EKT [EKT24] v session identifier
1 sz | sdi3 14 Ringtail [BKL™25] v session identifier
I TalonG [GTJT26] v/ session identifier
P2 1 —sdpp sdp3 sdog C-Apirom et al. [CTZ24] v no mask, short coeff.
[T FROST [KG20], group v nomask
I Thimza v the view vw
3 1 —sdp3 | —sdy3 sdzq
e Hermine [BCd™ 26] v no mask, short shares
4 1 sy | —sdpq | —sdzg threshold FHE [BGG 118, ASY22] ¥ no commitment round
[ [ [ [

“unordered ) ) B .
unorT:;';Z:alrs Negative statements are proved for this class, so it applies to all of these constructions and not only to ours.
n — 1 seeds stored and t — 1 evaluations per
session; cancellation follows from the

antisymmetric sign &




Three Limitations, and the Security Models of the Family

Limitation 1. Unbounded signer
state

* The mask of the pair (i, ) is
PRF(seed; j, sid)

* A signer must store every
identifier it has ever answered
and refuse a repetition.

“a stateless signature scheme is an
important open
problem” [dPKM*24]

Limitation 2. Channels, coalitions,
parameters

* Masks cancel only under
identical views.

TRaccoon authenticates every
view.

Ringtail [BKL*25] assumes
authenticated channels & an
offline oracle knowing T.
[ZT25, JTWZ26] remove
those restrictions by
reproving [EKT24] under
another lattice problem

That problem reduces to
MLWE and MSIS in a
large-parameter regime
30-50 KiB signatures instead
of 11.

Limitation 3. Communication cost

Let t = 1024, and 128 bit level.
Communication per signer:

e [dPKM"24] : 40.8 KiB

o [EKT24] : 276 KiB

* [BKL'25]: 613 KiB

e [GTJ'26] : 26.9 KiB

* [BCdT26]: 71.5 KiB
No scheme is at once smallest in
communication, competitive in
signature size, and accepted by the
verifier of the single signer scheme.

scheme auth. ch. T atrd. 1 assumption
TRaccoon [dPKM*24] required  required MLWE, MSIS
Ringtail [BKL*25] required  required MLWE, MSIS

EKT [EKT24] no no AOM-MLWE

EKT via [ZT25] no no MLWE, MSIS, larger
Thimza no no MLWE, MSIS

Can the strong network model be obtained at the parameters of the weak one, so that no assumption is traded for the removal of the channels?




Signer State: Is Statelessness Impossible?

Definition 4 (stateless partial signing)

The algorithm of the last round of every signer is a deterministic function of (sk;, vw;).

Definition 5 (session-bounded state)

The persistent store consists only of tokens created in the first round of an open
session, each token is consumed by at most one execution of the last round and
erased immediately afterwards, and the store is empty whenever no session is open

stateless persistent store is impossible
Definition 4 empty at all times Theorem 1
session-bounded one token per open ses- attained
Definition 5 sion, erased on use by Thimza

identifier registry
TRaccoon S; holds every unbounded

[dPKM 2] sid ever answered size O(Qs)

The gap between the two definitions is only one bit per open session!

Theorem 1 (impossibility of stateless partial signing)

Let X be a canonical linear response threshold signature with p > 2 rounds in which p; is
sampled before the view that determines the challenge is complete. If & has stateless partial
signing, then there is an adversary that corrupts t — 1 parties, makes one query of the first round
and two queries of the last round to a single honest signer h, and recovers ~;s;, up to a public
invertible factor with probability at least 1 — ¢ /q — 2= In particular ¥ is not unforgeable
whenever t < n.

o= same T, so
(T, msg, u, cmty) h(vw) = vp (')
AlCl=t—1
w' = one corrupt commitment
(T, msg, u’, cmty) differs, so ¢ # ¢/
[ statelessness forces the signer to answer both queries with the same token pj, ]

2y — 2= (c = €')ysn + (Fulpn, ) — fulpn, vw')) + (mi(ow) — ma(w'))

vanishes, or solved by £1p repetitions computable by A

c — ¢’ is invertible except with probability ¢ /g, so At ssh follows, and then s by interpolation
with the corrupt shares.

Remark 1 (Scope)

It holds for every member of Definition 3, hence for [{PKM*24, EKT24, BKL"25, CTZ24,
GTJ*26], for FROST [KG20] in the group setting and for Thimza alike. It does not rule
out stateless threshold signatures altogether: constructions from threshold fully homomorphic
encryption [BGG* 18, ASY22] have no separate commitment round and are indeed stateless, at
the price of a homomorphic evaluation of the signing circuit.



Signer State: Sufficiency of Bounded Session

Call a masking term derived from the view if m;(vw;) = Z £iPRF(sd¢; jy, vw;) with ej = —ej; € {£1} and one seed per unordered pair.

JET\{i}

Lemma 1 (replay)

Let ¥ be a canonical linear response scheme with masking derived from the view, and let a signer h hold a fixed token pj. If h is invoked twice in the last round on views
vw = vw’, then the two responses are equal, so the second invocation is perfectly simulatable from the first.

Case 1, the same view. Every summand of z, is a deterministic function of
(skp» pp» vw), 50 the response is identical bit for bit and .A could have copied it.

Case 2, a different view. The token has already been consumed and erased, so
the query is refused, which is precisely the event Theorem 1 shows must be
refused

Corollary 1 (minimality)

* Unforgeable with session-bounded state iff Unforgeable with a store that additionally records every session identifier.
o Session-bounded state is minimal, since by Theorem 1 no smaller store suffices.

In [dPKM*24] the mask is keyed by sid, which the adversary controls and may repeat while it varies T. In Thimza it is keyed by vw, which already determines T, the
message and every commitment, so repeating the key of the mask is repeating the entire query.



Views and Channels: the View Partition Lemma

Definition 6 (TS-UF-CA, unforgeability with oracles agnostic to the
channel and to the signer set)

The standard game with two changes:

e Oy(i, msg) takes no signer set, so the message of the first round is produced
before T exists.

o Ojs(eid, T, (cmt;, W;)je 1) performs no consistency check relating the delivered
openings to what the honest signers sent

Note that:

¢ A may supply forged, reordered or mutually inconsistent openings
Statelessness is built in: O3 closes the record before returning and a replay of a
closed handle returns L.

The three hash oracles are queried in superposition and the three signing
oracles are classical.

Theorem 2 (transfer to the strengthened model)

¢ Let T be canonical linear response with three rounds
o Antisymmetric masking derived from the view

o A first round free of the signer set

e The Raccoon [dPKPR24] verification relation

If X is unforgeable with authenticated channels and oracles aware of the signer set,
then it is unforgeable in the game of Definition 6, with

3
Advz;uju < Adv';‘:"MLWE + Advsgm.ggemsls +Advf;; + C(Q,,Z\Z;JS) +

and the parameters of the two lattice instances are unchanged from the weak model.

Lemma 2 (view partition)

* Fix a session, and partition honest signers by their views into Sy,..., Sy,
o View-derived antisymmetric pairwise masks, for every S, # H (the set of honest

members)
Zz ~e U(RY).

i€Sa

If all honest signers have the same view (m = 1),

g Z=c E AT,i8 + g f; + adversary-known term.

ieH ieH ieH
class S class S, class S3

view vw(1) view w(2) view w(3)

iesy U 2}, uniform 2, uniform

Consistent to arbitrary views: A simulator for sessions with agreeing honest views can
also handle sessions with i i views. The il i -view classes are hidden
by the unmatched masks.

MACs are unnecessary: Since security holds even with inconsistent views, MACs are
no longer needed to enforce view consistency.

No parameter loss: Since the first round is independent of T, the simulator can
choose T in the last round without additional random-oracle reprogramming; hence
the parameters remain unchanged.




Two Matching Lower Bounds on

Theorem 3 (lower bound on pseudorandom
material)

* Lower bound: Security against t — 2 corruptions
requires each signer to use pairwise pseudorandom
material with all other t — 1 signers:

> (t — 1)¢p[log, q] bits per signer/session.

Optimality: Antisymmetric masking with one seed
per unordered pair,

mi =30 gy SIPRE(sdgi ), vwi), achieves this
bound with equality

Comparison: The ordered construction

of [dPKM" 24, EKT24, BKL"25] uses 2t PRF
evaluations and 2n seeds—approximately twice the

optimum.

Corollary 2 (antisymmetric construction
optimality)

m; = Z,enm &;PRF(sd(; 3, vw;) with one seed per un-
ordered pair meets Theorem 3 with equality, whereas the

ordered construction of [{PKM*24, EKT24, BKL"25] uses
2t evaluations and 2n seeds, twice the optimum in both.

"
3

pseudorandom material
per signer (KiB)

lower bound, Theorem 3
-O- ordered pairs
—e— antisymmetric (Thimza)

T T T T T
2 8 32 128 1024
threshold t

Pseudorandom material per signer and per
session. The antisymmetric curve lies exactly on
the bound.

the Masking Mechanism

Proposition 1 (incompressibility of a masked
partial signature)

* Reconstruction coefficients v; € R; can take at
least two values.

o Security holds against t — 2 corruptions.

* Then each honest signer's last-round message is
uniform over R{ conditioned on the adversary’s view.

* Hence it is incompressible and requires at least

Lyplog, q bits.

the transcript of Thimza, drawn to scale
round 1: cmt;, 32 B, minimal by collision

round 2: W;, 4160 B, room left

round 3: z;, 12544 B, minimal by Prop. 1

[ ]
t {
total 16736 bytes

Theorem 3 says the work of masking cannot fall below

t — 1 ring vectors; Proposition 1 says the output cannot be
compressed below one ring vector. Thimza attains both, so
the only remaining freedom is in the commitment round,
and Theorem 4 fixes how far it may be truncated.



ML Commitment free of the signer set.

« Signer-set-independent commitment:
emt; = Ho(vk, msg, i, W;) does not
depend on T
Signers can commit before T is known.
T can be finalized from the signers
responding in Round 2
Removes: the oracle aware of the coalition
of [dPKM 124, BKLT25)

M2. Transmission of the leading bits.

Signer i publishes the rounded value

wj instead of w;

The resulting perturbation in the

aggregate W 2vc
Bereg: T

absorbed by the hint.

Removes: ke bits, that is 15680 — 4160
bytes at level I.

M3. Antisymmetric masking derived from view.

.« mp =

EJE A <jjPRE(sd ;3 w),

with one seed per unordered pair.

ww is the digest of the entire Round-2
transcript.

Optimal by Corollary 2; no
authentication tags needed by Lemma 2.

Removes: half the seeds and evaluations, the row
mask of 12544 bytes and the 16t bytes of tags.

Ma. No persistent store. By Corollary 1 a signer
keeps only st; = (r;, W;) between round 1 and
round 3 and erases it afterwards, so the store is
empty whenever no session is open

Removes: the registry of size O(Qs)

of [dPKMT24], and the requirement that the
store never be rolled back

The module dimensions, the modulus, the widths and the two roundings vy, 1y, are those of [dPKM™'24],
so the MLWE and SelfTargetMSIS instances, and hence the estimated bit security, are the same. The only

new parameter in the whole scheme is v..

Thimza Design: Four Mechanisms, and the Trust Assumptions

Trust Assumptions

1

2.

A trusted dealer runs KeyGen once and erases (s, )
after distributing shares and pairwise seeds privately.
A static adversary corrupts at most t — 1 parties
before key generation.

The broadcast medium is unauthenticated and
unreliable, so it may drop, reorder, duplicate or forge
any message.

Honest parties consume and erase each token at
most once, which is unavoidable by Theorem 1 and
sufficient by Corollary 1.

Ho, Hi, H are quantum-accessible random oracles
and PRF is a pseudorandom function.

MLWE and SelfTargetMSIS are hard (for the given
parameters) against Qs signing queries.

Two assumptions of [dPKM™24, BKL"25] are absent,
which are authenticated channels between honest signers
and knowledge of the signer set at round 1.

Two further assumptions are needed for liveness but not

for unforgeabil

ity, which is a synchronous network and

honest behavior inside the signer set. Thimza, like every
scheme of the landscape table except [BCd 26, dPE" 25],
does not identify who caused a failure.



The Scheme: Key Generation, Signing, Combination and One Execution

Algorithm 3 ( Thimza.KeyGen(1*, t, n))
1: seeds < {0,1}**; A := Expand(seedp) € RE**
20 s D) e« Di; ti=|As+e],; vki=(seedn,t)
=5 .
3P, pio1 ¢ R sii=s+ Z::l puct for i € [n]
4: sdg; jy < {0, 1}>‘ for each unordered pair, which is (g) seeds

5: return vk and sk; = (s;, (sd; ;3 ), VK) for i € [n]

Algorithm 4 (Thimza signing, the complete code of signer i)

Round 1. Sign; (sk;, msg), in which T is not an input
Dr DLef = D i owi = Ar el W= |wi],,
t sty i= (rj, w;); return cmt; := Ho(vk, msg, i, W;), which is 32 bytes
Round 2. Sign,(st;)
return w;, which is 4 160 bytes and needs no computation
Round 3. Sign,(skj, st;, T, (cmt;, W;)je 7, msg)
if 3j € T : cmt; # Ho(vk, msg, j, W;) then abort
vw := Hy(vk, msg, T, (cmt;)je 7, (W))je7), the digest that keys the masks
W 8

JET
m; = Z/U\m £;PRF(sdy; j,vw), t — 1 evaluations, e = +1 iff i < j
z; == cAr.;si + ¥ +m; mod g, which is 12544 bytes
erase st;, after which the store is empty; return z;

2ve\i; mod q; w: He(vk, w, msg)

©E N gk W MR

Algorithm 5 (Thimza.Combine and Thimza.Verify)

1: recompute w and c as in Round 3; z := ngrz, mod g, at which point the masks cancel

2: hi=w— |Az—2"¢ct], mod qy,; return o :=(c,z,h)

3: Verify: return [c = He(vk, Az —2"tct],  +h,msg)] A [l|(z, 2"V h)|l2 < B], identical to
Raccoon [dPKPR24]

signer i other signers

round 1 eme; = Ho(vk, msg, i, ;) (328)

o row mask, and the signer set is not named

round 2 = LW,LB (+1608)

no tag, and T is fixed by whoever answers

round 3 z; = e js; o+ rj + mi(uw) (125448)

£ — 1 evaluations on unordered pairs

per signer: 16736 bytes, independent of t,
and t — 1 pseudorandom vectors of R}

Verify is same as the Raccoon [dPKPR24] verifier, which is the formal content
of interchangeability. Round 1 is 32 bytes and names neither the signer set nor
an identifier; round 2 costs nothing, since it forwards a value already computed;
round 3 carries the whole cost and produces the only component of the
transcript that Proposition 1 shows to be incompressible.

seedp seed of the public matrix; py coefficients of the sharing polynomial; ; evaluation point of party i; st; the session token; W the rebuilt aggregate



The Two Protocols of Family
Thimza

Threshold Raccoon [dPKM™24]
signer | other signers

other signers
emt; = Ho(vk, msg, i, w;) (32B)

signer |
" round 1
round 1 cmt; (32B) and row mask (12544 B) offline:
vj,el, Arj;
no T, no sid no row mask, and the signer set is not named

t — 1 pseudorandom expansions

round 2 W; = Lw,“‘ (41608B)
36

round 2 w; (15680B) and tags (16¢B)
no tag, and T is fixed by whoever answers

the tags realize the authenticated channel
(vw) (12544 8B)

round 3 z; = cA7s; + 1 +m

round 3 z; = AT ;s; + rj + m;(sid) (12544 B)
t — 1 evaluations on unordered pairs

the token is

2(t — 1) evaluations on ordered pairs

sid is appended
to a store of

erased; store
of size O(1) )
o = (c, 2, h), a Raccoon signature (13 152 B)

per signer: 16736 bytes, independent of t,
and t — 1 pseudorandom vectors of Rﬁ

ize O
size O(Qs) & = (c. 2, h), a Raccoon signature (13 152 B)

per signer: 40848 + 16t bytes and
3(t — 1) pseudorandom vectors of Rﬁ

Four differences: the note before round 1, the payload of round 1, the payload of round 2, and the store marker on the lifeline.




Summary of the Differences, and the Structure

TRaccoon [dPKM*24] Thimza saving
input of T and sid already the message only —
round 1 required
round 1 cmt; and the row mask cmt; only 12576 — 32
payload B
round 1 work t — 1 expansions one matrix-vector 40.23 — 1.19
product ms
round 2 untruncated w; and t truncated w; 32064 —
payload tags 4160 B
round 2 work t authentications none 1.20 — 0.00
ms
input of the  the identifier sid the digest vw O(Qs) —
mask 0o(1)
mask ordered, 2(n—1) seeds, unordered, n—1 seeds, factor 2
structure 2(t—1) evaluations t—1 evaluations
round 3 z; € 722’ z; € ’Rg minimal in
payload both
network authenticated channels unauthenticated, —
model inconsistent views
total per 40848 + 16t B 16 736 B, independent 3.42x
signer of t
time at 122.00 ms 78.29 ms 1.56x
t = 1024

The two schemes share ¢, q, oy, 0w, (£, k), w, V¢, Iy, the verification key of 3872

bytes and the signature of 13152 bytes.

of the Mask

1 sdpp | sdiz

sdia 1 sd12 sd13 sdiq

P2 | sy sdp3

sdog i2

3 | sz | som

4 | sdgy | sdap | sdag

i
I
|
|

sd3q 3
|
|
I
i

Left: ordered pairs, used

by [dPKM*24, EKT24, BKL*25].

Right: unordered pairs, used by Thimza.

ordered  antisymmetric
seeds per signer 2(n — 1) n—1
evaluations per session  2(t — 1) t—1
row mask transmitted £l bits none
zero-sum property v v

Difference 1. The cancellation is obtained from the sign rather than
from a second evaluation. Since €j + €ji = 0, the pair {i,j} con-
tributes the same pseudorandom value twice with opposite signs, ex-
actly as the ordered construction does, but each signer evaluates it

once instead of twice. At n

= 5 a signer stores 128 bytes of seeds

against 320, and by Theorem 3 the right column meets the lower

bound with equality.



Correctness

Lemma 3 (aggregation identity)

If all signers in T follow the protocol on a common view, then z = Z,ET zj=cs+y <7 mod g and
' !

é:W—(Az—ZV‘ct): nge} + 8 +ce—cp,

truncation ey terms
aggregated noise

with [[8]|cc < £2¢7! and [|p|loe < 2671

Theorem 4 (correctness)

If ”(Z&Trj, &) H2 + 22w fkp < B then Verify(vk, msg, Combine(-)) = L.

With appropriate selection of the parameters this holds except with probability at most 2~ for every t < Tpax, and the choice v, = |log; ow | — 1 inflates the left hand side by at
most one per cent.

t  max|(z,2"Vh)||» B ratio

4 2.98-10"  4.52.10*  0.066

16 4.48-10"  4.52-10"  0.099
64 8.05-10"° 4.52.10* 0.178
256 1.55-10"  4.52.10"  0.344
1024 3.10-10*  4.52.10%  0.685

Numerical verification at level | over 200 trials per row, with every quantity drawn from its exact distribution. The dominant summand is Z] cj’; the term ce is

2297 against 2%2; the term cp has ratio 0.36 and is already present in [dPKM*24]; the new term & has ratio 0.144



Unforgeability in the QROM

Theorem 5 (unforgeability of Thimza)

¢ Unforgeable in the game ts-uf-ca (Definition 6 )

e Session-bounded state

e Under MLWE and SelfTargetMSIS and the pseudorandomness of PRF against quantum distinguishers
For every quantum A:

e Corrupting < t — 1 signers

e Making < Qs classical signing queries

e Making < Qj quantum superposition queries to Hp, Hy and H.

there are B1, Bz, B3 running in essentially the time of A with

Hint-MLWE, 4 o o,
By

SelfTargetMSIS, x 411.¢, 3

-uf- Jow,C PRF (Qh+ Q:)°  3Q Qn
Adviire | < Adv 70TE f Advg, AV + € o

e B=B+ o+ (w2t +2"% ) Jke
¢ Min-entropy of the rounded aggregate commitment: p = k¢ log,(q/2"%) — O(X)

Proposition 2 (comparison with the base notion)

The game of Definition 6 is at least as strong as TS-UF-0 of [BCK*22], since every adversary that wins the latter against a canonical
linear response scheme also wins the former, with the same advantage and running time.



Parameters, and Asymptotic Complexity

level A Qs owvVTmmx v vw ve €k w
1 128 2% 22 37 40 36 4 5 19
m o192 2% 22 36 40 36 6 7 31
v 256 2% 2" 35 41 35 7 8 44

All sets use p = 512, L = [log, q] = 49, o = 2% and
Tmax = 1024.

Each row corresponds to one NIST security level.

Q.: number of signatures a key may produce.

0w/ Tmax: Width of the aggregated ephemeral randomness;
determines the signature size.

v¢: number of bits dropped from the verification key.

vy number of bits dropped from the aggregate commitment.

Ve number of bits dropped from the transmitted commitment share.
£: module dimension of the secret.

k: module dimension of the samples.

w: Hamming weight of the challenge.

Three constraints fix the sets, and they are those of [{PKM™24] plus one.

Ow > 12(Z%)w/Qs for the Hint-MLWE reduction with Q; hints; at
Level I, oy > 2°°%, 5o we take oy = 2%,

q > 2°0w/ Timax, giving L = 49.

vy largest value such that w2"t \/E remains below the
aggregated noise.

v, is set according to Theorem 4.

The MLWE instance and the SelfTargetMSIS instance are the ones already
analysed in [dPKM*24], so the estimated hardness is unchanged.

EKT [EKT24] : © (kew log o + zzw)

Procedure Thimza TRaccoon [dPKM " 24] EKT [EKT24]  Ringtail [BKLt 25]

KeyGen  n(k+£)¢ log n(k+£)p log
Sign;  klplogp ke log -+t
Sign, 0 t

Signg  tlptkeyplogp 2tLp-+kEep log
Combine  tfp+ke log 2tlip+kep log

n(k+£)plogw  n(k+e)p log @
kepep log kepplogp
kpp log p+2tl kpe log p+pk2d+2tle

thotklplog o tlo+klplog @

Verify k€ log @ k€ log @ ke log @ ke log

ltr|/t  ke(L—ve)+bpl 2Lkl +128t kppl+tol kpol+lpl+128t
lo| £ log o7 +ke log 2’;3 same same same

[vk| kp(L—vg)+21 same same same

|sk;| Lol A(n—1) Lol2Xn £pl42Xn £ol42Xn

state  O(1) token 0(Qs) identifiers 0(1) token 0(1) token

Time: R operations per signer; space: bits sent per signer.
t: threshold; p: number of columns of the first-round matrix.
p=d+1 for [BKL*25]; p = rep for [EKT24].

NTT of one ring element: ©(y log ).

Coefficientwise product or pseudorandom expansion: ©(¢).

Thimza : © (kw log ¢ + zm) TRaccoon [dPKM*24] : © (k&p log ¢ + 3t[zp)

Ringtail [BKL"25] : e(uw log ¢ + ok?d + 2:/@)

Thimza:
* Removes the row mask: saves £pL bits.
* Truncates the commitment share: saves kpuv. bits.
 Removes authentication tags: saves 128t bits.
¢ Only scheme with ication exactly indi ds of t.
e At Level |, the leading term is 70% smaller than [dPKM*24].
o For p = 49 [BKL"25] and p = 15 [EKT24], their commitment term is 1-2 orders of magnitude

larger.
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Communication: Totals, Components and the Threshold

D 10° ] o m - EKT 5 10
o imza . ) =1 round 1
< -0- TRaccoon %+ Ringtail < B ater rounds
= —&- TalonG =&+ Hermine =
g g 102
s s
@ 10° @
g g w0
< R e e ittt c
S S
S 107 8 100
2 OrmimQrminGimimQrmim Grmin =
5 pes ~g 3
£ E o
£ £ 10
S
s S
© 10t o T T T T T T T i i
2 8 32 128 1024 @ o 6 o N e
PRy @ < w\q‘ o
threshold t < ¥

Left: communication per signer against the threshold. Right: the same volume split by round at t = 1024, and at t = 64 for Hermine [BCd
part of each bar the first round.

26], with the light
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I Thimza @l TalonG @ EKT
B TRaccoon I3 Hermine CJ Ringtail

10° 4

102 4

communication per signer (KiB)

level | level i level V

Communication per signer grouped by
security level on a logarithmic axis. A
missing bar means that the scheme has no
published parameter set at that level.

Communication Across the Levels, and the Size Trade-off

o

@ C-Apirom et al.
¥ 10?2 4
o
N
@
o o Chen
£ TalonG
2 Thimza o Ringtail
S 10 [ ] o o Hermine o
3 10 T TRaccoon

EKT

Damgérd et al

© del Pino, Niot

T T T
10! 102 10°
communication per signer (KiB)
Signature size against communication per
signer at t = 1024, both on logarithmic axes,
so that the lower left dominates. Values are

those of the landscape table.
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Signing Time

signing time per signer (ms)

103

102

10t

—&— Thimza

—0- TRaccoon

—& - TalonG X
=<+ Hermine
—¥ EKT o
<% Ringtail -

2 8 32 128 1024
threshold t

time relative to Thimza

40

30

20

10

F—-v——;.._‘

()__._o._._o,_._.o__._.o_.-.o

-0~ TRaccoon
—& - TalonG
-<$-- Hermine
—¥ EKT

-+ Ringtail

V- Ny ———¥

2 8 32
threshold t

128
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Advantages, and Limitations

Advantages

1. Smallest communication: 16 736 bytes/signer at level | (independent of t), up to 37.6X lower than
alternatives [dPKM 24, GTJ*26, BCd"26, EKT24, BKL*25].

Fastest signing across all measured threshold values.

Interchangeable: Verify is identical to standard Raccoon [dPKPR24] verifier.

. Strongest network model at weak-model parameter cost.

Minimal state: O(1) size and empty between sessions.

. Standard assumptions: no extra algebraic variants.

Noo s wN

Provably minimal: two transcript components minimal.

Limitations

Message-dependent rounds: All 3 rounds depend on msg (higher latency at t < 64, but scales better at t = 1024).
Larger verification key: 3872 B vs. 1312 B [GTJ*26] and 2848 B [BCd"26].

Larger signature: vs. [EKT24, BCd"26] under uniform serializer.

Feature gaps: No identifiable abort or proactive refresh [BCd"26, dPE"25].

. Trusted dealer: Assumed (common across landscape).

ORI

*Note: Size savings in other schemes require a 15t round of 11-53 KiB (vs. 32 B in Thimza)

Open Question

Can we construct secret sharing over R g with both short reconstruction coefficients and compact shares? (Open even in classical setting).
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