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S p e c i f i c a t io n

Complaint based DKG [1]

Round 1:
• Generate 𝑓𝑖 = 𝑎𝑖0 + 𝑎𝑖1𝑍 +⋯+ 𝑎𝑖𝑡𝑍

𝑡

• Broadcast 𝐶𝑖𝑘 = 𝑔𝑎𝑖𝑘

• Send 𝑠𝑖𝑗 = 𝑓𝑖 𝑗 to 𝑃𝑗

TORTL DKG

𝑃1 𝑃2
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S p e c i f i c a t io n

Complaint based DKG [1]

Round 2:

• Verify for each j that 𝑔𝑠j𝑖 == ς𝐶j𝑘
i𝑘

• Broadcast a complaint against 𝑃𝑗 if it fails

TORTL DKG

𝑃1 𝑃2
𝑃3 𝑃4

𝑠𝑖1 𝑠𝑖2 𝑠𝑖3 𝑠𝑖4

Broadcast

𝐶𝑖𝑘
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S p e c i f i c a t io n

Complaint based DKG [1]

Round 3:
• If 𝑃𝑖 receives a complaint from 𝑃𝑗, it broadcasts 𝑠𝑖𝑗

TORTL DKG
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S p e c i f i c a t io n

Complaint based DKG [1]

Final computations:

• Verify for each complaint that 𝑔𝑠ji′ == ς𝐶j𝑘
i′𝑘

• 𝑥𝑖 = σ𝑠𝑗𝑖
(for each 𝑗 that succeeded either of the previous verifications)

TORTL DKG

𝑃1 𝑃2
𝑃3 𝑃4

Broadcast

𝐶𝑖𝑘 , 𝑠𝑖3
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S p e c i f i c a t io n

TORTL DKG

Round 1:
• Generate secret shares 𝑝𝑠𝑘𝑖−>𝑗
• Distribute partial secrets 𝑝𝑠𝑘𝑖−>𝑗 to 𝑃𝑗

Round 2:
• Combine partial secrets 𝑠𝑘𝑖 = σ𝑝𝑠𝑘𝑗−>𝑖
• Commit to secret share 𝑐𝑜𝑚𝑖 = 𝑐𝑜𝑚𝑚𝑖𝑡 𝑠𝑘𝑖
• Compute PRF with secret share 𝑒𝑣𝑎𝑙𝑖 = 𝑒𝑣𝑎𝑙𝑢𝑎𝑡𝑒 𝑠𝑘𝑖 , 𝑏
• Prove relation between 𝑐𝑜𝑚𝑖 and 𝑒𝑣𝑎𝑙𝑖 𝜋𝑖 = 𝑝𝑟𝑜𝑣𝑒 𝑒𝑣𝑎𝑙𝑖 , 𝑐𝑜𝑚𝑖 , 𝑠𝑘𝑖
• Broadcast (𝑐𝑜𝑚𝑖 , 𝑒𝑣𝑎𝑙𝑖 , 𝜋𝑖)

Final computations:
• Verify each 𝜋𝑗
• Compare threshold, threshold minus one, and all 𝑒𝑣𝑎𝑙𝑖 reconstructions

TORTL DKG
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S p e c i f i c a t io n

Two members: TORTL-EC-P256 and TORTL-ML DKG

Round 1:
• Generate 𝑓𝑖 = 𝑎𝑖0 + 𝑎𝑖1𝑍 +⋯+ 𝑎𝑖𝑡𝑍

𝑡

• Send 𝑝𝑠𝑘𝑖−>𝑗 = 𝑓𝑖 𝑗 to 𝑃𝑗

Round 2:
• 𝑠𝑘𝑖 = σ𝑝𝑠𝑘𝑗−>𝑖
• 𝑐𝑜𝑚𝑖 = 𝑠𝑘𝑖 ⋅ 𝑔1 + 𝑟𝑖 ⋅ 𝑔2
• 𝑒𝑣𝑎𝑙𝑖 = 𝑠𝑘𝑖 ⋅ 𝑏
• 𝑦1, 𝑦2 ← ℤ𝑞
• 𝑡1𝑖 = 𝑦1 ⋅ ℎ′; 𝑡2𝑖 = 𝑦1 ⋅ 𝑔1 + 𝑦2 ⋅ 𝑔2
• 𝑐ℎ𝑎𝑙𝑖 = ℎ 𝑏, 𝑒𝑣𝑎𝑙𝑖 , 𝑐𝑜𝑚𝑖 , 𝑔1, 𝑔2, 𝑡1𝑖 , 𝑡2𝑖
• 𝑧1𝑖 = 𝑦1 − 𝑐ℎ𝑎𝑙𝑖 ⋅ 𝑠𝑘𝑖; 𝑧2𝑖 = 𝑦2 − 𝑐ℎ𝑎𝑙𝑖 ⋅ 𝑟𝑖
• Broadcast 𝑐𝑜𝑚𝑖 , 𝑒𝑣𝑎𝑙𝑖 , 𝑧1𝑖 , 𝑧2𝑖 , 𝑐ℎ𝑎𝑙𝑖

Final computations:
• For all 𝑗

• 𝑡1𝑗′ = 𝑧1𝑗 ⋅ 𝑏 + 𝑐ℎ𝑎𝑙𝑗 ⋅ 𝑒𝑣𝑎𝑙𝑗
• 𝑡2𝑗′ = 𝑧1𝑗 ⋅ 𝑔1 + 𝑧2𝑗 ⋅ 𝑔2 + 𝑐ℎ𝑎𝑙𝑗 ⋅ 𝑐𝑜𝑚𝑗

• Verify 𝑐ℎ𝑎𝑙𝑗 == ℎ 𝑏, 𝑒𝑣𝑎𝑙𝑗, 𝑐𝑜𝑚𝑗, 𝑔1, 𝑔2, 𝑡1𝑗′, 𝑡2𝑗′

• Verify 𝐿𝑎𝑔𝑟𝑎𝑛𝑔𝑒 𝑡 == 𝐿𝑎𝑔𝑟𝑎𝑛𝑔𝑒 𝑛
• Verify 𝐿𝑎𝑔𝑟𝑎𝑛𝑔𝑒 𝑡 ≠ 𝐿𝑎𝑔𝑟𝑎𝑛𝑔𝑒 𝑡 − 1

Round 1:
• Generate 𝑎𝐼 𝐼 =𝑛−𝑡+1

• Send 𝑝𝑠𝑘𝑖−>𝐼 = 𝑎𝐼 to 𝑃𝑗 for 𝑗 in 𝐼

Round 2:

• Verify 𝑝𝑠𝑘𝑗−>𝐼 ∞
≤ 1

• 𝑠𝑘𝐼 = σ𝑝𝑠𝑘𝑗−>I
• 𝑐𝑜𝑚𝑖𝐼 = 𝐴 ⋅ 𝑠𝑘𝐼 + 𝐵 ⋅ 𝑟𝑖𝐼
• 𝑒𝑣𝑎𝑙𝑖𝐼 =< 𝑏, 𝑠𝑘𝐼 >
• 𝑦1𝐼 , 𝑦2𝐼 ← −𝛽, 𝛽 𝑘

• 𝑡1𝐼𝑖 =< 𝑏, 𝑦1𝐼 >; 𝑡2𝐼𝑖 = 𝐴 ⋅ 𝑦1𝐼 + 𝐵 ⋅ 𝑦2𝐼
• 𝑐ℎ𝑎𝑙𝑖𝐼 = ℎ 𝑏, 𝑒𝑣𝑎𝑙𝑖𝐼 , 𝑐𝑜𝑚𝑖𝐼 , 𝐴, 𝐵, 𝑡1𝐼𝑖 , 𝑡2𝐼𝑖
• 𝑧1𝐼𝑖 = 𝑦1𝐼 − 𝑐ℎ𝑎𝑙𝑖𝐼 ⋅ 𝑠𝑘𝑖𝐼; 𝑧2𝐼𝑖 = 𝑦2𝐼 − 𝑐ℎ𝑎𝑙𝑖𝐼 ⋅ 𝑟𝑖𝐼
• Rejection sample until 𝑧1𝐼𝑖 ∞ and 𝑧2𝐼𝑖 ≤ 𝛽 − 𝜅 ⋅ 𝑛
• Broadcast 𝑐𝑜𝑚𝑖𝐼 , 𝑒𝑣𝑎𝑙𝑖𝐼 , 𝑧1𝐼𝑖 , 𝑧2𝐼𝑖 , 𝑐ℎ𝑎𝑙𝑖𝐼

Final computations:
• For all 𝑗, 𝐼

• 𝑡1𝐼𝑗′ =< 𝑏, 𝑧1𝐼𝑗 > +𝑐ℎ𝑎𝑙𝑗𝐼 ⋅ 𝑒𝑣𝑎𝑙𝑗𝐼
• 𝑡2𝐼𝑗′ = 𝐴 ⋅ 𝑧1𝐼𝑗 + 𝐵 ⋅ 𝑧2𝐼𝑗 + 𝑐ℎ𝑎𝑙𝑗 ⋅ 𝑐𝑜𝑚𝑗

• Verify 𝑐ℎ𝑎𝑙𝑗𝐼 == ℎ 𝑏, 𝑒𝑣𝑎𝑙𝑗𝐼 , 𝑐𝑜𝑚𝑗𝐼 , 𝐴, 𝐵, 𝑡1𝐼𝑖′, 𝑡2𝐼𝑖′

• For all 𝐼
• Verify 𝑒𝑣𝑎𝑙𝑗𝐼 == 𝑒𝑣𝑎𝑙𝑗′𝐼

TORTL DKG

TORTL-EC-P256  ·  Elliptic Curve based TORTL-ML  ·  Module Lattice based
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S p e c i f i c a t io n

Two members: TORTL-EC-P256 and TORTL-ML DKG

• Shamir’s secret sharing

• Pedersen commitments

• Dlog-based PRF

• Schnorr-based ZKP

• Replicated secret sharing

• Module lattice commitments

• Module lattice PRF

• Lyubashevsky-based ZKP

TORTL DKG

TORTL-EC-P256  ·  Elliptic Curve based TORTL-ML  ·  Module Lattice based
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Secure e2e channels,

Broadcast channels

Round 1 requires end-to-end channels that 

are encrypted and authenticated. Round 2 

requires broadcast channels to ensure each 

honest party validates the same proofs as 

others.

Static corruption

We have yet to study the effect of dynamic 

corruption on TORTL.

12

S e c u r i t y

Security of TORTL DKG

TORTL DKG

Possible hybrid security

It is possible to combine TORTL-ML with 

TORTL-EC to obtain hybrid security.



Secrecy relies on DDH,

Correctness relies on DLog

Evaluations are pseudo random assuming 

DDH. Breaking correctness requires breaking 

ECDSA soundness or Pedersen commitment’s 

binding.

ROM assumption

Fiat-Shamir transform used to make ZKP non-

interactive.

13

S e c u r i t y

Security of TORTL-EC-P256 DKG

TORTL DKG

Rushing adversaries

No arbitrary shared public key. No possible 

brute force to enforce rare predicate, unless 

𝑡 = 𝑛. 



Secrecy relies on MLWE,

Correctness relies on MSIS

Evaluations are pseudo random assuming 

MLWE. Breaking correctness requires breaking 

MLDSA soundness or BDLOP commitment’s 

binding.

ROM assumption

Fiat-Shamir transform used to make ZKP non-

interactive. We have yet to study whether the 

hash function can be modeled as a QROM.

14

S e c u r i t y

Security of TORTL-ML DKG

TORTL DKG

Rushing adversaries

No arbitrary shared public key. No possible 

brute force to enforce rare predicate, unless 

𝑡 ≥ 𝑛/2 + 1. 
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P e r f o r m a n c e e va l u a t i o n

Setup timing metrics

t n Runtime (ms) t n Runtime (ms)

2 3 21 4 64 332

3 4 31 8 64 343

4 4 35 16 64 387

4 8 52 32 64 438

8 8 61 64 64 560

4 16 91 4 128 678

8 16 99 8 128 679

16 16 121 16 128 742

4 32 174 32 128 838

8 32 180 64 128 950

16 32 202 128 128 1203

32 32 249

TORTL-EC-P256 DKG

TORTL DKG
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P e r f o r m a n c e e va l u a t i o n

Payload size

TORTL-ML DKG

Artifact Proportional 
to

Size (4 of 5 
example)

𝑝𝑠𝑘 𝑑, 𝑘 305 B

𝑐𝑜𝑚 𝑙𝑜𝑔 𝑞 , 𝑑,𝑚 6.42 kB

𝑧 𝑙𝑜𝑔 2𝛽 , 𝑑, 𝑘 3.78 kB

𝑐ℎ𝑎𝑙 - 32 B

𝑒𝑣𝑎𝑙 𝑙𝑜𝑔 𝑝 , 𝑑/𝑠 195 B

Total - 14.5 kB

Total 
(redundancy 
accounted)

𝑛 − 1

𝑡 − 1

59 kB

TORTL-EC-P256 DKG

Artifact Proportional 
to

Size

𝑝𝑠𝑘 𝑙𝑜𝑔 𝑞 32 B

𝑐𝑜𝑚 𝑙𝑜𝑔 𝑝 33 B

𝑧 𝑙𝑜𝑔 𝑞 32 B

𝑐ℎ𝑎𝑙 𝑙𝑜𝑔 𝑞 32 B

𝑒𝑣𝑎𝑙 𝑙𝑜𝑔 𝑝 33 B

Total - 194 B

Pedersen DKG t 32 + 33t B

TORTL DKG
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C o m p a t i b i l it y

TORTL-EC DKG compatibility

TORTL DKG

Trout ++ [2] is designed to work with Shamir 

secret sharing [3], allowing flexibility regarding key 

distribution. This is exactly the result of TORTL-

EC’s DKG, which is also flexible when it comes to 

curve choices.

KU’s [6] key generation is modeled as an ideal 

functionality distributing the key through Shamir 

secret sharing, which is supported by TORTL-EC.

Twig [4] and requires a Shamir secret sharing of 

the signing key on secp256k1, although they plan 

support for NIST standard curves. TORTL-EC DKG, 

while submitted on P256, also supports 

secp256k1, which it was initially designed on [5]. 

TORTL-EC outputs Shamir secret shares of an 

elliptic curve coefficient, Pedersen commitments 

[7] to said shares, compatible with Chaum-

Pedersen style ZKP [8], and the reconstructed 

DVRF evaluation [9] serves as a public key.

Trout++  ·  threshold ECDSA

Twig  ·  threshold ECDSA

KU  ·  threshold ECDSA

Other SSS based schemes

Other EC choices
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C o m p a t i b i l it y

TORTL-ML DKG compatibility

TORTL DKG

Mithril [10] relies on replicated secret sharing of a 

small norm secret key over module lattices. This is 

exactly the use case TORTL-ML was designed to 

support.

TORTL-ML outputs replicated secret shares of a 

small polynomial vector, BDLOP commitments 

[11] to said shares, compatible with Chaum-

Pedersen style ZKP, and the reconstructed 

DVRF evaluation [12] serves as a public key.

Mithril  ·  threshold MLDSA

Other RSS based schemes

Other parameter choices
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C o m p a t i b i l it y

Other TORTL DKG compatibility

TORTL DKG

DiSE [9] designs a generic blueprint for threshold authenticated 

encryption. We have successfully integrated TORTL with DiSE in previous 

work [5].

DiSE  ·  Distributed Symmetric-key Encryption
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