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Teddy at a Glance

t-out-of-n 2 rounds deterministic
any t of n parties sign point-to-point channels nonces fixed by
up to t — 1 corrupted no broadcast signer set + message
Ed25519 unforgeable nonce proofs
verification strong notion, static Poseidon - SHA512 - SHA3
unmodified corruptions, DL + ROM AES: under investigation

NIST Threshold Call - Category N1 - EdJDSA Sign - Rust reference implementation
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Why Threshold Deterministic
EdDSA Is Hard
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EdDSA: The Nonce Is Derived, Not Sampled

prefix v, message m

l

H(v|m)—r — R=g" — Hig(R|| X||m)— e —>s=r+ex — o=(R,s)

T

SHA-512 lar x
seed —— (x, v) scala

FROST (RFC 9591)

random nonce - stored between rounds derived nonce - no state

deterministic + stateless + t-out-of-n + dishonest majority + 2 rounds
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Two Routes to Distributed Determinism

Route 1: joint nonce (MPC) Route 2: local nonce + proof

Ri =gk, m
MPC \
evaluates ——/r Ry, = gF'kz(m), Ty ——> R = H,- R

r = H(v, m) /

2 rounds, but

honest majority, or
only n-out-of-n

3 rounds with all n

Route 1: [BST21, KOR23] Route 2: [NRSW20, GKMN21, FYZ+25, BHLS25]
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Message-Only Nonces Break in t-out-of-n

each party: r; = Fg,(m), s;=ri+ e\ sx; [BHLS25] with Shamir shares

s\ @@ @) s

P1, P» corrupted, t =3
honest P3 in both sets
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Message-Only Nonces Break in t-out-of-n

each party: r; = Fg,(m), s;=ri+ e\ sx; [BHLS25] with Shamir shares

s —> s3=rn+esA35x3

s s [(men

R/ — €51 ——> Sé =r+ esl)\3’5/X3

P1, P» corrupted, t =3
honest P3 in both sets
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Message-Only Nonces Break in t-out-of-n

each party: r; = Fg,(m), s;=ri+ e\ sx; [BHLS25] with Shamir shares

s —> s3=rn+esA35x3

2 equations

S s/ same r3 2 unknowns

= X3 = X

/ €gr ! — 7 / /
Py, P, corrupted, t = 3 Rs —> &' [—> 53 =13+ es1A3,5:x3

honest P3 in both sets
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Message-Only Nonces Break in t-out-of-n

each party: r; = Fg,(m), s;=ri+ e\ sx; [BHLS25] with Shamir shares

E—»[sa, =rn+eA3sx3

........ oo 2 equations

. . . . s/ same r3 2 unknowns

-------- Sooo = X3 = X

l g b= ’ ’
Py, P, corrupted, t = 3 :_R_Si ,[53 =13+ esA35x3

honest P3 in both sets

No deviation needed

Every nonce is honestly computed, so proofs of correct derivation do not help.
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The Obvious Repairs Fail

ri = Fg,(m,R) fresh randomness separate nonce key
circular: no longer the attack
R needs all ry deterministic never uses sk;

|

the challenge depends on the signer set S, the nonce does not

fix: bind r; to S (known before Round 1)
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The Obvious Repairs Fail

ri = Fg,(m,R) fresh randomness separate nonce key
circular: no longer the attack
R needs all ry deterministic never uses sk;

|

the challenge depends on the signer set S, the nonce does not

fix: bind r; to S (known before Round 1)

Ed25519-verifiable
but not the FIPS 186-5/RFC 8032 output: different signer sets give different signatures.

6/19



The Teddy Scheme
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Key Idea: Bind the Nonce to the Signer Set

Hop(pPP)

ep | (S)

Hnon

h € {0,1}2%¢

local nonce

b Fsk-

key sk;

ri = redq(Fsk;(h))l R,‘ = gri

i

e.g. n—= 5, 5 = {Pl, P27 P4}

)= [ o 3 o |

set-and-message deterministic

(S1,m) ———/

(S2,m) ———> 02

one signature per (S, m),
each a standard Ed25519 signature

Idea sketched in [BHLS25, §4.4]; also used in [GLRS26].
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Setup and Communication Model

each P; holds: Shamir share x;, nonce key sk;

public: X, X; = g%, pk; = g 4+ PoK

@ once per epoch: agree on pp
every party signs Hpp(pp)

authenticated point-to-point the signer set S and the message m
no broadcast channel

@ before each session: agree on
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Signing in Two Rounds

P; P,jeS
h= Huon(...(S)...m), ri =redq(Fs,(h))
R; = g"i, proof m;
Round 1: (R,‘,’/T,')

recompute r; (no state), verify every 7;
R= HJ- Ri, e=Hsg(R|| X ||m), si=ri+eXisx

Round 2: s;

combine: check each s;, o= (R,}_;s;) — standard Ed25519
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Why Two Rounds Suffice, Without Broadcast

each nonce share is pinned by (S, m)

ij
T m v

h(57 m) the only share
with a valid proof

corrupted Pj - ---- > R # Rj(h) X

rejected

honest or corrupted, no party has a nonce to

choose

no nonce-commitment round
= no rough-key attack

equivocation in Round 1 = abort

disagreement on S = abort

liveness issue, not a forgery

retry with a new S = fresh nonces
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Security, Informally

DL in the random oracle model

strongly unforgeable

PRF security given gsi static corruption of

up to t — 1 parties

ZK + simulation-sound nonce proof
o slinleomsauiel 1076 pieoss a fresh (m, R, s) is a forgery,

. fi igned
extractable proofs of possession Senens senee

proof idea
@ extract @ predict ® simulate @ forgery
corrupted nonce —>  every aggregate —>  honest signers —> = discrete
keys (PoKs) nonce without x logarithm
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Security, Informally

DL in the random oracle model

strongly unforgeable

PRF security given gsi static corruption of

up to t — 1 parties

ZK + simulation-sound nonce proofs -
* P a fresh (m, R,s) is a forgery,

extractable proofs of possession —] SN e I

proof idea
@ extract @ predict ® simulate @ forgery
corrupted nonce —>  every aggregate —>  honest signers —> = discrete
keys (PoKs) nonce without x logarithm
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Proving Correct Nonce Derivation
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Mixed Statements: Keep Group Operations Outside

pk=g* N R=g" r = redg(Fek(h)) one circuit for both
group operations (edwards25519) PRF circuit = foreign arithmetic

native inputs — Bulletproofs
Poseidon; arithmetic baseline

> -protocol . .
commitment link argument — Boolean proof

to k SHA-512; AES (under investigation)

outside the circuit —
g? = K pk°R<
hash commitment in the circuit

baseline: mod-g arithmetic over bits

commit-and-prove, following [KMN23, OKMZ25]
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One X-Protocol for Both Exponents

Prover Verifier
K =gk, C = Com(k;p) outside: group check
” g? =K -pk- R
challenge ¢
inside 7.,..: C opens to k, dsk < g
z=k+csk+c?r, Teire z:k+csk+c2redq(Fsk(h))
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One X-Protocol for Both Exponents

Prover
K = gk, C = Com(k;p)

Verifier

outside: group check

challenge ¢

e gZZK.ka.Rcz

z=k+csk+c?r, T

inside 7.,..: C opens to k, dsk < g
z = k + csk + c?redg(Fsk(h))

e Teddy[Poseidon]: Com and/or Fg are Poseidon
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One X-Protocol for Both Exponents

Prover Verifier
K =gk, C = Com(k;p) outside: group check
” gZ? =K pk® RS
challenge ¢
inside 7.,..: C opens to k, dsk < g
z=k+csk+c?r, Teire z:k+csk+c2redq(Fsk(h))

Teddy[Poseidon]: Com and/or Fg are Poseidon
Teddy[SHA512]: Com and/or Fg are SHA512

Teddy[SHA3]: Com and/or Fg are SHAKE256
... Teddy[AES]: Com and/or Fg are AES
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Teddy[Poseidon]: Native Commit-and-Prove

Bulletproofs (arithmetic circuit)

Poseidon permutation

C = kga e —— _ 5 R — =
group check k=88 —— S-box x®, width 5, RF = 8, Rp = 60

> -protocol

inputs

z=k+ csk + c?r (linear)

300 1120 B DL

multiplication gates nonce proof in the ROM [DG23]

estimates; PRF security models keyed Poseidon as a random oracle (heuristic)
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Teddy[SHA3]: SHAKE256 and the Link Argument

¥ -protocol link: Schnorr proof limb Boolean proof
> c CZ = > . <>
Ck, Gk GCiC =g commitments SHAKE256, sk < g

backend open
candidate: VOLE-in-the-head

arithmetic baseline link argument
all of SHAKE256 in Bulletproofs SHAKE256 stays Boolean
< 154,112 gates - 1696 B 38,400 AND + backend proof

ZK and simulation extractability reduce to those of the Boolean backend
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AES: Under Investigation

standardized (FIPS 197) and Boolean-friendly: it would reuse the link argument

' AES-based PRF
1
\ backend: VOLE-in-the-head? '

UNDER INVESTIGATION

‘:Z—protocol }<—>[ link }<—>[ limb commitments }<— ->
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Cost Overview (Estimates)

Poseidon 1,120
SHAKE256 1,696 instance circuit size
Poseidon, BP 300 mult.
MuSig-DN* 1,100 SHAKE256, BP < 154,112 mult.
‘ ‘ SHAKEZ256, link 38,400 AND + backend
0 1,000 2,000 . . q q
AES, link under investigation

nonce proof (bytes)
BP: Bulletproofs
Bulletproofs instances; *reported ~1.1 KB

[NRSW20]
per session: 1 proof and t — 1 verifications per signer

timings: benchmarks in the package
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Cost Overview (Estimates)

Poseidon | 1,120

SHAKE256 1,696 instance circuit size
Poseidon, BP 300 mult.
MuSig-DN* | 1,100 SHAKE256, BP < 154,112 mult.
‘ ‘ SHAKE256, link 38,400 AND + backend
0 1,000 2,000 . q 0 0
AES, link under investigation

nonce proof (bytes) A— ;
. Bulletproorts

Bulletproofs instances; *reported ~1.1 KB
[NRSW20]

per session: 1 proof and t — 1 verifications per signer
timings: benchmarks in the package

e Under investigation: SHA-512, Groth16 (setup, but 32ms+2ms and 512B proof size)

e Under investigation: Poseidon, Groth16 (setup, but 6ms+1ms and 256B proof size)
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Takeaways

problem

message-only nonces
leak the key in
t-out-of-n, even
without deviation

Contact:

bind the nonce to
the signer set:
2 rounds, stateless,
Ed25519/Ed448
verification

ePrint available soon...

fix

proofs

link argument
Poseidon: 1120B
SHA-512:
SHAKE256
AES:
under investigation

octopus_mptcagooglegroups.com

l

I
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Thank you!

Questions?
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Preliminary results

Table 4: Costs of nonce proofs in deterministic multi-party Schnorr signing,
measured on our machine.

Scheme Nonce derivation Prove Proof Verify
MuSig-DN [54] Purify, Bulletproofs 562ms 1124 B 24.7ms
GLRS26 [39], d =16  equivocable polynomial 1.5ms 640B 0.56 ms
GLRS26 [39], d = 16384 equivocable polynomial 813ms 1280B 169 ms
GKMNZ21 |38| ZK from garbled circuits 1.4ms 980 KB 1.3ms
Teddy (ours) SHA-512, Groth16 with Locq 32ms 512B 1.85ms
Teddy (ours) Poseidon, Groth16 5.5ms 256B 0.83ms
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