
Semiconductor Traceability and Provenance Workshop -- Panel Discussion

# Questions

1
Briefly share your organization’s perspective about the need for traceability and the state of traceability standards 

for semiconductor devices. Perceived benefits versus potential problems?

2 What are the pain points/roadblocks in supporting traceability and traceability standards ?

3
How will industry and government benefit by close collaboration across the microelectronics industry 

(semiconductor companies, hyperscalers, auto, manufacturing houses, government agencies, etc.)?

4
Chipmakers: describe at a high level the nature of the data you typically provision and collect for each 

microelectronic component you currently produce. If possible, please estimate how much data per chip is typical.

5
Chipmakers: what is the most notable technical/logistical hurdles in providing your customers with a selective, non-

proprietary subset of the manufacturing data you currently provision/collect? 

6

Assuming access controls and confidentiality concerns could be addressed, would you see value in using a 3rd 

party intermediary service for the storage, querying, and analytics of chip-specific provenance data between 

chipmakers and their customers, or would you prefer a direct delivery for this data with no 3rd party involvement?

7

Adding the ability to correlate every microelectronic component with its associated chip-specific provenance data 

inevitably adds cost to the system, who pays for this, how much is too much, and how does the additional value 

generated offset this cost?

8

Apart from a clear definition of some "must-have" and "nice-to-have" schema for an industry-standard provenance 

dataset, what do you see as the major outstanding technical issues to the exchange of traceability, provenance, and 

regulatory-compliance data?
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▪ Alex Tzonkov - Alex Tzonkov is a seasoned engineer with a 25-year career that encompasses extensive
expertise in hardware and system security architecture. Currently serving as a Security Architect in
AMD's Product Security Office, Alex specializes in designing and implementing secure hardware
systems and integrating root of trust technologies into diverse products and platforms.

▪ Shawn Fetterolf - Shawn Fetterolf is the deputy-director of Advanced and Applied R&D within Intel’s
Government Technology division. In this role he is responsible for managing an international team
focused upon developing and executing near-term, mid-term, and long-term technology strategies
relevant to Governments and Intel and the adoption of the results of that work. He joined Intel
roughly 4 years ago, after 3 years at Synopsys, and 19 years at IBM Research and is a named inventor
on multiple patents in security and supply chain relevant topic.

▪ Tamara Schmitz - Tamara Schmitz is the Director of Product Security at Micron Technology. She has
been there for 10 years. Prior to Micron, Tamara worked at Xilinx, Intersil, San Jose State University
and Stanford University. As a professor, she taught analog, mixed-signal and RF electronics in the
electrical engineering department. Her PhD from Stanford is in Radio Frequency circuit design.
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▪ Daniel O’Laughlin - Over the last thirteen years, Dan has provided System on Chip (SoC) Hardware
(HW) and Intellectual Property (IP) security leadership across Mobile, Compute, Auto and IoT
Business Units at Qualcomm Technologies Inc.. Today, Dan's HW Security leadership role spans
global SoC Security R+D teams across Engineering, Architecture and Evaluation development
domains at Qualcomm.

▪ Reed Hinkel - Reed is a 25 year, plus veteran of the semiconductor industry focused on technology
strategy and product management holding senior roles at Sigmatel, Cirrus Logic, Luminary Micro,
Texas Instruments and Arm. He is currently Director of Strategic Programs for Security IP at
Synopsys. His focus is working to close critical gaps an solve customer and industry problems that
that block delivery of trusted devices and systems.

▪ Lee Harrison - Lee Harrison is Director, Product Marketing, with Siemens Tessent Division. He has
over 25 years of industry experience working with Siemens Tessent DFT products, with a focus on
safety and security. Lee Received his BEng in MicroElectronic Engineering from Brunel University
London in 1996. Lee presents regularly at industry conferences such as DAC, ITC, VTS, ETS, DATE etc.
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