


















(RC-15) Association with Foreign Intelligence Service or Foreign Military Entity
(RC-26) Pattern of Criminal Behavior
(RC-682) Pattern of Questionable Behavior

(RC-13) Supplier Financial Stability Risks
(RC-257) Short-term Financial Health Risks
(RC-256) Financial Stewardship Risks
(RC-260) Adverse Market Factors
(RC-258) Long-term Financial Health Risks
(RC-262) Foreign Financial Obligations
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(RC-2) Supply Risks

(RC-3) Service Risks

Trust Aspects

Risk Categories
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15      15 top-level risk categories 
  243    261 detailed risk categories
  701    733 specific measurable risks factors
1363  2224 risk measures



System of Trust™ Community





"Limited supply chain visibility remains a challenge, meaning that 
companies still lack sufficient insight into the materials, components, goods 
and processes across their networks. Many have been investing in 
technologies to enhance real-time tracking, but more work is needed." 

Page 27, para 1, 2021–2024 Quadrennial Supply Chain Review, 
National Economic Council & National Security Council, December 2024.



















Software, MicroElectronics & Drone Supply Chains

MicroElectronics
Supply Chain

cs

Linux Foundation

OWASP
CycloneDX





















$ export SRCARCH=x86
$ python3 sbom/sbom.py \
- src-tree path/to/Linux \
-obj-tree path/to/kernel_build \
roots arch/x86/boot/bzImage \
generate-spdx

$ make sbom
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A widely deployed, industrial-grade,
real-time operating system













sbom-cve-check
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Verifiable AI Provenance (VAP) Framework and Legal AI Profile (LAP)
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