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Homomorphic Encryption (HE) Tum

- Computations on encrypted data
my +my = Dec(Enc(m1) + Enc(my))

Additions, multiplications, etc. = in theory any calculation can be done

Based on lattices (LWE, RLWE) = post-quantum secure

Drawback: large ciphertexts, slow computation

This work: How practical is HE for real-world applications?
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[HDCGZ23] Henzinger et al. "Private web search with Tiptoe." Proceedings of the 29th symposium on operating systems
principles. 2023
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Mimir (this work):
Private Search with 3 improvements for smaller communication cost.
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1. Remove redundant Os
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3. LWE ciphertexts for scalar encryption

i=1 RIWE
e \I

Noise-friendly homomorphic multiplication via R/L\/VVE ciphertexts

—> RLWE ciphertexts reduce the download cost by a factor of n

[DKMS23] De Micheli et al. “Faster Amortized FHEW Bootstrapping using Ring Automorphisms.” JACR Cryptology ePrint
Archive, 2028/112. 2023

10



Improvement 3: LWE to RLWE switches for Upload TUm

Demb

11



Improvement 3: LWE to RLWE switches for Upload TUm

Demb

Epspugn

....... BE s

; ----- \' ::Eﬂ: . . . .
oy 2 HHHH
WE LWE to RLWE ROWE EhENENE
switch e = = = =

. o EhENENE

@ggv ENENENE

NN

0O O O O

[CDKS20] Chen et al. “Efficient Homomorphic Conversion Between (Ring) LWE Ciphertexts.” TACR Cryptology ePrint
Archive, 2020/015. 2020

11



Improvement 3: LWE to RLWE switches for Upload Tum

Demb
ree==a, (H N Y — | EEEE
fffff <:!Z]E: u u > = g2oon '*‘@,‘
[EEED ; 7777 ) STTTRLWE U L RLWE RGSW\ .

LWE E T N — — H |\ o= NP N emeee—---- .
L\\ht(?RL\VE <Ezz}i ENEN RN >:; o000 :*;@]fzzi 0000)!
—c—5 switch v oooo| o RIWE RGSW / P RIWE

f—— I e e ettt NPT

<EE}. (o >:; 0000 :*;:

—0o' m el e . - - - TR RGSW

TTROWE (] O O O RLWE RGSW

—> LWE ciphertexts reduce the upload cost by a factor of n ‘

[CDKS20] Chen et al. “Efficient Homomorphic Conversion Between (Ring) LWE Ciphertexts.” TACR Cryptology ePrint
Archive, 2020/015. 2020

11



Recap: Trivial Solution

_______________

. i
"""""" IWE
_—>
Upload LAVEE

i)
JHE
HHHH

___________

Download

12



Mimir: Complete Protocol m

Demb

——c— switch —c

Download




Mimir: Complete Protocol m

Demb
4 HdHH
{esss) == 50 oo
U WE o RIWE e HHdHH
e switch e a = a =
il
0 0.0 0o

Upload

Summary

Small upload cost — LWE ciphertexts

13



Mimir: Complete Protocol m

Demb
ENENENE
-------- BB &
( ----- . :E: H B OO
. I, — 0 0O O
WE LWE to RLWE ~~ HIwE 0 M
e switch e a = a =
DOm: D@o: 00 AA
S Fhew sHeishs
0 00bo
Upload
Summary

Small upload cost — LWE ciphertexts
Noise-friendly multiplications — RGSW ciphertexts

13



Mimir: Complete Protocol m

Demb
ENENENE
-------- BB &
( ----- . :E: H B OO
. I, — 0 0O O
WE LWE to RLWE ~~ HIwE 0 M
e switch e a = a =
DOm: D@o: 00 AA
S Fhew sHeishs
0 00bo
Upload
Summary

Small upload cost — LWE ciphertexts
Noise-friendly multiplications — RGSW ciphertexts
Small download cost —» RLWE ciphertexts

13



Mimir: Complete Protocol m

Dernb
rEmmmmma 08384 oo NPT
| e— R ] ! !
ez==sa (= THHAH] = (IR
,!E: TTRWE o0 O O RIWE RG! .
‘ e el N N :
RLWE <:E, N EN e >:;DDDD:*I@]72:;DDDD:
— ENENENE A A
i ﬁ 0 RIOWE RGSW i=1 RLWE
[ | : e=—==s FHHHH T =
o RGSW <:EE:, HH H H > = . (cooao]:-@: Download
WE W HHHH e W
ROWE RLWE RGSW
Upload
Summary

Small upload cost — LWE ciphertexts
Noise-friendly multiplications — RGSW ciphertexts
Small download cost —» RLWE ciphertexts

—> Improved communication cost for complex server work
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Dataset: MS MARCO with ~ 3 million websites
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- Tiptoe [HDCGZ23]: optimized for low communication cost
- PACMANN [zsF25]: optimized for high accuracy

—> both are designed for the stateful setting
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Results - A Dynamic Database Setting

m

c Accuracy Communication Latency
% of non-private per query total

Tiptoe [HDCGZ23] 393 35% 20.26 MiB 3.65s

Mimir I — lowest comm. 393 35% =~ 0.24MiB | x&4 4.23s T x1.2
Mimir IT — Tiptoe’s comm. 4 63% 1T x1.8 20.34 MiB ~ 0.87s | x4.2
PACMANN [ZSF25] 1 76% 61.85 MiB 0.80s

Mimir III — highest accuracy 1 81% 1+ x1.1 4446 MiB | x1.4 1.66s T x2.1
Mimir IV — fastest 10 60% 1T x1.7 8.13MiB | x2.5 0.77s ] x4.7

= Mimir trades communication cost for computation cost

Thank you!

[: embedding length

c: # clusters
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Backup: Results in the Stateful Setting TUT

Online latency assumes a static database, that allows a client to do most computations offline in a preprocessing
step.

The total latency assumes the database changing frequently, forcing to do offline and online computations per
query.

c MRR@100 Communication Latency
per query offline online total

Plaintext 1 0.352 12.26 MiB - - -

Tiptoe [HDCGZ23| 393  0.125 20.26 MiB 3.57s  0.08s 3.65s

Mimir I — lowest comm. 393 0.125 =~ 0.24MiB | x84  — 4.23s 1 x53  4.23s T x1.2
Mimir IT — Tiptoe’s comm. 4 0.222 T x1.8 20.34MiB =~ - 0.87s 1t x11  0.87s | x4.2
PACMANN [ZSF25] 1 0.266 61.85 MiB 0.74s  0.06s 0.80s

Mimir III — highest accuracy 1 0.286 T x1.1 4446 MiB | x1.4 — 1.66s 1T x28 1.66s 1T x2.1
Mimir IV — fastest 10 0211 T x1.7 813MiB | x2.5 - 0.77s 1 x9.7  0.77s | x4.7

[: embedding length c: # clusters
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Backup: Parameters of Mimir I-IV

m

Parameter Mimir I Mimir IT  Mimir IIT Mimir IV
Security parameter, n = N 2048 2048 4096 2048
Standard deviation of the error, o 3.2 3.2 3.2 10.4
Ciphertext modulus ¢ 53 bits 53 bits 58 bits 55 bits
Security level, A 128.8 128.8 248.5 128.1
Embedding vector length, [ 192 192 192 192
Embedding precision p 5 bits 5 bits 5 bits 5 bits
Plaintext modulus, p 98305 98305 98305 98305
Number of CRT component rings, r 2 2 1 2
Component ring moduli, pr {314,315} {314,315} 98305 {314,315}
Number of clusters ¢ 393 4 1 10
Decomposition base B 3 3 5 5
LWEtoRLWE decomposition degree di 34 34 25 24
Decomposition base Ba 17 179 3 116
LWE’toRGSW decomposition degree ds 13 7 37 8
Decryption failure rate 9.1-10~%  34.107'% 91.1078 23.10713

All configurations: 3213835 documents (MS MARCO), A > 128, decryption failure rate < 2740,
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