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Overview

This Implementation Gdance document is ised and maintained by the U.S. Government's National Institute
of Standards and TechnologyIET) and theCanadian Centre for Cyber Secur@€CCS, which ®rve as the
validation authorities of the Cryptographic Module Validation Progra@MY{/P) for their respective
governments. The CMVRalidates the test results bMfational Voluntary Laboratory Accreditation Program
(NVLAP) accreditedCryptographicand Securityfesting CST) Laboratoriesvhichtest cryptographic modules
for conformance to Federal Informani Processing StandaRliblication (FIPS) 14@, Security Requirements
for Cryptographic ModulesThe Cryptographic Algorithm Validation Progra@AVP) addressethe testing of
Approved Security Functions Approved Random Nuvar Generatorsand Approved Key Establishment
Techniquesvhich are referenced in the annexes of FIPS240

This document is intended to provigegammatic guidancef the CMVP, and in particular, clarifications and
guidance pertaining to thBerived Test Requirements for FIPS PUB -PADTR), which is used by 6T
Laboratories to tedor a cryptographic module's conformance to FIPS-24Guidance presented in this
document is based on responses issued by NIST&@5to questions posed by the&STLabs, vendors, and
other interested partiesrformation in thisloaument is subject tohange by NIST andCCS

Each section of this document corresponds with a requirements section of FIPSni#t0an additional first

section containing generpfogrammatiguidance that is not applicable to any particular requéresrsection.

Within each section, the guidance is listed according to a subject phrase. For those subjects that may be
applicable to multiple requirements areas, they are listed in the area that seems most appropriate. Under each
subject there is a lisincluding the date oissue for that guidance, along relevant assertions, test requirements,
and vendor requirements from the DT{Rlote: For each subject, there may be additional test and vendor
requirements which applylext, there is section containiagjuestion or statenmé of a problem, along with a
resolution and any additional comments with related information. This is the implementation guidance for the
listed subject.

Cryptographic modules validan listingscan be found at

M Cryptographic Module Validation Lists

Cryptographic algorithm validation listings can be found at:

i Cryptographic Algathm Validation Lkts

CMVP 6 05/04/2021


http://www.nist.gov/
https://cyber.gc.ca/en/
http://www.nist.gov/cmvp
http://www.nist.gov/nvlap/
http://csrc.nist.gov/groups/STM/testing_labs/index.html
http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf
http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf
http://csrc.nist.gov/groups/STM/cavp/index.html
http://csrc.nist.gov/publications/fips/fips140-2/fips1402annexa.pdf
http://csrc.nist.gov/publications/fips/fips140-2/fips1402annexc.pdf
http://csrc.nist.gov/publications/fips/fips140-2/fips1402annexd.pdf
http://csrc.nist.gov/publications/fips/fips140-2/fips1402annexd.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/fips140-2/fips1402DTR.pdf
http://csrc.nist.gov/groups/STM/cmvp/validation.html
http://csrc.nist.gov/groups/STM/cavp/validation.html
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Gener ats | ssue

G.1 Request for Guidance from the CM¥fRd CAVP

Applicable Levels: All

Original Publishing Date: 02/25/1997
Effective Date: 02/25/1997
Last Modified Date: 08/07/2015
Relevant Assertions: General
Relevant Test Requirements:

Relevant Vendor Reguiments:

Background

The Cryptographic Module Validation Program (CMVP) and the Cryptographic Algorithm Validation
Program (CAVP) defines two types of questidPogrammatic Questiorend Testspecific QuestionsThe
CMVP and CAP define two types akquestsinformal Reques andOfficial Requests

Question/Problem

What is the difference betweémformal Requestgersefficial RequestdTo whom should these questions
be directed? If an official reply is requested for a quest®there a definefrmat for these types of
requests?

Resolution

Programmatic QuestionsThese are questions pertaining to the general operation of the Cryptographic
Module Validation Program or the Cryptographic Algorithm Validation Program. The CAWFCAVP

suggest reviwing theCMVP Management ManuaCMVP Frequently Asked QuestiofBAQ), theCAVP
Frequently Asked QuestioBAQ), CMVP AnnouncementandCMVP Noticesposted on th€MVP and

CAVP web sitesfirst as the answer may be readily available. The information found on the CMVP web site
provides the official psition of he CMVP and CAVP.

Testspecific QuestionsThese are questions concerning specific test issues of the Cryptographic Module
Validation Program or the Cryptographic Algorithm Validation Program. These issues may be tgchnolog
related or relatedbtareas othe standard that may appear to be open to interpretation.

General GuidanceProgrammatic questions regarding the CMVP or the CAVP can be directed to either NIST
or CCCSby contacting the appropriate points of contactdigtelow.The completdist of NIST andCCCS
points of contactshall be included on copy for all questions.

Vendors who are under contract with &ldaboratory for FIPS 14@ or algorithm testing of a particular
implementation(sinust contact the contraat CST laboratory forany questions concerning the test
requirements and how they affect the testing of the implementation(s).

CST Laboratories must submit adistspecific questions the RFG format described belohhese qud®ns
must be submitted tall points of contact

Federal agencies and departments, and vendors not under contract &itheb@atory who have specific
guestions about a FIPS t2Qest requirements or any aspect of the CMVP or CAVP should contact the
appropriate NIST an€CCSpoints of contact list below.

Questions can either be submitted byail, telephone, and facsimile or written (if electronic document,
Microsoft Word document format is preferred).
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Informal Request:Informal requests are consigtd asad hocquestions iened at clarifying isses about the
FIPS 1402 and other aspects of the CMVP and CARBplies to informal requests by the CMVP are-non
binding and subject to chandeis recommended that informal requests be submitted toialispaf contact.
Every atempt is made to reply informal request with accurate, consistent, clear replies on a very timely
basis.

Official Request:If an official response is requested, then an official request must be submitted to the CMVP
and/or CAVPwritten in the Request fabuidance (RFG) formatescribed belowAn official response

requires internal review by both NIST a@€CS as well as with others as necessary, and may require follow
up questions from the CMVP and/or CAVFherefore such requsts, while time sensitivenay not be

immediate.

Request for Guidance FormaQuestions submitted in this format will result in an official response from the
CMVP and CAVP that will state current policy or interpretatidriss format provides the CMVP a@AVP
a clear understandirof the questiorAn RFG shall have the following items:

1. Clear indication of whether the RFGRROPRIETARY or NON-PROPRIETARY ,
A descriptive title,

Applicable statement(s) from FIPS 120

Applicable assertion(s) from the FIPS 12DTR,

Applicable reuired test procedurg from the FIPS 14Q DTR,

Applicable statements from FIPS X20mplementation Guidance,

Applicable statements from algorithmic standards,

© N o gk~ w DN

Background information if applicable, including any previous CMVP or CAVP official rulings o
guidance,

9. A concisestatement of the problem,lfmwved by a clear and unambiguous question regarding the
problem, and

10. A suggested statement of the resolution that is being sought.

All questions should be presentediiriting. The providedinformation $iould include a briefion-proprietary
descriptionof the implementation and the FIPS 12@arget security level. All of this will enable a more

efficient and timely resolution of FIPS 14&0related questions by the CMVP and CAVP. The statement of
resoluton shall be stated im manner which the CMVP ai@AVP can either answer "YES" or "NO". The

CMVP may optionally provide rationale if the answer is not in line with the suggested statement of resolution.

When appropriate, the CMVP and CAVP will derive gahguidance from therpblem and response, and add
that guidance to this document. Note that general questions may still be submitted, but these questions should
be identified as not being associated with a particular validation effort.

Preferably, questits should be nepropiietary, as their responselilie distributed to ALL GT laboratories.
Distribution may be restricted on a cdsecase basis.

NIST and CCCSPoints of Contact:
1 National Institute of Standards and Technologyi CMVP

CMVP@nist.gov
1 National Institute of Standards and Technology{NIST) i CAVP

CAVPask@nist.gov

1 Canadian Centre for Cyber Security (CCCS) i CMVP
CMVP@cyber.gc.ca
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G.2 Completion o test report: Information that must be provided to NIST
andCCCS

Applicable Levels: All

Original Publishing Date: 02/25/1997
Effective Date: 02/25/1997
Last Modified Date: 11/30/2018
Relevant Assertions: General
Relevant TesRequirements:

Relevan Vendor Requirements:

Question/Problem

What information should be submitted to NIST &@CSupon completion of the CST laboratory
conformance testing in order for NIST aB@CSto perform a validation review? Are there any other
additional requiremen during report COORDINATION?

Resolution

The following test report informatioshall be provided tdoth NIST andCCCSby the CST dboratory upon
report submission. The ZIP file and files within the ZIP §ifell follow all progranmatic naming
conventims! andbe submitted to the CMVP using the specified encryption methods.

1. Non-proprietary Security Policy <pdf>

a. Referencd=IPS 140-2 Appendix CFIPS 1402 DTR Appendix @ndthe CMVP Implementation
Guidancefor requirements.

b. Thenonproprietary seciitty policy shall not be marked as proprietary or copyright without a
statement allowing copying or distribution.

2. CRYPTIK v9.0c (or higher) Reports

The validation report submissiahall be output from the NIST provided CRYPTIK tool.
a. Signature page<inset PDF of signed signature page

1. If any of the algorithm validation testing was performed prior to CAVS 17.5, the Algorithm
Testing Affirmation on thé&eport Cover Sheet in CRYPTI{&ka signature pagepall be
filled out for the algrithms tested with dier CAVS versionslf all algorithms were tested
on CAVS 17.5 or later, CST labs are not required to fill out and include the Algorithm
Testing Affirmation on thé&keport Cover Sheet in CRYPTIK

b. General Vendor/Module Information < PDF>
c. Full Report with A ssessments RDF>
1. TE.01.12.01shal state whichCAVS versionwasused to test the algorithm$the module.
If multiple versions were used, please indicate which version was used for each algorithm.

d. Certificate <DOC> or <DOCX> or <RTF>

1. DOCorDOCX file format is preferred blRTF is accepted.
2. Shallinclude PIV Card Application certificate number reference as applicable.

1 CMVP Convention for #nail Correspondence
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e. Vendor Text file <TXT>
Export the validation data and include theendor.txffile.

3. PhysicalSecurity Test Remrt <pdfi mandatoryat FIPS 1462 Section 4.5 Physical Security Levels
2,3 and 4>

The laboratory's physical testing report with photos, drawing, etc. as applicable.

The physical security test eviders®ll be traceable to the DTR by specifying therappiate TEfor
each ést described in the physical security test report.

4. Revalidation Change Summary<PDFT if applicable

ReferencdG G.8for requirements.
5. Entropy Report <PDF> as required
The entrgy reportshall follow the guidelines inG 7.15
Note: Separate billing information is no longer required as it is part of the CRYR/Elkdortxt output.
The PDF filesshall not be lockedAll PDF submissiao documentgexcept Seurity Policy)shall bemerged
into a single PDF document in the following ordéigned Sgnature PageGeneral Vendor / Module

Information; Executive Overview with Section Summarm@msRe-Validation Report with AssessmenEull
Reprt with Assessment$hysical Test Repods applicableandOtheras applicable

The submission documerdkallb e ZI Péded into a single file, encrypted
application) and sent to the following NIST aB@CSpoints of contact:

o NIST: CMVP@nist.gov
0o CCCS CMVP@cyber.gc.ca

Once the electronic report submission document is received by the CMVP it will be placed in the report queue
in order receivedThose reprtsmarked to be ligtd, will appear in the weekly publishbtbdulesin-Process

listing posted on the CMVP web site. The listing and the definition of the five stages\dbdiéesin-

Procesdisting is found athttp://csrc.nist.gov/groups/STM/cmvp/inprocess.html

During the COORDINATION phase the CST laboratory will address each CMVP comment and update any
applicable files as necessary in addition to providing a responsaldiitnal tarification as necessy in the
CMVP comments documerithe laboratory will resubmit the report in its entirety as above (i.e. full report
submission) including the updated CMVP comments file.

6. CMVP Comments<DOC> or <DOCX>

Additional Comments

The nanng convention for theubmitted ZIP file, amail subject line, and files within the ZIP file is provided
to the CST Labs in a separate docun@ityP Convention for #nail CorrespondenceContact
cmvp@nist.goxandcmvp@cybergc.@for the latest version afiis document. The CRPTIK File 1/0 and
EMAIL function will generate the propeimeail subject line name depending on the transaction.

An initial or preliminaryreview will be performedio ensure that the guidelines outlinedheCMVP

Convention for Email Correspondencdocument have been followed and that required signatures have been
included. During the initial review, the submission will not be checked for technical complef@messport
information in the vendor.txfile will be imported tolhe CMVP Tracking Datasse and billing information,
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if applicable, will be sent to NIST billing. The weel$§odulesIn-Procesdisting will be generated based on
this providedinformation

G.3 Partial Validations and Néipplicable Areas of FIPS 14D

Applicable Levels: All

Original Publishing Date: 02/25/1997
Effective Date: 02/25/1997
Last Modified Date: 01/07/2014
Relevant Assertions: General
Relevant Test Requirements:

Relevant Vendor Requirements:

Question/Problem

Can a cryptographic ndoile be validated onlfor selected areas of Section 4 of FIPS-22@0Vhich areas of
Section 4 of FIPS 140Q can be markeNot Applicabl®

Resolution

NIST andCCCSwill not issue a validation certificate unless the cryptographic module meets at least the
Security Level 1 requegments for each area in Section 4 of FIPSZ48at cannot be designated\ast
Applicableaccording to the following:

1 Section 4.5 PhysicaSecurity may be designatedMst Applicabldf the cryptographic module is a
softwareonly module and thus ha®mphysical protection mechanisms;

1 Section 4.6 Operational Environment may be designateNa@sApplicabledepending on the module
implemeration (e.g. if the operational environment for the cryptographic module is a lionitemtt
modifiableoperationaknvironment); and

1 Section 4.1]1 Mitigation of Other Attacks ig\pplicableif the module has begourposelydesigned, built
andpublicly documented to mitigate one or more specific attacks (BE:1.]). Otherwise tis section
may be designated &t Applicable

The CST laboratorghall provide in the validation test ref the rationale for marking sectionsNst
Applicable
Additional Comments

If a section idNot Applicable it will be identfied as N/A on the mdule validation certificate entry. If
Section4.6 is N/A, depending on the module implementation, configuration information may still be required
on the module validation certificate (e.dirmware module must prade the tested cdiguration).
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G.4 Design and testing of cryptographic modules

Applicable Levels: All

Original Publishing Date: 11/12/1997
Effective Date: 11/12/1997
Last Modified Date: 01/07/2014
Relevant Assertions: General
Relevant TesRequirements:

Relevant Vendor Requirements

Question/Problem
What activities may CST laboratories perform, regarding the design and testing of cryptographic modules?
Resolution

The following information is supplemental to the guidance provided by NVLAP, and furtheesléim
separation oftte design, consultingnd testing roles of the laboratories. CMVP policy in this area is as
follows:

1. A CST Laboratorymay notperform validation testing on a module for which the laboratory has:
a. designed any part of the module,
b. devdoped original documeation for any part ofne module,
c. built, coded or implemented any part of the module, or
d. any ownership or vested interest in the module.

2. Provided that a CST Laboratory has met the above requirements, the labmatperform
validation testing on mades produced by a corapy when:

a. the laboratory has no ownership in the company,
b. the laboratory has a completely separate management from the company, and

C. business between the CST Laboratory and the company is performed undetuaintra
agreements, ade with other clients.

3. A CST Laboratory may perform consulting services to provide clarification of FIP2,14@
Derived Test Requirements, and other associated documents at any time during the life cycle of the
module.

Addition al Comments
Item 3 inthe Resolution referers "other associated documents”. Included in this reference are:

1 Documents developed by the CMVP for the Cryptographic Module testing progranC{@\{?, and
FIPS 1402 Implementation GuidancEMVP FAQs CMVP Management ManuaNVLAP
Handbook 15€17:2012 Cryptographic Module Testing

Also, seelG G.9 regarding FSM and Security Policy consolidation and formatting
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G.5 Maintaining validation compliance of softwarefiomware cryptographic
modules

Applicable Levels: All

Original Publishing Date: 11/21/1997
Effective Date: 11/21/1997
Last Modified Date: 11/20/2015
Relevant Assertions: General
Relevant Test Requirements:

Relevant Vendor Requirements:

Question/Problem

For a validéed software or firmware cryptographic module, how may such a module be implemented so that
compliance with the validation is maintained?

Resolution

The tested/validated module version, operational environment upon which it wesaestéheriginating
vendor are stated on the validation certificate. The certificate serves as the benchmark for the module
compliant configuration.

This guidance addresses two separate scenarios: actiend@can affirmor changdo maintaina modulés
validationand actions asercan affirm to maintain a moduievalidation.

This guidance isiot applicablefor validated modules whefiPS 1462 Section 4.5 Physical Securityas been
validated at_evels 2or higher.Therefore this guidance is only applicable at Level 1fiomwareor hybrid
modules.

Vendor

1. A vendor may perform postalidation recompilations of a software or firmware module and affirm the
modules continued validation complignprovided the followig is maintained:

a) Software modules that do not require any source code modifications (e.g., changes, additions, or
deletions of code) to be recompiled and ported to another operational environment must:

i) ForLevel 1 Operational Environment, a software cryfographic module will remain compliant
with the FIPS 1442 validation when operating on aggneralpurposecomputer (GPC) provided
that the GPC uses the specified single user operating system/mode specified on the validation
certificate, or another comphle single user operating system, and

i) ForLevel 2 Operational Environment, a software cryptographic module will remain compliant
with the FIPS 1442 validation when operating on any GPC provided that the GPC incorporates
the specifed CC evaluated EAL2( equivalent) operating system/mode/operational settings or
another compatible CC evaluated EAL2 (or equivalent) operating system with like mode and
operational settings.

b) Firmware modules (i.e. Operational Environmentas applicalte) that do not requé any source
code modifications (e.g., changes, additions, or deletions of code) to be recompiled and its identified
unchanged tested operating system (i.e. same version or revision number) may be ported together
from one GPC or platfm to another GPC @l at f or m whi |l e maintaining

¢) Hybrid modules (i.e. Operational Environment may or may not be applicable depending if the
controlling component is software or firmwareay be ported together from one GPC or plaitf to

CMVP 13 05/04/2021

t

he



Implementation Guidance for FIPS PUB 12@nd the Grptographic Module Validation Program
National Institute of Standards and Technology

anotherGPCoo per ating platform whil e mai nthattheydong t he m
not require any of the following:

i) software or firmware source code modifications (e.g., changes, additions, or deletions of code) to
be recompiled anits identified unchangd tested operating system (i.e. same version or revision
number)

i) hardware components utilized by the controlling software or firmware is nhot modified (e.g.
changes, additions, or deletions)

The CMVP allows vendor porting and-cempilation of a valideed software, firmware or hybrid
cryptographic module from the operational environment specified on the validation certificate to an
operational environment which was not included as part of the validation testing as long asribe porti
rules are folloved.Vendors may affirm that the module works correailyhe new operational
environment. However, the CMVP makes no statement as to the correct operation of theontbéule
security strengths of the generated kehen so ported ifite specific operatioh@nvironment is not

listed on the validation certificate

The vendoshall work with a CST laboratory to update thecurity policyand submito the CMVPunder

one of the available revalidation scenarios (se&18. The updatsvould affirm and include references

to the new operational environment(s), GPC(s) or platformi(f)le mo dul e 6 s sh8lanclude i ty Pol i
a statement that no claim can be made as to the correct opefatiemmmdule or the serity strengths of

the generated keys when ported to an operational environment which is not listed on the validation

certificate.

2. Software ofirmware modules that require n@ecurity relevant source code modifications (e.g., absng
additions, or dekions of code) to be recompiled and ported to another hardware or operational
environment must be reviewed by &Claboratory and revalidategplG G.8 (1)to ensure that the
module does not contain any ogéonal environmenspecific or hardware environmespecific code
dependencies.

3. If the new operational environment and/or platform is requested to be updatedaliddwgon certificate,
the CST laboratoryshall follow the requirements for nesecurityrelevant changes iG G.8 (1)and in
addition, perform the regression test suite of operational tests inclutleds8 Table G.8.1Underlying
algorithm validations must meet requirements sptin IG 1.4.

Upon retesting and validation, the CMVP provides the same assurance as the original operational
environment(s) as to the correct operation of the module when ported to the newly listed OS(s) and/or
operationhenvironmen(ts) whichwould be added to the modules validation web entry.

The vendor must meet all applicable requiremenERs 1402 Secton 4.10

This policy only addresses the operational environment under which a softmanere or hybridmoduke
executes and doestraffect requirements of the other sections of FIPS2.40 module must meet all
requirements of the level stated.

IG 1.3describes the difference in terminology betwesnfawareand afirmware module.
IG 1.9describes the attributes and definition of a hybrid module.

User
A user may notmodify a validated module. Any user modifications invalidate a modules validation.

A user may perform postalidation porting of anodule and affirm the modules continued validation
compliance provided the following is maintained:

LA user may postalidaton recompile a module if the unmodified so
Security Policy provides specific guidance on acceptable recompilation methods to be followed asa specifi

exception to this guidance. The methods in the Security Policybausllowed without modification to

comply with this guidance.
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1. ForLevel 1 Operational Environment, a softwargfirmware or hybriccryptographic module will remain
compliant with the FIPS 14P vdidation when operatipon any general purpose computer (GBIC)
platformprovided that th&PC for the software module, or softwaamntrolling portion of the hybrid
module, uses the specified single user operating system/mode specified on the vabdgicate, or
anothe compatible single user operating system, or that the GPC or platform for the firmware module or
firmware contolling portion of the hybrid module, uses the specified operating system on the validation
certificate, and

2. ForlLevel 2 Operational Environment, a software cryptographic module will remain compliant with the
FIPS 1462 validation when operating on any Gpfovided that the GPC incorporates the specified CC
evaluated EAL2 (or equivalent) operating system/mode/operationalgsetti another comphate CC
evaluated EAL2 (or equivalent) operating system with like mode and operational settings.

The CMVP allowsuser porting of a validated software, firmware or hybrid cryptographic modate to
operational environment which was matluded as part of thvalidation testingThe user may affirm that the
module works correctly in the new operational environnasiing as the porting rules are followed.
However, the CMVP makes no statement as to the correct operation of the orddalsecurity strengthef
the generated keyghenported andexecuted in an operational environment not listed on the validation
cerificate.

Additional Comments

Usersinclude third party integrators or any entity that isthetbriginating vendor as spiéied on the validatia
certificate.

G.6 Modules with both a FIPS mode and a-R0RS mode

Applicable Levels: All

Original Publishing Date: 03/11/1998
Effective Date: 03/11/1998
Last Modified Date: 07/15/2011
Relevant Assertions: General
Relevant Est Requirements:

Rdevant Vendor Requirements:

Question/Problem

How can a module be defined, when it includes both ff8oved and neRIPS approved security
methods?

Resolution

A module that contains both FIR$proved and neRIPS approved sadty methodsshall have at least one
"FIPS mode of operation'which only allows for the operation of FIP&proved security methods. This means
that when a module is in the "FIPS moda'honrFIPS approved methoghall not be used in lieu of a FIRS
appoved method (For exartg if a module contains both MD5 and SHAthen when hashing is required in
the FIPS mode, SHA shall be used.). The operator must be made aware of which servic&PS 14
compliant.

The FIPS 14 validation certificate wilidentify the cryptogaphic module's "FIPS mode" of operation.

For modules that support both FIPS approved andapmnoved modes of operatiotie certificateshall only
list what is usd in the approved mode of operatidae.@ll approvedand allowedalgorithms implementedithin
the module) while the Security Polisyall list what is used in both approved and +approved modes.€. all
the approved, allowed, ambn-approved algorithms implemented within the module)
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The selection of "FIPS mode" é® not have to be refsted to any particular operator of the module. However,
each operator of the module must be able to determine whether or not the "FIPS nmeldeted.s

There is no requirement that the selection of a "FIPS mode" be permanent.

G.7 Relationships AmanVendors, Laboratories, and NIETZCS

Applicable Levels: All

Original Publishing Date: 04/14/1998
Effective Date: 04/14/1998
LastModified Date: 08/07/2015
Relevant Assertions: General
Relevant Test Requirements:

Relevant Vedor Requirements:

Question/Problem

What is the Cryptographic Module Validation Program policy regarding the relationships among vendors, testing
laboratories, and NISTCCS?

Resolution

The CST laboratories are accredited by NVLAP to perform cryptplgimmodule validatiotesting to determine
compliance with FIPS 140. NIST/CCCSrely on the GT laboratories to use their extensive validation mesti
experience and expertise to make sound, correct, and independent decisions baset] tire Id€rivedrest
Requirements, anlinplementation Guidance. Once a vendor is under contract with a laboratoryCiEISS/

will only provide official guidance andarification for the vendor's module through the point of contact at the
laboratory.

In a situation whex the vendor and labetory are at an irresolvable impasse over a testing issue, the vendor may
ask for clarification/resolution directly from NISTCCS The vendor should use the format required by
Implementation GuidancéG G.1 and the point of cdact at the laboratorghall be carbon copied. All
correspondence from NISTCCSto the vendor on the issue will be issuedtiyh the laboratory point of
contact.

G.8 Revalidation Requirements

Applicable Levels: All

Original Rublishing Date: 08/172001

Effective Date: 02/01/2017

Transition End Dates 11/07/20201 See Below
Last Modified Date: 05/04/2021

Relevant Assertions: General

Relevant Test Requirements:

Relevant Vendor Requirements:
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Question/Problem

What is theCryptographic Modulé/alidation Program (CMVP) policy regarding revalidation requirements
and validation of a new cryptographic module that is significantly based on a previously validated module?

Resolution

An updated version of a previoustglidated cyptographic module ecabe considered forravalidationrather

than afull validation depending on the extent of the modifications from the previously validated version of the
module. (Note: the updated version may be, for example, a newrvefsin exsting cryptographic naule or

a new model based on an existing model.)

There arenine possible submission Scenarios (1, 1A, 1B, 2, 3,38\, 5) All Scenarios must be processed
and submitted to the CMVP by a CST Laboratory

Scenario 1
Scenar 1 include the following optior:
1) Administrative updates (e.g. updating vendor contact information.)

2) Modifications are made to hardware, software or firmware compotieitdo not affect any
FIPS 1402 security relevant items The vendor isesponsible for providg the applicable
doaumentation to the CST laboratory, which identifies the modification(s). Documentation may
include a previous validation report, design documentation, source code, source code difference
evidence, etc.

3) Post validéion, approved secuyitrelevant functionsroservices for which testing was not available
(or vendor affirming was still permitted per the CMVP/CAVP transition schedule) at the time of
submission to the CMVP for validation are now tested and are beingtsdfor inclusion a a
FIPS approved furtion or service. The CST laboratory is responsible for identifying the
documentation that is needed to determine whether a revalidation is sufficient, and the vendor is
responsible for submitting the requesteduduentation to the CSl&boratory. Document@sn may
include a previous validation report and applicable CMVP rulings, design documentation, source
code, etc.

4) If a new operational environment and/or platform is added, then the CST labatrabpgerform
the regression testige of operational &s included in IG G.8able G.8.1

Modules with certificates on théalidated FIPS 1401 and 1462 Cryptographic Module Lishay be
submitted under any of the options listed.

Modules with certificats on theCMVP Historical Validation Listmay only be submitted under option 1. The
CMVP will not accept options,3 and 4for modules wih certificates on thEMVP Historical Validation
List.

For options 2 and 3, the CST laboratehgll:

1 review the vadorsupplied documeation and identify any additional documentation requirements.

1 determine additional testing as necessary to confiehFIPS 1442 security relevant items have not
been affected by the modification.

9 identify the assertions affecteddshall perform the ésts associated with those assertions by:
0 reviewing the COMPLETE list of assertions for the modutéodiment and security level;
o identifying from the previous validation report, the assertions that are newly tested;
0 identifying addtional assertions thiavere previously tested but should now béested; and
0

reviewing assertions where specific Implentation Guidance (IG) was provided at the time
of the original validation to confirm that the IG is still applicable.

CMVP 17 05/04/2021



Implementation Guidance for FIPS PUB 12@nd the Grptographic Module Validation Program
National Institute of Standards and Technology

The revalidatbn submissions madetaf November 7, 202@hat claim option 4 in this scenario: If applicable
perlG 7.14 entropy assessment repaitsll be submitted to cover all newly added operational environments
and/or platorms. The submittedntropy assessment reports may be similar to those used in the original
validation (with compliancelaimed either tdG 7.150r IG 7.18, if the entropy source desigmarrants it. If

the statistical testing was part of the original validation, then the same lestatisfical testinghall be

performed for entropy sources associated with every newly added operational environment and/or platform.

As a reminder, mode vendors and users may take advantage of the porting provisions expldiBed.
Performing a revalidation and updating a validation certificate is not required.

Upon successt review and applicdb testing as required, the CST laboratsingll submit a signed
explanatory letter that contains a description of the modification(s) and lists the affected TEs and their
associated laboratory assessment.

When the certificate is bag updated, the CSTHaratoryshall use the following format for listg the
modifications to the certificate. Deletioasall be marked using strikethrough and additishall be
highlighted in yellow. This informatioshall be listed in the change lette

For example:
Curr ent Cert. #5000 Change Requested Cert. #5000
Hardware Versiof 3.1 Hardware Versions 3,B.2
Firmware Version a.1, b.1 Firmware Version$ a.1, b.1c.1
FIPS Approved Algorithms AES (Cert#1); FIPS Approved Algorithms AES (Cert#1);
DRBG (Cert. #1); DSA (Cert. #1lECDSA (Cert. | DRBG (Cert. #1); DSA (Cert. #1); ECDSA (Cer
#1); HMAC (Cert. #1)KBKBF-{vendor #1); HMAC (Cert. #1)KBKDF (Cert. #1); KTS
affirmed); RSA (Cert. #1); SHS (Cert. #1); Triplgl (AES Cat. #1; key establishent methodology
DES (Cert. #1) provides between 128 and 256kof encryption
strength);RSA (Cert. #1); SHS (Cert. #1); Triple
DES (Cert. #1)
Allowed Algorithmsi AES{Cert#1,key Allowed Algorithms- DES
wrappingkey-establishmentrmethodelogy
provides-between-128-aR286-bits-of encryption
strergthyDES
When t he modul ebs document at i o rshalluse theéollowigg foomadfat ed, t he

listing the affected TEs and their associated laboratory assessment. This infosltiba listed in the
change letter.

For example:

TE or SP Section | Related Change

Module The module name and firmware versions have been updated from version (

Information version 06.

TE.01.03.02 Updated to reflect the updated firmwamersion, 06.

TE.01.08.01

Referenes Updated security policy version number and added the vendor provided
document listing the differences between the original validation and the
revalidation.

The assessmeanbhall include the analysis performed by the laboratoag donfirms that no seiity relevant
items were affected. The lettenall also indicate whether the modified cryptographic module replaces the
previously validated module or adds to the latter. If new algorithm certificates were obtainesthzathbg
listed.

A new securitypolicy shall be provided for posting if the modifications cause changes to it or updates the new
services or functions that are now included in an approved mode of operation as a result of algorithm testing. If
the security policy ragsentsnultiple versons of a validated module or multiple validated modules, the
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versioning informatiorshall be updated in the security policy with text that clearly distinguishes each module
instance with its unique versioning information anddtiferences between each rdale instance.

For aScenaridl revalidation,the CST laboratorghall submit, at a minimuman encrypted ZIP file containing
the unsigned letterpdf>, image of the signed lettepe&f> and the vendor.txffile. If the security plicy or
validation certifcate are updated, the CST laboratgnygll include the updated security policpdf> and draft
certificate <loc or docx or rtf. The ZIP file and files within the ZIP filghall follow the CMVP Convention
for E-mail Correspondereandsubmitted to the CMVRsing the specified encryption methods.

The CST laboratory may combine multi@eenariol revalidations into 1 submission provided ALL of the
changes are exactly the same for all certificates. If multiple security policiepdaed, the submissioshall
include a security policy for each certificate included in the submission.

Please note that if the changes that the lab requests require a higher level of effort to review due either to the
number of comments generated ar tuantity of Scenaridl revalidations submitted, a pmoints ECR may be
levied against the lab.

Upon a satisfactory review by the CMVRetupdated version or release information will be posted on the
Validated FIPS 144 and FIPS 1442 Cryptographic Modie Listweb site entry asstated with the original
cryptographic module. A new certificate will not be issued. The sunset date for the certificate will not be
changed.

Note: aScenarial submissiorwill not be included on the CMVP MIP list.

Alternative Scenario 1A:

1. AlternativeSceanario 1A applies if there are no modifications to a module and the new module is a re
branding of an already validated Original Equipment Manufacturer (OEM) module. The CST
laborabryshallc heck t he OEM®6s ap pdetermine thatfthe serandedimodale di ng an
is identical to the OEM module. The test report submissiati include a letter requesting the
validation of the rdbranded module and indicate the applicable dwmtation changes (e.g. vendor
name, address, POC infoation, versioning iformation, etc.).

2. AlternativeScenaridlA applies if the module is a ported stiiip cryptographic subsystem. Please
seelG 1.20for detailed porting guidance

Foroptionsl and 2, aly modules with cerficates on thé&/alidated FIPS 144 and 14062 Cryptographic
Module Listmay be used focenarialA modules. Modules with certificates on fBMVP Historical
Validation Listshall not be used foScenaridl A modules.

The CST laboraty shall use the follaving format for listing the information for the new certificate. This
informationshall be listed in the change letter.

For example:
Current Cert. #5000 New Certificate Information
Hardware Versioii 3.0 Hardware Versioii AA
Firmware Versiori 8.3 Firmware Versiori XZ
Product Linki www.productA.com Product Linki www.productB.com
Vendor Namé Vendor A Vendor Namé Vendor B

The laboratonshall provide an updated sefity policy which is technically identical to the originally
validated security policy and describes thérended module.

For aScenaridlA revalidation, lhe CST laboratorghall submit, at a minimuman encrypted ZIP file
containhngthe unsigned lettexpdf>, image of the signed lettepdf>, the_vendor.txffile, the security policy
<pdf> and draft certifiate <doc or docx or rtf. The ZIP file and files within the ZIP filehall follow the
CMVP Convention for #nail Correspondereand submitted to theMVP using the specified encryption
methods.
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NIST CR is applicable. A new validation certificate will be issued. The new validation certificate will inherit
the sunset date of the original certificate.

Note: aScenarial A submissiomwill not be includedn the CMVP MIP list.

Alternative Scenario 1B

A CST laboratory has been contracted to perfoeenaridl revalidation for a validated module for which
the laboratory did not perform the testing on the module which is the balsesSafenaridl revalication.

a. The vendoshall provide the laboratory with the design documentation and implementation
(including source code, HDL, etc.) of the base validated module and of the module that has been
updated with the nesecurity relevant dnges.

b. The laboratoryhall determine that thprovided base documentation and implementation is identical
to the base validated module.

The laboratoryshall examine each modification and confirm that the change iseourity relevant.

d. The laboratoryshdl determine that notber modifications, inciding unintentional, have been made
that are not documented and verified to be-security relevant.

Only modules with certificates on tMalidated FIPS 144 and 1462 Cryptographic Module Lishay be
usedfor ScenaridlB module. Modules with certifiates on th€€ MVP Historical Validation Lisshall notbe
used forScenaridlB modules.

The CST laboratorghall use the following format for listing the information for the new certificate. This
informationshall be listed in theltange letter.

For exampé:
Current Cert. #5000 New Certificate Information
Firmware Version 3.1 Firmware Versioril.1

Operational EnvironmenisTested as meting Operational EnvironmenisTested as meeting
Level 1 with Windows Server 2008 R2 on a De| Level 1 with Windows Server 2008 R2 on a De
OptiPlex 755, SUSE LinuEnterprise 11 SP2 on| OptiPlex 755, SUSE Linux Enterprise 11 SP2 g
a Dell OptiPlex 755Cent0S-6-3-ona-Giga\VWWUE | a Dell OptiPlex 755 (singleser mode)

FAZL (single user mode)
Module Naméd Module A ModuleNamei ModuleB

For aScenaridlB revalidationthe CST laboratorghall submit, at a minimum, an encrypted ZIP file containing
the unsigned letterpdf>, image of the signed lettepdf>, the_vendor.txffile, the security policyxpdf> and
draftcertificate <doc or docx or rtf. The ZIP file and files within the ZIP filghall follow the CMVP Convention
for E-mail Correspondencand submitted to the CMVP using the specified encryption methods.

NIST CR is applicald. A new validation atificate wil | be issued with a reference
NVLAP code. The new validation certificate will inherit the sunset date of the original certificate. Tleatngw

will only reference the new version that reflects tlog-security relevanthange. Thealidation entry caveat

will include the following text:

This validation entry is a nesecurityrelevant modification to Cert. #nnnn

Note: aScenaridl B submissiomwill not be included on the CMVP MIP list.

Scenario 2

Scenario2isforeetndi ng the modul eds sunset date when a modul
the latest standards, implementation guidance and algorithm testing in effect at the time the module revalidation
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package is submitted to the CMVRIess there is an infgmentation guidance transition that affects reports that
have been submitted.

The laboratoryshall confirm the module has not changed. If there are any changes to the module, it is a new
module and must be submitted e&Saenaric3 or 5.

Modules with ceificates on both th¥/alidated FIPS 1441 and 1402 Cryptographic Module Lishay be
used forScenarid@?, as well as modules with certificates on @dVP Historical Validation List

Upon successful review and applicable testing tofiom the module hasat changed and meets the latest
standards, implementation guidance and algorithm testing, the CST labetatthspubmit a signed explanatory

letter that contains a rationale for emtling the sunset date, a statement from the vehdbthe module is it

being supported by the vendor and an i mplementation g
submission date, which implementation guidance was published or edbdifice that date, whether each

applies to the made, and how the modelimeets the requirements found to be applicable. It is permissible to
include vendor contact updates as well as updates to the security policy, where these updates are added to meet
documentation requirements in the latest implemeamtaguidance. The sefty policy may also be modified to

reflect the updates needed to comply with the transition ruleSP&00131A and with the new or modified
implementation guidancevhere the chages are made in documentation only and no changesmwade to the

module All changes to the security polishall be listed in the signed explanatory letter.

For aScenarid? revalidation, the CST laboratospall submit, at a minimum, an encrypted ZIR tontaining

the unsigned letterpdf>, image ofthe signed letter gdf>, the_vendor.txffile, security policy 9df> (even if

the security policy has not changed), draft certificatec<or docx or rtf and the test reporipdf>. The ZIP file

and fileswithin the ZIP fileshall follow the CMVP Conventin for Email Correspodenceand submitted to
the CMVP using the specified encryption methods.

Additional documentation may be required if implementation guidance requiring the additional documentation
hasbeen published since obhhe modul ebds original validat:i

If applicable pelG 7.14 an upto-date entropy repoghall be submitted for albcenaria? revalidations.

Upon a satisfactory review by the CMVP, the siagyolicy will be posted on thgalidated FIPS 144 and
FIPS 1402 Crypographic Module Listveb site and the sunset date will be extended 5 years from revalidation
date.

Note: aScenarid®2 submissionwill not be included on the CMVP MIP list.

Scenario 3

Modifications are made to hardware, softwaréironware componentthat affect some of the FIPS 14Q

security relevant items An updated cryptographic module can be considered in this scenario if it is similar to
the original module with onlyninor changes in the security policy and FSM, and less3@#nof the modules
security relevant featurés

The CST laboratory is responsible for identifying the documentation that is needed to determine whether a
revalidation is sufficient and the vernrde responsible for submitting the requested documentatitretCST
laboratory.Documentation may include a previous validation report and applicable CMVP rulings, design
documentation, source code, etc.

Modules with certificatesiith Validation StatusisActiveor Historical are eligble for Scenarid3 revaliddion.

The CST laboratry shall identify the assertions affected by the modification simall perform the tests
associated with those assertions. This reijuire the CST laboratory to:

! For example, security relevant features may include addition/deletion/change of minor components and their
composition, ddition/deletion of ports and interfaces, addition/delete/modifinatf security functions,

modification of the physical boundary and protection mechanisms. These changes may affect many TE's yet be
considered a minor change (<30%), or affect few TH'®&gea gross change (>30%).
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a. Reviewthe COMPLETE list of assertions for the module embodimethisanurity level,

b. Identify, from the previous validation report, the assertions that have been affected by the
modification,

c. ldentify additional assertions that were NOT previously testednoutid now be tested due to the
modification, and

d. Review assgions where specifilmplementation Guidance (IG) was provided to confirm that the IG
is still applicable.

For example, a revision to a firmware component that added sefamétjonality may require a chga to
assertions in Section 1.

In addition tothe tests performed amst the affected assertions, the CST laboratoayl also perform the
regression test suite of operational tests includfdbie G.8.1

The CST laboratorghall use the following format for listig the affected TEs drtheir associated laboratory
assessment. This informatishall be listed in the beginning of the test report.

For example:
TE or SP Section Assessment
General The modul eds name has been chan
1. Cryptograplic Module | 01.03.02 and 01.08.05 have been updated for clarification on how to |
Specificatio the module in the approved mode of operation.

01.06.02, 01.08.0%1.08.04, 01.08.07, 01.08.10, 01.13.01, 01.14.01 h
been updated to reference to the newusity policy.

01.0603 has been updated to mention the new test platforms.
01.08.01 has been updated to reference the updated operating envirg

01.12.01 habeen updated to mention the CAVS tool version used for
CAVS testing, the new algorithm ciicates.

01.12.02 habeen updated to clarify which ndiPS approved algorithms
are available to the user of the module.

01.08.02 has been updated to mark sontletstas not applicable.

2. Cryptographic Moduleg 02.01.01, 02.01.02, 021.03, 02.04.01, 02.081, 02.11.01, 02.12.01 have
Ports and Interfaces been updated to reference to the new security policy.

02.06.01 has been updated to updated the testing approach.

3. Roles, Services, and | 03.02.01, 03.11.01, 03.14.01 have been updated t@neteto the new
Authentication securty policy.

03.06.01, 03.06.02 have been updated to better reflect the services
available to each role.

03.02.01, 03.02.02 and 03.02.03 haverbmarked as not applicable.
4. Finite State Model 04.05.01 has been updated to add the statsitions.

04.05.02has been updated to clarify the differences between the crypt
officer and user role.

5. Physical Security No change

6. Operational 06.04.01, 06.06.01 have been updated to reference to the new securit
Environment policy.

06.05.01 has beeupdated to clarifynat the module does not support ke
generation.

06.07.01 has been updated to reference to the new files comprising th
module.
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06.08.02 has been updated to reference to the new module's file vers
and naming.

06.05.01 has been updadtto replace the DSalgorithm with RSA.
7. Cryptographic Key 07.01.01 has been updated to reference to the new security policy.

Management 07.02.0107.02.02 has been updated to clarify the RSA signature
verification mechanism available by the module reipigathe DSA
algorithm

07.03.01 has been updated to clarify that the module does not suppor,
generation.

07.13.01, 07.13.02 have been updatetthécaddresss 7.15

07.23.01 has been updated to clarify thatSP80®0A DRBG
implementation is automatically seeded by the module.

8. EMI/EMC 08.02.01 has been updated to mention the newpladrms FCC
evidence.
9. Self-Tests 09.06.02 has been modified to mention a new testing approach.

09.07.02 has been updatedadd the transitiofrom the operational state
to the error state.

09.09.02 and 09.22.07 havermndleen
modul ed with the term Akernel |

09.07.01, 09.18.01, 09.18.02, 09.18.03, 09.22.01, 09.22.02, (®.22.0
09.22.06, 09.24.019.35.01, 09.35.02, 09.35.03, 09.35.04 have been
updated to replace the DSA signature verification with RSA.

09.16.01 has been updated to update the last paragraph regarding th¢
chaining modes.

09.16.02 has been updated toeeflthe new KATs perfmed by the
module.

09.20.01 has been updated for a new source code review.
09.22.03 has been updated to replde DSA algorithm with RSA.
09.35.05 has been updated to modify the kernel component that was

09.42.01 has beerpdated to remove ANSIPRNG from the FIPS
approved algorithms.

09.43.01 has been updated to mention the DRBG which is the only
approved RNG for the module.

10. Design Assurance 10.01.01, 10.02.01, 10.02.02, 10.02.03, 10.02.04 have been updated
remove CVS wich has been fully ptaced by GIT.

10.03.02, 10.23.01 have been updated to reference to the new securi
policy document.

11. Mitigation of Attacks | No change

The CST laboratory must provide a summary of the changes and rationale of why this meets the <30%
guideline.The CMVP won review, may determine that the changes are >30%lefidbe submitted as a full
report.The CST labmtoryshall document the test results in the associated assessments and all affected TEs
shallbe annot-besede &STdabdraopshall submit a test report as specifiedld G.2

describing the modificain and highlighting those assertions that have been modified and retested (selecting
the retested option in CRYPTIK). Upon ati&dactory review bylte CMVP, the updated version will be
revalidated to FIPS 14D.

NIST CR is applicable-or aScenarid revalidation, he CST laboratorghall submit, at a minimuman
encrypted ZIP file containing thevendor.txffile, the securitypolicy <pdf>, test reprt <pdf>, and draft
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certificate <doc or docx or rtf. The ZIP file and files within the ZIP filghall follow the CMVP Convention
for E-mail Correspondencand submitted to the CMVP usingetepecified encryption methods.

If applicabe perlG 7.14 an upto-date emopy reportshall be submitted for albcenarid3 revalidations.

Upon a satisfactory review by the CMVBetupdated security policy and information will be posted on the
Validated APS 1401 and FIPS 1442 Cryptographic Moduld&ist. A new certificate willbe issued and will
have a sunset date 5 years from the validation date.

Note: aScenarid3 submissiomwill be included on the CMVP MIP list.

Alternative Scenario3A:

A CST laboratoy has been contract¢d perform a revalidation for a module on which the vendor has made
FIPS 140 securityelevant changes in response to one or more CVEs (Common Vulnerability and Exposure).
For more information about CVEs please Bps://cve.mitre.org/

The purpose of the 3A revalidation scenario is to provide the vendor a means to quickly fix, test and revalidate
a module that is subject tcsacurityrelevantCVE, while at the same time prioNng assurane that the

module stil meets the FIPS 14D standard. If a CVE does not require security relevant changes to address it,
then the vendor may pursue a Scenario 1 revalidation.

To complete a Scenario 3A revalidation:

a. The CST laboratorghal determine thtsecurity relevanthanges to the module are only to
correct the vulnerability disclosed in the C\#tbn-security relevant changes, as defined in
Scenario 1, are permissible)

b. The CST laboratorghall examine each modification and confirnatithe changdoes not
conflict with the requirements of FIPS 140

c. The CST laboratorghall determine that no othsecurity relevantodifications have been
made.

d. The CST laboratorghall identify the assertions affected by sezurityrelevant
modification andshall perform the testassociated with those assertions.

e. The vendor is not required to address IGs that have been publishesutinassion othe
originalmodule

f.  If the fix to address the CVE is in the scope of an algorithm implementation, then this
algorithmshall be CAVP testd again to obtain a new CAVP dficate with the new
module version.

In addition to the tests performed against the affected assettierSST laboratorghall also perform the
following regression suite of operational tests

TE.01.03.02 The tester shall invoke the Approved mode of operation using the vendor provided
instructions found in the neproprietary security policy.

TE.01.0402 (levels 3 and 4) The tester shall use the vendor provided instructions describleel in t
non-proprietary searity policy to obtain the Approved mode of operation indicator.

TE.02.06.02 To the extent that the cryptographic module designopedating procedures allow, the
testershall cause the cryptographic module to enter each spkeifier state and véyithat all data
output viathe data output interface is inhibited.

TE.02.06.04 To the extent that the cryptographic modidsign and operating procedures allow, the

testershall command the module to perform the-setts and srify that all data ofput via the data
outputinterface is inhibited.
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TE.04.05.08 The tester shall exercise the cryptographic module, caudimgiitter each of its major
statewf the Finite State Model

TE.07.41.02 The tester shall note whichysare present in threodule and initiate the zeroize
command.

TE.09.09.02 The tester shall powarp the module and verify that the module perfotiiespowerup
self-tests without requiring any operator intervention.

Because the changes to addressX¥iEs are considered agity relevant, the CST lab must submit an
updated test reporthe CST laboratorghall use theScenario 3 tabléormat for listing the affected TEs and
their associated laboratory assessment. This informsitiaihbe listed in thédeginning of the teseport.

Modules with certificates on tHet0-2 Cryptographic Module Lisind on theCMVP Historical Validation
List may be used foBcenarid3A revalidations

NIST CR2is not applicable. Thiaboratoryshall submit aScenarid3A revalidationby using tie 3SUB
process and-mail transmittal code, btall clearly indicate in the letter that this is a revalidatioresponse
to a CVE, and provide the relevant CVE number(s). The submitted paatkageinimunshall consist of an
enaypted ZIP file contaiing the unsigned lettepdf>, image of the signed lettepdf>, the_vendor.txffile,
the updated security policypdf>, test report gdf>, and draft certificatedoc or docx or rtf. TheZIP file and
files within the ZIP fileshall follow the CMVP Convation for Email Correspondencand submitted to the
CMVP using the specified encryption methods.

A new validation cHificate will not be issuednd the original sunset date will not be extended for modules on
the active list. Becaesthe change to the mule is to address a securiglevant CVE, the previous version of
the module is no longer considered validatedwitibe removed from the certificate; exceptions may be
made if the vendor shows how the CVE can be mitigated bgigelincluded in thee&turity Policy, while still
adhering to the FIPS 14Dstandard.

Note: aScenari®BA submissiorwill not be included on the CMVP MIP list.

1 A securityrelevant CVHs one that affects how the module meets the requirements of tBel 562
standard.

2 Please note that ECR may still be applicable.

Alternative Scenario3B:

A CST laboratory has been contratte perform a revalidation for a module on which the vendor has made
FIPS 1402 security relevant changes solely in responsepoblished CMVRigoiithm transition that may
cause some previously validated modules to be placed on the Historical Bs¢xdiples of the transitions
that require security relevant changes to a module a®RI189056Arev3 andSP 80056Brev2 transtions,
explained in dail in FIPS 1462 IGsD.8 andD.9, correspondingly.

The purpose of the 3B revalidation scenario is to provide the vendor a means to quicklyaddrigas
transition requirments, test and revalidate a module in order to meet a CMVP transition, while at the same
time providingassurance that the module still meets the FIPS21gtndard. Scenario 3B is designed to be
similar in process to Scenario 3Aterms of its dedicat purpose (i.etp address a CVE @0 meet a
transitionrequiremenjt billing implications (i.e., noa@st recovery) and certificatgatus (i.e. no change in
sunset date), and queue length (i.e. much faster review period tharaa 88ty B).

If the madule codeis unchangedtb addressn algorithmrarsition, and services were not movedtdromthe
FIPS approved mode remain compliant (e.g. neBP 80056Arev3-compliant services remain in FIPS mode
but are updated to demons&abmpliance rather ém moved into noirIPS mode)then the vendor may
pursue a Scenario(bption3) revalidation.
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To complete a Scenario 3B revalidation:
a. The CST laboratorghall determine that security relevant changes to the module are only to
addres a specific CMVRrarsition (non-security relevant changes, as defined in Scenario 1,
are permissible)

b. The CST laborary shall examine each modification and confirm that the change does not
conflict with the requirements of FIPS 120

c. The CST laboratgrshall determine thamo other security relevant modifications have been
made The vendor is not required to addréSs or guidancehat have been publishethce
submission othe originalmodule unless directly applicable to the transitioning aldnit
(e.g. CAVP testingr selftest requirements).

d. The CST laboratorghall identify the assertions affected by the séguelevant
modification andshall perform the tests associated with those assertions

e. If the means to meet the transition are in tt@pe of an algorithrmiplementation, and the
path chosen to meet the requirements necessitates testing, then tittnalgazll be CAVP
tested to obtain a new CAVP certificate with the new module version

In addition to the tests performed against tHeci#d assertions, tleST laboratoryshall also perform the
regression suite of operational tests outlined in SceBavio

Because the changes to address the transition are considered security relevant, the CST lab must submit an
updated test report. TH&ST laboratoryshall use the Scenario 3 table format for listing the affected TEs and
their associated laboratory ass@ent. This informatioshall be listed in the beginning of the test report.

Modules with certificates on the 140Cryptographic Modulkist and on the CMVP Idtorical Validation

List may be used for Scenario 3&validations A new validation certifica will be issuedipon completion of
the 3B revalidation andill inherit the sunset date of the original certificafithe original cerficate will be
unmodiied and remain either on the Active list (until the transition date arrives) or Historical list.

If a Scenario 3B revalidation addresses an algorithm transitiomthagdthe original certificatéo the

Historicallist, and the suret date of the certifate has yet to expirthen upon the revalidation of the module

under Scenario 3Ba new certificate will be issued on the Active list (inheriting original sunset dgtéor

the version of the module compliamith the transitiomrequirements. Otheige, if the original certificate was
moved to the Historical list for reasons that are not addressed in the 3B revalidation (e.g. a separate algorithm
transition or the sunset date expired), the new certificatdai#hown on the Ildforical listimmediaely after
completion of the 3B revalidation.

NIST CR!is not applicable. The laboratosjall submit a Scenario 3B revalidation by using the 3SUB process
and email transmittal code, buhall clearly indicate in th letter that thiss a revalidation ingsponse to the
specific transition, and provide reference to that transition. The submitted package at a ndhathaonsist

of an encrypted ZIP file containing the unsigned letf@ifx, image of the signed lettepdf>, the_venda.txt

file, the update security policy pdf>, test report gdf>, and draft certificatedocor docxor rtf>. The ZIP

file and files within the ZIP fileshall follow the CMVP Convention for #nail Correspondence and submitted

to the CMVPusing the specifig encryption methods.

Note: a Scenario 3B submission will not be included on the CMVP MIP list.

Please note that ECR may still be applicable

Scenario 4

Modifications are made onlp the physical enclosure of theryptographic module that provides its
protection and involves no operational changes to the modul&@he CST laboratory is responsible for
ensuring that the change only affectsphgsical enclosuréntegrity) and has no operational impact on the
module.The CST laboratorghall fully test he physical securityefitures of the new enclosure to ensure its
compliance to the relevant requirements of the standard.
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Only modules with certificates on thalidated FIPS 14 and 1462 Cryptographic Modulé&ist may be
submitted undeBcenaricd. Modules with certificate®n theCMVP Historical Validation Listvill not be
accepted.

The CST laboratorghall sulmit a letter to the CMVP that:

a. Describes the change (pictures may be required),

b. States that it is a seqty relevant change,
c. Provides suffiggnt information suppting that the physical only change has no operational impact,
d

Describes the tests performed by the laboratory that confirm that the modified enclosure still provides
the same physic@rotection attributes as the previously validatestule.For physicakecurity
levels 2, 3 and 4, the laboratariyall submit an updated Physical Security Test Report.

An example of such a change could be the plastic encapsulation of the Level 2 taltehaghbeen

reformulated or colored. Thereforeetmolding or cryptogphic boundary has been modified. This change is
security relevant as the encapsulation provides the opacity and tamper evidence requirements. But this can be
handled as a letter onlyrange with evidence that the new compositionthasame physical setty relevant
attributes as the prior composition.

The CST laboratorghall include a new security policy for posting if the modifications cause changes to the
areas addressed in FIP&12 Appendix C. If the security policy represemultiple versions cd validated
module or multiple validated modules, the versioning informatfaail be updated in the security policy with
text that clearly distinguishes each module instance withitsue versioning information and the differences
between each modulestance.

The CST laboratorghall use the following format for listing the modifications to the certificate. Deletions
shall be marked using strikethrough and additiehsll be highlichted in yellow. This informatioehall be
listedin the change letter.

For example:
Current Cert. #5000 New Certificate Information
Hardware Versions AX12, AX13,andAX14 Hardware Versions AX12, AX13, AX14and
with FIPS kit AX00 AX15 with FIPS kit AX00

The CST laboratorghall use the following famat for listing the Hiected TEs and their associated laboratory
assessment. This informatiehall be listed in the change letter.

For example:

TE or SP Section Related Change

TE.01.08.02 New version of the &rdware. Added to Biof Materials.
TE.01.08.03
TE.01.08.12
TE.(2.09.01 Updated hardware version and power supply added.
TE.02.09.02
TE.10.02.01 Updated version of configuration items.
TE.10.02.02
TE.10.02.03
TE.10.02.04

For aScenariod revalidation,te CST laboratorghall submit, at a minimon, an encrypted ZIP I containing
the unsigned letterpdf>, image of the signed lettepéf>, the vendor.txffile and physical security test
report pdf>. The ZIP file and files within the ZIP filehall follow the CMVP Convention for #nail
Correspondnce and submitted the CMVP using the specified encryption methods.

Upon a satisfactory review by the CMVRetupdated security policy and information will be posted on the
Validated FIPS 144 and FIPS 14 Cryptographic Modulé.ist web site entry aociated with the origal
cryptographic module. A new certificate will not be issued. The sunset date of the certificate will not be
changed.
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Note: aScenario4 submissionwill not be included on the CMVP MIP list.
Scenario 5

If modifications are made toardware, software rdirmware componenthat do not meet any of the above
criteria , then the cryptographic modugall be considered a new module aill undergo a full validtion
testing by a CST laboratoryhe CST laboratorghall submit a testaport as specified itG G.2 Scenario 5 is
also applicable for a module that is eligible &menarid3 but the original laboratory is not p@ming the
revalidation. NIST CR is applicable. A new certificate willissued.

Note: aScenaio 5 submissiomwill be included on the CMVP MIP list.

Additional Comments

Modules on th&€MVP Historical Validation Lisare not eligible for revalidationsmderScenarig 1 pptions
2,3 and 4)1A, 1B, or 4.

A cryptographic modle that is changed der change Scenarios 1, 1A, 1B, 38 and 4, must meet ALL
standards, implementation guidance and algorithm testing that were met at the time of original vafigation.
these scenarios,maodule does not need to meet requiremeraswiere added sinceethime of original
validation(exceptfor Scenario 3B if guidance directly applicable to the transitioning algorithm

A cryptographic module that is changed under Scenarios 2, 3 and 5 above, must meet ALL standards,
implementatia guidance and algohiin testing in effect at the time theddule report is submitted to the

CMVP unless there is an implementation guidance transition that affects reports that have been submitted. The
CST laboratory is responsible for requesting fromvitredor all the docunmtation necessary to determine
whetherthe cryptographic module meets the current standards and implementation guidance. This is
particularly important for features/services of the cryptographic module that required a specififroniitige

CMVP.

For exanple, a cryptographic module may hdeen validated with an implementation of KBKDF prior to when
KBKDF testing was available. If the same cryptographic module is later submitted for revalidation under
Scenarig 3 and 5, this KBKDFplementation to be ed in an approved mode of operatiiall be tested and
validated againssP 800108 and the cryptographic module must meet the applicable FIRS fetfuirements,

e.g., seltests.

This IG makes it clear that revalidation Scenatigsption4), 2 and Jequire a submission of an entropy
report (if applicable pelG 7.14. At the time this IG was last modified, an entropy report is not required for
the followingScenaris: 1 pptionsl, 2 and3), 1A, 1B, 3A 3Bard 4.

If the overall Security Levedf the cryptographic module is lowered, the module may be submitted as a 3SUB
with full testing on the individual section(s) that is being lowered.

If the overall Security Level of the cryptograpimodule is raised df the physical embodiment changesy.e
from multi-chip standalone to multihip embedded, then the cryptographic module will be considered a new
module andshall undergo full validation testing by a CST laboratory.

The sunset datier the module is detmined based on the scenario:

Scenam 11 sunset datenchanged

Scenarios 1A and 1Bsunset date is inherited from the origioattificate

Scenario 4 sunset date is extended 5 years from the revaliddite

Scenario 3 new cetificate issued; sums date will be 5 years from thalidationdate
Scenario 3A sunset datenchanged

Scenario B - new certificate issued; sunset deténherited from the originaertificate

= =4 =4 -4 a4 -a -2

Scenario 4 sunset datenchanged
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1 Scenario 5 new cetificate issued; sunséate will be 5 years from thehdation date.
The NIST CR schedule is available on the CMVP wiéh

The CMVP has determined that changes made to a module in order to meet efeBd@S6Arev3 or the

SP 80056Brev2transitionare securityrelevant due to their impacts on corechdownstream services and the
treatment of keys and CSPs, and will therefore require a Scenario 3, 3B or 5 submission regardless of module
type or security level. For example, moving allowed Diffiellman or EC DiffieHellman key agreement

from approved mde to norapproved modeby either changing the software/firmware or a purely

documentation changes considered security relevant.

In addition, attempts to make usel@f1.23Definition and Use of aon-Approved Security Functico

address transitioning algorithms in approved mode will not be accepted alhtEfsthe following are metl)

the algorithm is not used whatsoever to meet any FIPL TdQuiements; 2jhe algorihm does not access

shareCSPs in a waghat counters the requirementd@f1.23 3) the algorithm is either: i) not intended to be

used as a security function (e.g. interoperabilitioomemory weateveling); ii) redundant to an appved
algorithm (e.g. double encryption); iii) a cryptogr a
but not for providing sound securitg.@. XORing a CSP with a secret valuesing a proprietgralgorithm, or
usingnon-approved algorithmt obfuscatestored CSPs which are consideptgintext);4)t he al gor i t hmés
nonapproved use and purpose (from 3) above) is unambiguousdogher at or and candt be ea
a security function.

For example, a softwatirary implementing aonSP 80056Arev3 Key Agreement Scheme (KAS) as one
of its approved services cannot simply state this KAS does not claim any securiy {p28 and be used in
the aproved mode, as thiods not meet 3) or 4pave.
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Table G.8.1i Regression Test Suite

Regression Testing Table

AS

TE

Security Level

1

2 | 3 |

Section 1- Cryptographic Module Specification

AS.01.03

TE.01.03.0

X

x | x|

Section 2- Cryptographic Module Ports and Interfaces

AS.02.06

TE.02.06.0

X X

TE.02.06.0;

AS.02.13

TE.02.13.0

AS.02.14

TE.02.14.0

X [ XX | X

X
X
X

AS.02.16

TE.02.16.0

AS.02.17

TE.02.17.0

X [ X | X | X [X

XXX | X [X[X

Section

3- Roles, Services and

Authentication

AS.03.02

TE.03.02.0?

X

TE.03.02.0]

AS.03.12

TE.03.12.0

AS.03.13

TE.03.13.0

AS.03.14

TE.03.14.0

AS.03.15

TE.03.15.0

XX | X [X[X

XX | X[ X [X[X

XX | X [X[X[X

AS.03.17

TE.03.17.0

AS.03.18

TE.03.18.0

XXX |X|X[X[X

AS.03.19

TE.03.19.0

TE.03.19.0

AS.03.21

TE.0321.02

AS.03.22

TE.03.22.0

AS.03.23

TE.03.23.0

X

x
X | X | X |X[X

X [ X | X [X[X

Section

4- Finite State Model

AS.04.03

TE.04.03.0

X

x

AS.04.05

TE.04.05.0

X

Section 5- Physical Security

NONE

Section 6- Operational Environment

AS.06.05

TE.06.05.0]

X

AS.06.06

TE.06.06.0

AS.06.07

TE.06.07.0

AS.06.08

TE.06.08.0

X
X
X

AS.06.11

TE.06.11.0

TE.06.11.0

AS.06.12

TE.06.12.0

TE.06.12.0

AS.06.13

TE.06.13.0

TE.06.13.0

AS.06.14

TE.06.14.0

XX [ XX |X[X|[X]|X|X
XX [X|X|X[X[X]|X]|X

X |IX[X|X[X[X|X[X]|X
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TE.06.14.0

AS.06.15 | TE.06.15.0

AS.06.16 | TE.06.16.0

X | X | X | X

AS.06.17 |TE.06.17.0

AS.06.22 | TE.06.22.0

TE.06.22.0

AS.06.24 | TE.06.24.0

TE.06.24.0

X [ XX |X[X[X]|X]|X]|X

AS.06.25 |TE.06.25.0

XXX |X[X[X]|X]|X]|X

Section 7- Cryptographic Key Management

AS.07.01 |TE.07.01.0 X X

AS.07.02 | TE.07.02.0

AS.07.15 |TE.07.15.0

TE.07.15.0

TE.07.15.04

AS.07.25 |TE.07.25.0

AS.07.27 |TE.07.27.0

AS.07.28 | TE.07.2802

XXX [X[X[X]|X]|X
XX |X[X[X[X]|X]|X

AS.07.29 |TE.07.29.0

AS.07.31 | TE.07.31.04

AS.07.39 | TE.07.39.0

x
x

X [X|IX|X[X[X|X|X]|X|X|[X|[X

AS.07.41 |TE.07.41.0 X X

XAIX|IX|IX[X[X|X|X]|X|X|[X[X

Section 8- EMI / EMC

As Require

Section 9- Self Tests

AS.09.04 | TE.09.04.0

AS.09.05 | TE.09.05.0

AS.09.09 | TE.09.09.0

AS.09.10 | TE.09.10.0

AS.09.12 | TE.09.12.0

AS.09.22 | TE.09.22.0

AS.09.35 | TE.09.35.0

AS.09.40 | TE.09.40.0

TE.09.40.0;

X XX |X|X|X[X|[X]|X]|X

AS.09.45 | TE.09.45.0

X |X X [X[X[|X|X|X|X|[X|[X
X | X X[X[X|X|X|X|X|[X[X

AS.09.46 | TE.09.46.0

x

XX X [X[X|X|X|X|X|[X[X

Section 10- Design Assurance

x

AS.10.03 |TE.10.03.0] x | x |

Section 11- Mitigation of Other Attacks

| NONE | | |

Appendix C - Cryptographic Module Security Policy

‘As Require{ ‘ ‘
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G.9 FSM, Security Policy, User Guidanaed&rypto Officer Guidance
Documentation

Applicable Levels: All

Original Publishing Date: 05/29/2002
Effective Date: 05/29/2002
Last Modified Date: 08/01/2016
Relevant Assertions: General
Relevant Test Requirements:

Relevant Vendor Requirements:

Question/Problem

May a CST laboratory create original documentation specified in FIPS224lhe specific documents in
guestion are the Finite State Model (FSM), Security Policy, User Guidance and Crypto Officer Guidance.

Resolution

FSM and Security Rolicy:

A CST labortory may take existing vendor documentation for an existing cryptographic moduled §sigt

and postdevelopment) and consolidate or reformat the existing information (from multiple sources) into a set
format. If this occurs, NIST an@CCS shall be notifed of this when the validation report is submitted.
Additional details for the individual documents are provided below.

FSM: The vendoiprovided documentation must readily provide a finite set of
states, a finite set of inputs, aifenset of outputsa mapping from the sets
of inputs and states into the set of states (i.e., state transitions), and a
mapping from the sets of inputs and states onto the set of outputs (i.e., an
output function).

Security Policy: The vendoiprovided deumentation must redy provide a precise
specification of the security rules under which a cryptographic module must
operate, including the security rules derived from the requirements of FIPS
1402 and the additional security rules imposed by the vendor

In addition, a GT laboratory must be able to show a mapping from the consolidated or reformatted FSM
and/or Security Policy back the original vendor source documentation. The mapping(s) must be maintained by
the CST laboratory as part of the validatiecords.

Consolidating and reformatting are defined as follows:

1 The original source documents were prepared by the vendor (or a subcontractor to the vendor) and
submitted to the CST laboratory with the cryptographic module.

1 The CST laboratory extrac&pplicable technicatatements from the original source documentation to
be used in the FSM and/or Security Policy. The technical statement®mhyape reformatted to
improve readability of the FSM and/or Security Policy. The content of the techniathstds must
not bealtered.
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1 The CST laboratory may develop transitional statements in the FSM and/or Security Policy to improve
readability. These transitional statemestiall be specified as developed by the CST laboratory in the

mapping.
User Guidane and Crypto OfficeGuidance:
A CST laboratory may create User Guidance, Crypto Officer Guidance and othdesign related

documentation for an existing cryptographic module ¢pesign and posievelopment). If this occurs, NIST
andCCCsSshall be ndified of this wherthe validation report is submitted.

Additional Comments

Source code information is considered vergmvided documentation and may be used in the FSM and/or
Security Policy.

G.10 Physical Security Testing for Ralidation from FIFS 1401 to
FIPS1402

Applicable Levels: All

Original Publishing Date: 03/29/2004
Effective Date: 03/29/2004
Last Modified Date: 03/29/2004
Relevant Assertions: General
Relevant Test Requirements:

Relevant Vendor Requirements:

Background

FIPS 1402 IG G.2 specifies that all report submissions must include a separate physical security test report
section for Levels 2, 3 or 4.

Question/Problem

Questions have been asked regardégalidation test reports whe a previous separgp@ysical security test
report may not have existed or evidence such as images, etc. had not been provided with the original validation
test report. What should theSCT laboratory provide if the physicaécurity requirements have raftanged?

Resolution

If a previousseparatephysical security test report did not exist for the module undergoinglidation testing

and the physical security features of the module have not change®&THalGratory muiscompile the

physical secunt test evidence thatls been maintained from their records from the original tested module and
create and submit a nesgparatephysical security test report. If the records no longer exist because they were
generated outsidiie period of the 8T laborabries record retentioperiod specified in the quality manual,

then retestingshall be required to provide such evidence. It is not required th&Tddboratory perform re

testing simply to create new photographic imagestiay not have been savedyenerated during the

original testing

Additional Comments

If the CST laboratory was not the original testing laboratory and therefore does not have access to the previous
test records, then the moduleall be retested to be able to provide such evidemgghout the prior reords,
the new GT laboratory cannot make a detgnation that the physical security has or has not changed.
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G.11 Testing using Emulators and Simulators

Applicable Levels: All

Original Publishing Date: 09/12/2005
Effective Dag: 09/12/2005
Last Mdified Date: 09/12/2005
RelevantAssertions: General
Relevant Test Requirements:

Relevant Vendor Requirements:

Background

Vendors of cryptographic modules use independent, accredited CryptogragtBecurityl esting (CST)
laboratories to haveefr modules tested for conformance to the requirements of FIR3. Ia@anizations

wishing to have testing performed would contract with the laboratories for the required services. The Derived
Test Requirements (DTR) document dessithe methods that Wbe used by accredited laboratories to test
whether the cryptographic module conforms to the requirements of FIP& t4Acludes detailed

procedures, inspections, documentation and code reviews, and operational and phgsibat testtester
mustfollow, and the expected results that must be achieved for the cryptographic module to satisfy its
conformance to the FIPS PUB *20equirements. These detailed methods are intended to provide a high
degree of objectivity during thtesting process and tnsure consistency across the accredited testing
laboratories.

Definitions:

Anemulatorat t empts to fimodel 06 or fAmimicodod the behavior
of the emulators' behavior dependenodn the inputsd the emulator and hotke emulator was

designed. It is not guaranteed that the actual behavior of the cryptmgnagdule is identical, as many

other variables may not be modeled correctly or with certainty.

A simulator exercises the actual module saioode (e.g., VHDL cag prior to physical entry into the
module (e.g., an FPGA or custom ASIC). From a behavi@spective, the behavior of the source code
within the simulator may be logically identical when placed into the module or instantiatéabjioto
gatesHowever,many other variables exist that may alter the actual behavior (e.g. path delays,
transfornation errors, noise, environmentad¢). It is not guaranteed that the actual behavior of the
cryptographic module is identical, as many otveriables may not hidentified with certainty.

Question/Problem

May a GST laboratory tester use module emiglatand/or simulation methods to perform cryptographic
module testing?

Resolution

There are three broad areas of focus during the testingrgptographic moduleoperational testing of the
module at the defined boundary of the module, algorithm teatidgoperational fault induction error testing.

1. Operational Testing
Emulation or simulation is prohibited for the operational testing of ptagyaphic module. Aagl

testing of the cryptographic module must be performed utilizing the defined portstenrfiddes and
services that a module provides.
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2. Operational Fault Induction

An emulator or simulator may be utilized for fault inductionast &a cryptographic nooile®s

transition to error states as a complement to the already allowed source codeRatimwale must

be provided for the applicable TE why a method does not exist to induce the actual module into the
error state for testing.

3. Algorithm Testing

Algorithm testing utilizing the defined ports and interfaces and services that a module pisothiées
preferred method. This method most clearly meets the requireméGtd of

If this preferred methodsinot possible wheréé modulés defined set of ports and interfaces and
services do not allow access to intérmgorithmic engines, two alternative methods may be utilized:

a. A module may be modified by theST laboratory for testing purposes to alloveess to the
algorithmc engines (e.g. test jig, test API), or

b. A module simulator may be utilized.

When submittig the algorithm test results to the CAVP, the actual operational environment on which
the testing was performed must be specified (e.g. imguniodified module idntification or

simulation environment). When submitting the module test report to the CAS/BL.12must

include rationale explaining why the algorithm testing was not conducted on the actual cryptographic
module.

An emulator mayot be used for algdhim testing.

G.12 PostVvalidation Inquiries

Applicable Levels: All

Original Publishing Date: 01/26/2007
Effective Date: 01/26/2007
Last Modified Date: 08/07/2015
Relevant Assertions: General
Relevant Test Requirements:

Relewvant Vendor Requiremesit

Background

FIPS 1402 conformance testing that is performed by the accredited Cryptogeagh®ecurity Testing (CST)
laboratories and validation of those test results by NISTC&@Sprovide a level of assurance that a medu
conforms to the ragrements of FIPS40-2 and other underlying standards.

Once a module is validated and posted on the NIST CMVP web site, many parties review and scrutinize the
merits of the validation. These parties may be potential procurers mbithéle, competitorgcademics or
others

If a party performing a postalidation review believes that a conformance requirement of FIP& h48 not
been met and was not determined during testing or subsequent validation review, the party maysubmit
inquiry to the CMVP 6r review.

Question/Problem

What is the procedure and process for submitting an inquiry for review and how is the review performed? If a
review is determined to have merit, what actions may be taken regarding the module's valialaisen

CMVP 35 05/04/2021



Implementation Guidance for FIPS PUB 12@nd the Grptographic Module Validation Program
National Institute of Standards and Technology

Resolution

An Official Requestmust be submitted to the CMVP in writing with signature following the guidelings in

G.1 If the requestor represents an organization, the official request mustbeen or g a ntérheadt i on o6 s
Theassertions must be objective and not subjective. The module must be identified by reference to the
validation certificate number(s). The specific technical details must be identified and the relationship to the
specific HPS 1402 Derived TesRequiremert assertions must be identified. The request must be non

proprietary and not prevent further distribution by the CMVP.

The CMVP will distribute the unmodified official request to th8TC that performed the conformanessting

of the identifed moduleThe CSTL may choose to include participation of the vendor of the identified module
during its determination of the merits of the inquiry. Once t8&LChas completed its review, it will provide

to the CMVP a response withtionale on the teclizal validity regarding the merits of the official request.

The CSTL will state its position whether its review of the official request regarding the module:

1. is without merit and the validation of the module is unchanged.
2. has meritand the validation ahe modules affected. The STL will further state its
recommendations regarding the impact to the validation.
The CMVP will review the GTLs position and rationale supporting its conclusion.

If the CMVP concurs that the officiaéquest is without mié, no further action is taken.

If the CMVP concurs that the official request has merit, a security risk assessment will be performed regarding
the nonconformance issue.

G.13 Instructions fo¥alidation Information Formatting

Applicable Levels: All

Original Publishing Date: 06/28/2007
Effective Date: 06/28/2007
Last Modified Date: 05/04/2021
Relevant Assertions: General
Relevant Test Requirements:

Relevant Vendor Requirements:

Question/Problem
How are the variousdids in a FIP240-2 validation provided to the CMVP for validation?
Resolution

The CST laboratorghall use the CMVP supplied CRYPTIK tool to document the module test information.
The test report information is presented to the CMVP for review and vialided indicated ihG G.2

These instructions describe how the informatiball be formdted to appear on tHé¢IST CMVP validation
web page via entry into CRYPTIK.

Laboratory Information
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1. Lab Name- the name of the CST laboratory. Please include any registration marks or special characters
2. NVLAP code[nnnnnn-n] - the code assigned by NVLAB the CST laboratory

Vendor Information

1. Vendor Name- the name of the vendor (including Corp., Indd., etc.) that developed the cryptographic
module. Please include any registration marks or special chatacters
Examples:  AcmeSecurity, Inc.
Acmeproducts(R), Ltd.
AcmeSeurity, Inc. and Acmeproducts(R), Ltd.
The FIPS 144 and FIPS 14@ Vendor Listing isan alphabetical list of vendors who have implemented
validated cryptographic modules. It is desirable that the vendor name be consistent dnrvalidat

certificates issw for modules from the same vendbhelisting can be found at:
http://csrc.nist.gov/groups/STM/cmvp/documentsF4D401vend.htm

Address- the streetbuilding, post officebox, suite, etc. components of the deris address
City - the city of the vendor's address

State / Prov- the state or province of the vendor's address
Postal Code- the postal code of the vendor's address
Country - the country ofhie vendor's address

Web Site- generally the vendor's main WRDo notinclude the prefixhttp:/

© N o o bk~ b

Product Link T a URL that may be specific to the module or products which utilize the m@uleot
include the prefittp:// or duplicate the Web Site URL

9. POCI1 - the primaryendor point of contact which may indiel phone number, fax number and email

10. POC2 - the secondary vendor point of contact which may include phone number, fax number and email

Module Information

1. Module Name(s)- the complete name tifie cryptographic mode. Do not include the version number
with the name unless by vendor choice. The name of the cryptographic mbdlilee consistent withG
1.1and the name found in the security policy and test report. Please include any registration marks or
special charactets

Examples: Crypto Acceleration Token

Secure Cryptogaphic ToolKit E
BestCrypto©

If the test report represents multiple modules, list all module names.

Examples: Crypto Sensor AM-5000 and AM5010
Crypto 8000 PCI, Crypto 9000 PCI and Crypto Plus++ PCI

2. Hardware, Software andFirmware Versioning - the specit versioning informabn representative of
each of the crypto modules elements. This nurebell be of sufficient level such that
updates/upgrades/changgsll be reflected in a new version. For example, version 4 malyenot
sufficient if the releaseg@numbered 4.0, 4.4,2, etc. The version number may also include letters, for
example, 4.0a, 4.0b, 4.0c, etc. THimll include the version numbers for each element; hardware,
software, and firmware, if applicable. Eaglements version number (e.grdhaare, firmware, softare)

! The special symbols may not transtateéhe_vendor.txiproperly. The special symbol may be indicated as
follows: (R) for E, (C) for E, (TM) for E, etc.
2The special symbols may not translate to thendor.txtproperly. Tte special symbol may be indicated as

follows: (R) for®, (C)foro( TM) f or E, et c.
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shall be separated by a senulon. If a module does not include an element, leave the field blank; do not
enter "NA". The version numbessall be the same as the ones found in the securityyp&lar example,
hardware versiard.2; software versiu 4.0a.

If possible, a hardware version of a modshell represent all of the components of the module, included
(AS.01.08 or excluded AS.01.09. If there are any additional components, includ&s.Q1.09 or

excluded AS.01.09, that are inside the ndolle boundary but are not within the scope of the hardware
version then the module certificateall list these additional components separately in the hardware
version field. Bracketshall be used to group hardware versions withrtberresponding compents. If

the module is a collection of different hardware components, incléde®1.0§ or exclude (AS.01.09,
and does not contain a hardware version, then the module certfieditbst all of the components of the
module inthe hardware versiomeld without referencing any hardware version.

If there are multiple modules listed on the certificar if there are multiple part numbers with different
versions of firmware for example, bracketsll be used to clearly indicathe pairings betweethe
versioning information and/or the module names.

Examples: (Hardware Version: 4.2; Software Versio: 4.0a Hardware)
Hardware module with software embedded within it.

(Hardware Versions': 5.2 and 5.3, Build 3; Firmware Version:2.45 Hardware)

Two different hardware modules, each with the same embedded firmware. All of the
components in these hardwe modules must be considered: includes.(1.0§ or
excluded AS.01.09.

(Hardware Versions: 5.2 [1] and 5.3 [2], Build 3; Firmwase Versions: 2.45 [1] ad
2.50 [2]} Hardware)
Two different hardware modules each with the specified version of embeddedfe.

(Hardware Version: 88X8868; Software Version: 1.0Software-Hybrid)
Software hybrid module referencing the hardware andidisjoftware componest

(Hardware Version: BN45; Firmware version 1.0; Software Version 2.0Software-
Hybrid)

Software hybrid module referencing the hardware and disjoint software versions. The
hardware component also has firmware embedded within it.

(Hardware Version: 88X8@6; Firmware Version 1.4; Firmware-Hybrid)
Firmware hybrid module refereimg both the hardware and disjoint firmware versions.

Note the use of the commas, sarnions and colons.

(Hardware Version: [XYZ1, XYZ2, and XYZ3 with components 1234, 1235, 1236]
and [ZY X1, ZYX2 and ZYX3 with components 1234, 5123, 6123]; Firmware
Version: 1.0; Hardware)

Hardware module contains multiple hardware versions that have additional
corresponding components that are include®.01.09 or excluded £S.01.09.

(Hardware Version: P/N 5432, 7654, and 4321; Firmware Version: 1.0; Hardware)
Hardwae module that is a collection of hardware components that are included
(AS.01.08 or excluded AS.01.09 rather than a versioned hardware module.

3. PIV Certificat e [#nnnn] - When a modle implements a validated PIV application, the application
validation cetificate type and numbeshall be included. Additional information relating to PIV
versioning can be found i 1.18

4. Certificate Caveat - This caveat may be modified or expanded by the CMVP during the validation
process. Cryptographic modules may not have a caveat if the module only has a single FIPS approved

L Version will be changed to plural during the posting by the CMVP
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mode of operation.

Examples: <no caveat>
The module can only hestalled and opratedin an approved mode of operation
(i.e. FIPS mode).

When operated in FIPS mode
The module can be installed or operated in either an approved eapmved mode of
operation.

When installed, initialized and configured as specifiechi Section [sectbh humber]

of the Security Policy

The module can be installed, initialized and/or configured in order to be considered a
FIPS recognized modul&Vithout this configuration, the module is not considered a
FIPS-compliant module. After this nfiguration, a nedulemay run in FIPS mode or
nonFIPS mode (if supported by the module) which may require additional
configuration and/or procedural guidance to invoke.

The <tamper evident seals> and <security devices> installed as indicated in the
security policy

Installation of the referenced components required for the module to operate in an
approved mode of operation.

When operated in FIPS mode and initialized to overall level 2 per security policy
The module can be initialized to operate at differdrall levels.

Exampe: A module can be initialized to either support level 2-tmsed
authentication or initialized to suppanly level 3 identitybased authentication.

When operated in FIPS mode with module [module name] validated to FIPS 140
under Cert. #xxxx operating in FIPS mode
The modul edéds validation is bound to another

Example: A software cryptographic module which requires services from another
validated software cryptographic module operating in the saeratiymal
environmentApplication services are available from either module.

This module contains the embeddecthodule [module namejvalidated to FIPS
140-2 under Cert. #xxxx operating in FIPS mode
If the module incorporates an embedded validated crypfiigec modie.

Example: A software cryptographic module which is compiled with a privately
linked validated software cryptographic module operating in the same operational
environmentApplication services are only available from the module indicated on
the certificate.

Example: A hardware cryptographic module which has embedded within its
physical boundary a validated cryptographic module.

This validation entry is a nonsecurity-relevant modification to Cert. #nnnn
If the lab submits a revalidation underenario 1B. Please ref tolG G.8

When operated only on the specific platforms specified on the certificate
For a firmware at overall level 2, 3, or 4 module or where FIPS2&gction 4.5
Physical Seuarity is level 2, 3 od. Please refer ttG 1.3

When utilizing a Trusted Path as specified in the security policy
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If the use of the Trusted Path is needed to meet the FIRS ddifpliance requirements
when Section 4.2 is valated at Security Levels 3 and 4. Please ref¢Gt8.1

The module generates cryptographic keys whose strengths are modified by
available entropy
Please refer t0G 7.14

The module generates random strings whose strengths are modified by available
entropy
Please refer toG 7.14

The module generates cryptographic keys and random strings whose strengths are
modified by available entrofy
Please refer t0G 7.14

No assurance of the minimum strength of generated keys
Please refer toG 7.14

When entropy is externally loaded, nassurance of the minimum strength of
generated keys
Please refer t0G 7.14

The output of the DRBG may not be used to generate keys
If the module implements a DRBG where the module does notheestuirements fio
theentropy source explagd in IGsIG 7.14 |G 7.15andIG 7.18

The protocol (s) <TLS, S Sdperatedl inFIRSMedel not be |
If the modut implements a KDF from NIST SP 80&brev1 and this KDF has not been
validated by the CAVP. Please refel®D.11

5. Type - the module type is one of the followingardware, Firmware, Software, Software-Hybrid or
Firmware-Hybrid. | f a modul e is hardware with embedded sof
is simply labeled Hardware.

6. Overall Level [n] i the overall levebf the crypto module. This value is tlwvestvalue of the individual
levels.

7. Section Leve(s) [n] - for each of the 11 areas, include the specific level. For FIP 1@ Operating
System security level, the physical security level and Mitigatidbtbér Attacks level may not be
applicable and if sghall be marked aBl/A.

If a module meetlevel 3 physical security and also has been tested for EFP and/or EEhathie
annotated on the certificate &&vel 3 +EFPor +EFT or +EFP/EFT

Note: If FIPS 1402 Section 4.5 is level 3 with EFP/EPT, this is selected in CRX By selecting leveB

for FIPS 1462 Section 4.5 and selection of the optional EFP/EFT button. CRYPTIK will then present the
appropriate set of assessments. However, the gendrafedertificateand_vendor.txwill not reflect the
optional EFP/EFT m@notation. Currentlyiiis must be added manually during validation posting.

8. Operational Environment - the specific operational environment(s) or configuration(s) that was
employed dung testing by the CST laboratosiiall be specified for all module type(e.g. software,
firmware, hardware and hybrid). Thisall match the information in the test reportt6.01.08 The
operational environment includes the operasipstem(s), the tested platform(s), and the processor(s).

For asoftwarecryptographic modle at securitylevel , t h e c ause mdade)fhéllva inclgdede
For Java applets, the Java environment (JRE, JVM) vesgimihbe specified for all sectyilevels. For
multiple operating environment entries, separate each with acedoni; cb not use "and".
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Exanples: Microsoft Windows XP with SP2 running on a Dell Optiplex Model 4567 with an
Intel i7-8550U;

Sun Solaris Version 2.6SE running on a Sun tth SPARC-1 workstation with an
Intel Xeon X5670;

Microsoft Windows XP with SP2running on an HP Pavilon 4.5 vith an AMD A8 -
3850;

HP-UX 11.23running on an IBM RISC 6000RB2 with an Intel Xeon E31230
(singleuser mode)

The following example for &rmware cryptographic module;

Example: BlackBerry® 7230 with BlackBerry OS® Versions 3.8, 4.@nd 4.1 with Qualcomm
Snapdragon S4 Plus

If the firmware module's physical security meets FIPS-P48ection 4.5 levels 2, 3 or 4, the hardware
platformshall include applicable specific versioning information.

Example: Little OS® Version 3.7b running ona Crypto Unit (Hardwar e Version: 1.0) with
AMD Duron 800

The following exampledr asoftwarehybrid cryptographic module;

Example: Debian GNU/Linux 4.0 (Linux kernel 2.6.17.13) running on &402A ViPr Desktop
Terminal with Intel i7 -8550U (singleuser made)

The following exarple for afirmware-hybrid cryptogaphic module; the certificatehall specify the
operating environment (operating system and hardware platform with processor) that was used for testing.

Example: BlackBerry OS Version 4.2running on a BlackBerry 8700c with Qualcomm
Snapdragon S4 Plus

The operational environment includes tperating system(s$he testeglatform(s)and theprocessor(s)

The operating system may also represent virtual environments. Virtual environments are runutgrcomp
software, firmwae or hardware called a hypesoi. Native hypervisors run directly on the host computer.
Hosted hypervisors run on a conventional operating system.

A For a Type 1 (or native) hypervisor, the OE listiigall include the platform, gue§S, hypervisor
and pocessor using the following rfimat:

Operational Environment: <Guest OS on <hypervisor running on<platform> with <processo»
An example is: Windows XP on VMWare ESX 5 running on a Dell Optiplex 5460 with an Intel Core
i5

A For a Type (or hosted) hypersor, the OE listinghall include the platform, guest OS, hypervisor,
host OS and processor using the following format:

Operational Environment: <Guest O$ on <hypervisor on <Host OS> running on<platform>
with <processor

An examples: Windows 7 on Orde VM VirtualBox onOracle Solaris 11 running on a HP Model
20 with Intel Xeon EB2670v3
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The tested platform itself may be procured with a single processor or several different processors. As

shown above, the processor(s) on whighrttodule was tested ehall be listed orthe CMVP certificate,
security policy and test report.

Example: Wind River Linux 6.0 running on a Xerox Explorer 60 with Intel Atom E3800
SEPOS running on Apple TV 4K with Apple A10X Fusion
Tintri OS 4.5 running on aEC6030 with Intel Xeon E52609

If this field is not applicable, mark the field as N/A.

9. FIPS Approved Algorithms - the approved security functions included in the cryptographic module and
utilized by the modul e 6 sonscThelsécarity fuaionssdisted and thes the r

inter

applicable algorithm Certificate number in parentheses. Do NOT include the modes or key lengths (e.g.,

ECB, CBC; 128 bits). All algorithm entries must be separated by-calons. The security functions
shdl belisted in alphabtical order using the official CAVP security function name.

If a module contains within it or is bound to an already validated cryptographic module, all approved
allowedsecurity functions that aresedby t h e mo d vetvieed asd itesnilifnetibnkskeall ke

annotated on the certificate (e.g. both those within the embedded/bound module and in addition to the

embedding/binding modul@nd also listed in the security policy with the bound/embedded security
functionsclearly distinct from themoduled Bnplementedsecurity functions

Algorithms that are never callesthall not be listed on the certificate. An algorithm that can only be called

by a service that performs the stdfts alsshall not be listed on the certificat however, the modufe s
security policyshall have an entry for the corresponding 4elt and explain that this algorithm can only
be executed when running a sed$t.

The algorithmshall meet all three (3) conditions to be listed as FIPS approved:

1.anapproved security funtion as specified in FIPS 14DAnnexes A, C or D and validated by the
CAVP or vendor affirmed per CMVP implementation guidance;

2.meet all requirements of FIPS 12(QKAT, etc.); and

3.used in at least one FIPS approved cryptogrdpiniction or service fiothat cryptographic

algorithm in a FIPS approved mode of operation.

Examples: AES (Cert. #1880);
AES-CBC-CS! (vendor affirmed);
CKG?(vendor affirmed);
CVL3 (Cert. #4);
DRBG* (Cert. #12);
DSAS (Cert. #200);
ECDSAS (Cert. #100);
EitherENT(P) or ENT(NP)’;

1 SP 80838A Addendum

2 Cryptographic Key Generation; SP 8083 andG 7.8

3 Component Validation List; s€@AVP CVL andIG G.20Q

4 Deterministic Random Bit Generator; SP &lIA

5 FIPS 1862 (for Signature Verification only) or FIPS 186

8 FIPS B6-2 (for Signature Verification only) or FIPS 186

" The presence @ntropy sourge) tested to SP 8080B. No algorithm certificate number is needéthe
letters inside the parentheses indicate if only the physical or both the physical and phgsical entropy
sourcestestedtoSP 800 B contri bute to the c¢ompl@T7.20tNotethata f

t he

mi

most one ENT() entrynay appear n t he modul edés validation certificate.
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ENT?

HMAC? (Cert. #23);

KAS3 (Cert. #33);

KAS* (SP 80656Arev2, vendor affirmed);

KAS® (SP 80056Arev2 with CVL Certs. #24 and #32, vendor affirmed);
KAS® (SP 80056B, vendor affirmed)

KAS-SSC (vendor affirmed);

KAS-SSC (Cert. #A66);

KAS (KAS-SSC Cert. #A66, KDA Cert. #A11, CVL Cert. #A43)}

KAS (KAS-SSC Cert. #A66, CVLCert. #153)1°

KAS-RSA-SSC! (Cert. #A91);

KAS-RSA (KAS-RSA-SSC Cert. #A91, CVL Certs. #153 and #155, CVL Cert. #A413;

Note. Two different CVL certifcates, #153 and #1%femonstrate the KDF validation

testing. The CVL certificate #A41 demonstrattes tested key confirmation functionality.
There are several possible reasons for obtaining more than one CVL certificate for KDF
testing. As with any otr algorithm, the verat might have performed an algorithm testing

in multiple operating environment The vendor could have also chosen to test different key
derivation functions separately and to obtain different certificates. Even when testing the
sarre algorithm (or a CVIfunction) in the same operating environment, the vendor may
decide to test vasus functionalities and different parameter sets (such as key lengths)
separately and have multiple certificates issued by the CAVP.

KBKDF 3 (Cert. #2);
KDA 4 (vendor affirmed);
KDA % (Cert. #A25);

1 An entropy source tested to SP 8lIB. No algorithm certificate number is needed.

2 Includes Truncated HMACs p&6 A.8

3 Key Agreement Scheme; tested to either SRED® or SP 8066A Rev3

4 Key Agreement Scheme; vendor affirmed to SP-B6A Rev2

> Key Agreement Scheme; vendor affirmed to SP-B6A Rev2. Two different CVL certificates, #24 and #32
demonstrate the validation testing of the SP-88D Revicompliant KDFs that can be used with this KAS

6 Key Agreement Scheme; vendor affirmed to SB-86B. SedG D.4.

” Shared Secret Computation using the Discrete Logarithm Cryptography; vendor affirmed te5&A 800

Rev3 per IG D.1Rev3

8 Tested for a@mpliance with one or more shared secret computation schemes in Section 6 ofS6R 800

Rev 3. The information about the schemebs security s
9 An SP 80656A Rev3 compliant key agreement scheme, wheatitpis performed separately for the shared
secret computation, an SP 886C Revlor Rev2 compliant KDF, and a key confirmation.

10 An SP 80656A Rev3 compliant key agreement scheme, where testing is performed separately for the shared
secret computain and for a KDF compliant with either SP 8085 Revl or RFC 8446 . No key

confirmation.

1 Tested for a compliance with the derivation of the shared secret as shown inSB&0 The information

about the derived shared secret security strengtltisidme nt ed i n the modul ebs Securi
2 An SP 80656Br2compliant key agreemeatheme, where testing is performed separately for the shared
secret computation, for a key derivation function compliant with SP188(Rev1 and/or RFC 8446, and for

the key confirmation.

13Key Based Key Derivation Function; SP 8008

14 Key Derivatbn Algorithm; vendor affirmed to SP 8@BC Revl per IG D.10 as a staaldne algorithm.

15 Key Derivation Algorithm compliant to SP 8@BC Revl or Rev2.
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For multiple

Note 1 Obtaining a CVL certificate for a testeddF 1.3 KDF does not lead to granting the

vendor a KDA algorithm certificate; in order to receive a KDA certificate, the

i mpl ement at i on 0 s -56CRevllon Revitaktbe tesied Sparatklf. OThis
testing may include either a estep key dewation, or a twestep key derivation (shown in

Sections 4 and 5 of SP 886C Rev1/2, respectively), or both.

Note 2.A KDA algorithm certificate obtainedylthe vendor may aldoe used to claim the
correct implementation of the HKDF key derivation ftioe, but only if the KDA certificate
has been issued for testing the t8tep key derivation documented in Section 5.$®800
56C Revl/2using HMAC for therandomness extraction Step 1, as shown in Figure 1 in

SP 80056C Rev1/2 The modul e éhsllprBvie therjustificatioPfarl i c y

claiming a compliant implementation of the HKDF.

The HKDF key derivation function is documented in the IETIERIB69 which referense
the following paperhttps://eprint.iacr.org/2010/264.pfffor t he al gor it hmdés de't

KMAC ! (SHA-3 Cert. #33, \endor affirmed)

KTS? (vendor affirmed);

PBKDF3 (Cert. #A25);

PBKDF* (vendor affirmed);

RSAS (Cert. #133);

RSAS (SHA-3 Cert. #55, vendor affirmed);

SHA-37 (Cert. #55);

SHA-3-Customized (SHA-3 Cert. #100, vendor affirmed)
SHS(Cert. #23);

Skipjack® (Cert. #45);

Triple -DES (Certs. #78 and #122);

Triple -DES MAC° (Triple -DES Cert. #78, vendor affirmed)

between the last two certificate numbers and theeib e a A # 0 | numbber. ont

Examples:

Tripl e-DES (Certs.#118 and #133);
SHS(Certs. #103, #115 and #119)

If the module supports symmetric key wrapping, one of the following annotatiafive used,
depending on the approved wrapping algorithm:

KTS (Triple -DES Cert. #50;key establishment metiodology provides 112 bits of

encryption strength) i an implementation has been tested for its compliance with-kiesee

of

Triple-DES TKW and this mode of the Trip®ES is used for key wrapping. Tripl2ES

cert. #50shall be listed sepately on the approvdihe.

11G A.15; vendoraffirmed to SP 80aL85

2Key Transport Scheme; vendor affirmed to SP-B6B perIG D.4.

3 Testal Password Based Key Derivation Function; SP-B8®

4Vendoraffirmed Password Based Key Derivation Function; SRR SedG D.6.
5 FIPS 1862 (for Signature Verification only) or FIPS 186

6 FIPS 1864 and FPS 202. RSA signatures with only the Si3/Aash functions.

"FIPS 202

8 One or more of the hash functions listediGnA.15; vendoraffirmed to SP 80085
9 Only decryptioris approved for Skipjack
10 Shall specify the underlying Tripl®ES algorithm certif cat e number wi t h t
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KTS (AES Cert. #100)i an inplementation has been tested for its compliance with AES
KW and/or AES KWP and this mode of AES is used for key wrapping. AES certs#200
be listed separately on the approved line.

KTS (AES Cert. #200) - has beenessted for its compliance with AES &(or any other
authenticated encryption mode) and this mode of AES is used for key wrapgiBgert.
#200shall be listed separately on the approved line.

KTS (AES Cert. #300)- has been testedifits compliance witlboth AES KW and AES

GCM and each dhese two modes of AES may be used for key wrapping. The AES cert.
#300shall be listed separately on the approved line. Each tested AES mode, KW and GCM
(and any other) will be shown in the AE§@lithm certificate. ie security policyshall

explain howeach applicable mode of AES is used for key wrapping.

KTS (AES Cert. #700 and HMAC Cert. #200) Example of CAVP testing of disjoint AES
encryption and HMAC authentication with appropriate stren@BS cert. #700 and MAC
cert. #200shall be listed sepately on the approved line.

KTS (AES Cert. #750 and HMAC Cert. #250; key establishment methodology provides
192 bits of encryption strength - Example of CAVP testing of disjoint AES encryption
andHMAC authenticatiorwhere an AES wrapping key may be ofvier length than
wrapped keyAES cert. #700 and HMAC cert. #250all be listed separately on the
approved line.

KTS (AES Cert. #300 and HMAC Cert. #355; key establishment methodology provides
128 a 192 bits of encryption strength)i a combination of AE$h any mode and message
authentication using HMAC is used for key wrapping. There is a range of AES key lengths.
AES cert. #300 and HMAC cert. #35B6all be listed separately on the approved line.

KTS (AES Cert. #400 andAES! Cert. #10; key establishment methodology provides
between 128 and 256 bits of encryption strength)a combination of AES in any mode
and message authentication using AES CMAC or GMAC is used for key wrapping. AES
certs. #10 and400shall be listedsepaately on the approved line.

KTS (AES Certs. #10, #20 and #C55 and AES Certs. #100, #200, #300 and #C66; key
establishment methodology provides 128 or 256 bits of encryption strengtha

combination of an AES in any mode (wittetAES algorithm certi€ates #10, #20 and

#C55) and message authentication using AES CMAC or GMAC (with the AES algorithm
certificates #100, #200, #300 and #C66) is used for key wrapping. An AES algorithm with
all certsshall be listed separately on thppoved line. An AE@ncryption/decryption may

be performed with the AES key sizes of 128 and 256 bits.

NOTE 1: The AES or the Tripl©ES algorithm certificate will provide information on the length of
the wrapping key. To make a decision if this lernigtbufficient to avoicadding a strength caveat, one
has to know the range of the possible lengths of the wrad@yedAS.07.19equires that the

wrapping key used in key transport be equal or of greater strength than the wrapped key. If the
strength oflhe largest key that nabe established by a cryptographic module is greater than the
comparable strength of theplemented key establishment method, then the module certificate and
security policyshall be annotated with, in addition to the other requaadeats, the caveaikey
establishment methodology provides xx bits of encryption strengtt¥ for that key esblishment
method as allowed ilG 7.51 Strength of Key Establishment Methols stragth caveat is requide

if the wrapping key used in key transport be equal or of greater strength than thed\keppThis
applies to both an approved KTS, or the allowed key establishment methods (see section I8 of this
G.13for dlowed key establishment methods). A similar caveat is used when a key is established

1 When two algorithm names are included in a symmétriicbased KTS scheme caveat, the first name shows
an algorithm used tperform the encryption and the second biiee message authentication.

2While this caveat only has a single encryption strength claimed, other examples includet3rzHi8

indicate that the strength cateaay have a range, depending on the key sizes used for the key establishment
methalology.
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using a key agreement protocol that might cause the resulting cryptographic strength of the key to be
less than the key length in bits.

NOTE 2: Thestrength of an HMAC &y and the size of the hash output are not reflected in the
computation of the equivaleahcryption strength.

If the module supports an RS#ased key encapsulationfencapsulation and the vendor obtains an
algorithm certificate o€ompliance with SP 8686Br2 then one of the following annotaticsisall be
used, depending on the necessitaddress the algorithm strength:

KTS-RSA (Cert. #A100)

KTS-RSA (Cert. #A100; key establishment methodology provides 112 bits of encryption
strength)

KTS-RSA (Cert. #A100; key establishment methodology provides between 112 and 150 bits of
encryption strength)

NOTE: The modul eds validation cert i fbasedkeye wi | | not |
establishment algorithm supports the key encapsulation, kepeapsulation, or botiNeither will

the validation certi fi ca tthekeyconfirmatientTaisinfdineationl gor i t hn
shall be included in the Security Policy.

If the module supports an RS#ased key agreement and the vendor obtains an algorithm certificate of
compliance withSP 80056Br2 then one of the following amtationsshall be useddepending on the
necessity to address the algorithm strength:

KAS-RSA (Cert. #A25)
KAS-RSA (Cert. #A25; key establishment methodology provides 112 bits of encryption

strength)

KAS-RSA (Cert. #A25; key establishment methodology prades 112 or 128 bits bencryption

strength)

NOTE: The modul eds val i duedicateovhichampmoved RSPasedkeg wi | | not |

establi shment algorithms (KAS1 or KAS2, or both)
certificate specify whether treipported schemes lnde any form of key confirmation. The

information about the key confirman testing will be found in the KARSA algorithm certificate

and |isted in the modul eds Security Policy.

If the module implements a key agreement schessedon the use of tfiaite field or the elliptic
curve technology and the vendor obtains go@hm certificate of compliance with SP 886A

Rev3 then one of the following annotatiaisll be used, depending on the necessity to address the
algorithmstrength:

KAS (Cert. #A72)
KAS (Cert. #A72; key establishment methodology provides 112 bits ehcryption strength)

KAS (Cert. #A72; key establishment methodology provides between 112 and 256 bits of
encryption strength)

NOTEL: This entry indicates comiphce with a key agregent scheme frorBP 80056A Rev3 It
uses a key derivation function congit withSP 80056C Revlor Rev2

NOTE2: The modul eds validation certificate wild/l not
testing of the key atfirmation portion ofa key agreement scheme. The information about the key
confirmation testingvi | | be found in the KAS algorithm certi

Security Policy.
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10. Allowed algorithms? - cryptographic algorithms that are not apyed but are allowedtbe used in a
FIPS approved mode of operation.

All allowed algorithmsshall be identified in the security policy and listed on the validation certificate.
Allowed algorithmsshall be listed in alphabetical order on the certificate.

Examples: AES? (Cert. #300, key unwrapping);
Diffie-Hellman?® (shared secret computation);
Diffie-Hellman* (key agreement);
MQV ® (CVL Certs. #5 and #6, key agreement);
EC Diffie-Hellman® (key agreement);
EC Diffie-Hellman” (CVL Cert. #4 with SP 80056C, vendor affrmed, key agreement);
EC MQV (CVL Cert. #12 with SP 806856C, vendor affirmed, key agreement);
MD58;
NDRNG?;
RSA!° (key unwrapping);
RSA! (key wrapping);
RSA!? (CVL Cert. #10, key wrapping);

L Through June 30, 2017, section 10 of this IG (Allowed algorithms) will be lat®tleer algorithmson the
certificate and will include allowed and napprovedalgorithms. Starting July 1, 2017, section 10 of this IG
(Allowed algorithms) willbe labelledAllowed algorithmsand will only include allowed algorithms. Starting

July 1, 2017, norapproved and neallowed algorithmshall only be listed in the securigolicy.

2This is an allowed but neBR800-38~compliant key unwrapping, where the key used in key transport is of
equal or greater strength than the unwrapped key and therefore the strength caveat is not required.

3 Only the untested shared secret cotapon primitive is implemented.

4 A key agreement scheme with no claim of compliance with SP5880shared secret computation nor with

an approved key derivation method (SP-86C or SP 80{135).

> Composite of twalisjoint tested components (DLC an®K) which forms key agreement. The composite is

not tested by the CAVP.

5 A key agreement scheme with no claim of compliance with SP880shared secret computation nor with

an approved key derivation method (SP-88C or SP 80135). Shallu s e t Diffie-HiICl man o
annotation not the ECDH notation.

7 Composite of two disjoint components (tested DLC and veatfomed KDF) which forms key agreement.

The CVLshall be referenced as shown here if the key agreersheth® utilizes this component. The

composite is not tested by the CAVP.

8 May be allowed in an approved mode of operation when used as part of an approved key transport scheme
(e.g. SSL v3.1) where no security is provided by the algorithm.

9 An entropy sarce that meets the requirements of7IG5. No claim of compliance with SP 8DB.

10The module does not support RSA key wrapping but does employ RSA key unwrapping with no claim of
compliance with any testable component of SP-B6B.

1 No claim of conpliance with any testable componentS# 80056B. If the module supports both RSA key
wrapping and unwrapping in this way, or just key wrapping alone, the certificateo n | vy i ncl ude a #fAKke
wrappingo entry without a separate Akey unwrappingo
2The RSADP component of an R&ased keyransport scheme is tested by CAVP for its compliance with

SP 80056B. The module supports both the wrapping and the unwrapping of the cryptographic keys using
RSA, hence the annotatiappingdhiseverampidlght ahesl| Akt
certificate applies only to the key unwrapping schemes. This CVL certifibatebe referenced as shown

here if the implemented key transport scheme does utilize this component. Note: the RShadintiot

reference the KDF CVLs, as these are diotctly part of RSA key transport scheme.
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Triple -DES! (Cert. #200, key inwrapping);

For thenon-FIPSapprovedkey establishment schemes refer to [G8andD.9.

For algorithm implementations that have both approved anépproved and not allosd (e.g. RSA)
componets, the approved componesitall be listed on the FIPS approved line and theaymproved and
not allowed componerthall be listed only in the sectyipolicy. The security policghall indicate all
uses of the algorithm.

All non-FIPS approved and not allved algorithmshall be listed in the security policy but NOT on the

certificate. A noAFIPS approved implementation may exist for what appearsda bpproved algorithm

where a CAVP validation or the requirements of FIPS24€g. selftest) are notmet. These neiIPS

approved implementations are considered-approved and neoompliant andshall be described in the

secur it ynopcomplarddy saos tfhat it i s <c| eashallhohbeusadinggpor i t hm i
approved mode of operation.

NOTE: Encryption strengths represented on a validation entry are based on algorithm key sizes in bits
only. As indicated above the calculation oé tencryption strength based on key size is performelfsper

7.5 The effective encryption strength may be less depending upon the amount of available entropy. See
IG 7.14 1G 7.15 I1G 7.18and this IG for additional guidance and applicable caveats.

In the following key establishment examples, the strength cdeeaapply (.e., the security strength of
the key establishment scheme implemented by the modnlbelessthan tha of the agreed or wrapped

key).

If the module supports, for a particular key establishment method, a single strength, then thehafveat
state tle strength provided by the keys.

Examples: Diffie-Hellman (key agreement; key estalishment methodology povides 112 bits
of encryption strength)

RSA (key wrapping; key establishment methodology provides 112 bits of
encryption strength)

RSA? (key unwrapping; key establishment methodology provides 112 bits of
encryption strength)

EC MQV? (shared secret comptation provides 192 bits of encryption strength)

If a moduleonly implements two specific key sizes for Diffi¢ellman, then:
Diffie-Hellman (key agreement; key establishment methodology provides 112 or
128 bits of encryption strengh)
If a module implerants a key establishment scheme with several key sizes for-Bdfiman, MQV,
RSA, EC DiffieHellman or EC MQV then only thenge end points are indicated:

MQV (key agreement; key establishment methodology provides between 112 and
256 bits of encryptionstrength)

! This is an allowed but neBR-800-38Fcompliant key unwrapping, where the key used in key transport is of
equal or greater strength than the unwrapped key and therefetectingth caveat is not required.

2The module does not support RSA key wrapping but does employ RSA key unwrapping withit2048
modulus.

3 This entry may reflect either Scenario 6 or Scenario X2 of IG D.8.
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RSA (key wrapping; key establishment methodology provides between 130 and 180
bits of encryption strength)

EC Diffie-Hellman (key agreement; key establishment methodology provides
between 112 and 256 bits of encryption stngth)

If a module impéments a key establishment scheme of several key sizes and also less than 112 bits of
strength, then only the approved range jgoidts are indicated.

Diffie-Hellman (key agreement; key establishment methodology provides between
112and 256 bits of encrption strength)

If a module supports a key agreement algorithm such that the shared secret computation portion of the key
agreenent is tested for its compliance wii* 80056A and issued a CVL certificate, then an example of
the cerificate annotation wdd be:

EC MQV (CVL Cert. #17, key agreement; key establishment methodology
provides between 128 and 256 bits of encryption strgih)

If, in addition, the module states compliance with another part of the key agreement protochisthen t
alsoshall be cavated in the certificate. For example:

Diffie-Hellman* (CVL Cert. #3 with SP 80656C, vendor affirmed, key agreement;
key establishment methodology provides between 112 and 150 bits of encryption
strength)

EC MQV?(CVL Cert. #17 with CVL Cert. #6, key agreement; key establishment
methodology provides betwer 112 and 192 bits of encryption strength)

If the module supports only a portion of the key establishment scheme and this portion was tested for its
compliance with its associatethsdard (i.eSP 80056A, SP 80056B, SP 800135rev], etc.) and issued

a CVL certificate, then the FIPSpproved Algorithms line would include the CVL certificate but the
Allowed algorithmdine would notinclude the key establishment scheme, since the Viificate covers

the implementation. For exampléthe module only implements the shared secret computation of the
Diffie-Hellman scheme, and this was CVL certified to comply B#h80656A, then the CVL certificate
would be listed on the approvedyatithms line but th®iffie -Hellman wouldnot be listedon theallowed
algorithm line.

If the module supports a key establishment scheme such that part of the scheme has a CVL certificate, but
the CVL certificate does not cover all of the curves or kagssthat the schemmplements, then these

would besplit into separate entries on the certificatme with the approved CVL reference, and the other
without. For example:

EC Diffie-Hellman (CVL Cert. #842, key agreement; key establishment
methodologyprovides 128 or 192 b of encryption strength); ECDiffie -Hellman
(key agreement; key establishment methodology provides 112 or 256 bits of
encryption strength)

If the module supports the key unwrapping algorithms that are not compliarSi80038F then this
shall be anntated in the certificate. Fexample:

AES (Cert. #300, key unwrapping; key establishment methodology provides 128 or
192 bits of encryption strength)

L A key agreement scheme that includes a sheserkt computation validated to SP &BA and a key

derivation function vendeaffirmed to be compliant with either SP 886C or SP 80%6C Revl. The exact

revision versionof SP8 6 C does not need to be shown in the modul
2 A key ageement scheme that includes a shaemlet computation validated to SP &BA and a key

derivation function validated to SP 8235 Revl.
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Triple -DES (Cert. #114, key unwrapping; key establishment methodology provides
112bits of encryption strength)
If AES MAC is implemeted for OTAR, itshall be specified as:
AES MAC (AES Cert. #2, vendor affirmed; P25 AES OTAR)
All other uses of AES MAC are nesompliant andshall only be listed in the security policy (as Ron
complianj.

Note: In all casesthe CMVP report reviewer must ascertain the correctness of the added caveat(s) and the
most accurate wording and the best interpretation to give to the Federal users.

If the Allowed algorithms field is not applicable, mark the fiatdN/A

For nonFIPSapproved algorithms that have names similar to approved security functions, they are
considered nompproved and nenompliant andshall be listed in the security policy but NOT on the
certificate. Theyshallb e d e s c r i-doredd i ansthe @ecunitypolicy so that it is clear the
algorithm implementatioshall not be used in the approved mode of operation.

11. Embodiment Type- the cryptographic modukehall be specified as one of the three typdasilti -chip
Standalone Multi -chip Embedded or Single-chip.

G.14 moved toW.14

G.15moved toWw.2

G.16 Requesting an Invoice Before Submitting a Report

Applicable Levels: All
Original Publishing Date: 05/10/2016
Effective Date: 05/10/2016

Last Modified Date:

Relevant Assertions:

Relevant Test Requirements:
Relevant Vendor Requirements:

Background

NIST Cost Recovery (CR) is currently levied on all 1A, 1B, 3 and 5 submissions. CurrentBRthrocess is
initiated upon receipt of the report submission and typically adds an average of 60 days to the validation
process.

Question/Problem
Can the CR prcess be initiated before the report submission?
Resolution

The following requirementshall be met in order to itiate the CR process before the report submission.
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1 The labsend an IUTA indicating the correct number of modules, overall security level and
submission typeThe IUTA can be submitted without requesting that the module be pladbd on
Implementation Uder Test (IUT)ist. The IUTA must be successfully processed eyRWST CMVP
automated systen(This includes 1A and 1B submission typé&henthe submission isuccessfully
processed, the | ab wi |l IThankgaudor yowr subrasioma.ut omat ed r esp

1 Atany time dter thelab receives the automated respaiostine IUTA,the lab has the option to send
an IUTB to initiate the CR process before submitting the repdren the IUTB is successfully
processed, the lab will reeei an automated respore Thank you for your request. The cost recovery
process for thd submission has been initated Changes to the overall secur
type will not be accepted.

o Ifthe lab sends an IUTB for a 1SUB, it is assumedithiaa 1A or 1B an€R applies.

o If the lab sends an IUTB and then needs to canedhtivice, the lab must send an IUTC.
When the IUTC is successfully processed, the lab will receive the automated response,
fiYour request has been received and wilpbmcessed. If there arany issues in cancelling
the invoice, you will be notifiedo

A Only unpaid invoices can be cancelled.

o No files are required for an IUTB or IUTC. Only a properly formatted subject line is
required.

1 When the cost recovery process tstano changes to ttf&ecurity Level or Submission Type will be
accepted.

1 When the invize is paid, there are no refunds regardless of when the CR process is initiated.

If a report has not been received by 90 days after the IUTB was accepted, thewibdalenoved
to On Hdd and removed from th&JT list. The module can be automaticalgmoved from On Hold
andplaced orthe Modulesln Process (MIPJist by sending the report.

If the lab chooses to not send an IUTB, the CR process will initiate epeiving the report suhission.

G.17Remote Testing for Software Modules

Applicable Levels: land?2
Original Publishing Date: 08/072017
Effective Date: 08/072017
Last Modified Date: 11/30/2018
Relevant Assertions: General
Relevant Test Requiremts:

Relevant VendoRequirements:

Background

Section 4.1.2 o€ryptographic Module Validation Program Management Manual
(http://csre.nist.gov/groups/STM/cmvp/documents/CMVPMM, fhéist update 07 Ma&017) states that the

testing of the Cryptogiphic Module can be performed either by providing the cryptographic module to the

|l aboratory or preparing it for testing aardwarbe vendor
module which ks selfcontained operational environment ayath only be physically located either in the

l aborat ory or itafortestihgeFonaeaftwaseypbographi@ancodule that relies on an

operating environment outside of tidule's logical bouraty, the CMVP Management Manual is unclear

whether it is permissible for the testing to be performed by providing the compiled binary code as software
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cryptographic module to the laboratory but preparing its operating environménefert i ng at t he vend
facility.

Modern day networking enablesettesting and deployment of software remotely GeaeralPurpose

Computer (GPC) that is either not necessary or even not possible to be physically accessible by the human

operator. A vedor may have satellitdevelopment centers or remotely working depeks who test their

software on GPCs located elsewhere via the corporation private intranet. Laboratory personnel conducting
testing at the vendor 6s dpaatirgknvitoymenhat $e testeridbes noehavd up ut |
physicalaccesso and control over. Traveling to the vendor és
remote operating environment not only costs time and money but also does not make a téffarénakdn

the testresults in comparison to performing the testloe same remote operating environment directly from

the laboratory, as long as the network connection (e.g. VPN connection, SSH connection) between the local

test console and the remagst operating enviranent provides the same level of security atinig onsite.

The operational testing requirements of FIPS-24Biould be able to use these technologies in a way that is

practical and secure for all parties involved. This IG is intdriideddress the neefds testing a software

module on a remote oing environment while obtaining the equivalent assurance as if the test were
performed at the vendordés facility.

Question/Problem

Under what conditions can a software cryptographicuteole tested on a rexte operating environment?

Resolution

A software cryptographic moduthall only be tested on a remote operating environment if the following
conditions are met:

1. A software cryptographic module is provided by the vendor to the tabprand its boundarsind
version isverified on screen against the Security Policy.

2. The network access to a remote test operating envirorghelbe authorized and controlled by the
vendor. A 3 party cloud systerthat provides its own operating enviroent such as an opating
system ad hardware upon which the tester has no copadsible examples arAmazon Web
Services Microsoft Azure, and Google Cloudhall not be used. The tester must have control of the
operating environmentduringtesting The | ab &4 rhet womknemut ed t o t he Ve
via a secure VPN connection or SSH connection. If a tester wishes to work offsite per Lab Bulletin
LB-962016 t hen the tester must connect to the | abds
network to test the naule.

3. The operating environment information (e.g. operating system name and version, processor family,
hardware platform model) as requiredlByG.13shall be obtained and verified againséetoperating
environmat information listed on the CAVP algorithm certificates for this module.

4. The tester must initialize, install, and staptthe module while conntstl to the remote operating
environment.

5. If atest harness is usedsitall be revieved or written by théab. It shall beverified to have been
maintained properly with no vendor manipulation prior to its execufiba.test results on the remote
operating environmersthall be captured and transmitted back to lab without the risk ofjbein
modified. The testeshall verify the test harness runs properly on its operating environment. The
tester must verify the integrity of the testing sessismvell as theompleteness and accuramfithe
test results.

6. The vendor may provide assistancelain evidence of g results suchs printing out reports,
taking screenshots or restarting the operating environment as a means to recover from the induced
error state of the cryptographic module.
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7. The remote testinghall cover the same set of FIP8QL2 requirements inalding but not imited to
the following list, as if the operating environment were local to the tester:

a. The services listed in the module Security Policy can be invoked and verified by the tester.

b. For a software module to be validatgd_evel2 or 3 for FPS 1402 Sectim 4.3 the role
based or identitpased authenticatishall be performed and verified by the tester.

c. The failure of seltests and the subsequent transition to an error state where module data

output interfaces areliibited can be obserdeand verified § the tester.
d. The singleuser requirements of AS.06.04 can be verified for Level 1 software module.
e. Entropy can be effectivelgnalyzedand an entropy report can be generated by the lab.
8. The test reporshall documeat how the above coritins are met.

The vendor must provide a signed affirmation Ieibethe labdescribing the remote testing process and access

control mechanism that allows the lab to perform the test on the remote operating environmeateatsther
integrity of the ést results. The lathall provide a signed lettéo the CMVPstating that the module had been
tested remotely, affirming that the vendor provided their affirmation letter, stating what TEs were tested
remotely, and explaininigow the requirements of thi& were met during the remote testing.

Additional Comments

1. Iltis the responsibility of the tester to determine if a module is eligible to be tested remotely. If the

tester cannot demonstrate a test requirement during réastitg, then the modulehdl not be fully

tested remotely. If the tester wishes to test a subset of test requirements remotely, the remaining test

requirementshall be tested onsite.
2. Rule #2 and Lab Bulletin L®6-2016 are subject to change.

3. The tester mudie able to confirm tit the operating environment exactly matches the agreed upon
test environment, including any virtual environments used. A Virtual Machine may not be used in

lieu of an OS, unless the VM has been agreed to be part of the test eeviramah will be listedn
the certificate.

G.18 Limiting the Use of FIPS 188

Applicable Levels: All

Original Publishing Date: 08/16/2019
Effective Date: 08/16/2019
Transition End Date: 09/01/2020
Last Modified Date: 12/03/2019
Relevant Assemins: AS.01.12
Relevan Test Requirements: TE.01.12.0102
Relevant Vendor Requirements: | VE.01.12.0102

Background

FIPS 1862, Digital Signature Standardias replaced bi#IPS 1863 in June 2009 FIPS 1863 was, in turn,
replaced byFIPS 1864 in July 2013. Neverthelesalgorithm testing t&-IPS 1862 has continued in the
following areas:

1 domain parameter validation, public key validation and digitalatigre verification,
9 tested as part of an OEM revalidati@cénarialA), and
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1 RSA signature genation when the modulusngthnlenis 4096 bits.

The latter provision had been reintroduced bec&IR8 1864, as published, does not allow the RSA

modulus bit sizes other than 1024 (later disallowed), 2048, and 3072. Hence the CAVP has developed tests
only for these lengthsf nlen However, later standards, suchS&s800131Arevlpublished in November

2015, allowed the use of any RSA modulus length no snibler2048 bits. Thexesting RSA signature
generation test tBIPS 1862 with nler=4096 was used to providelaast some testing mechanism for this
modulus size.

Question/Problem
Will testing toFIPS 1862 continue to be accepted despite having thedstal itself retired?

Will the CMVP continuevalidating and revalidating the cryptographic modules that haveltforithm
certificates showing the i mpl emeHPSa82?2ons 6 compliance

Resolution

Algorithm testing of signate verification implerentations for their compliance witiPS 1862 will
continue to be allowed (for legacyrposes).

The CAVP will stop validation testing to all other provisiong=?S 1862 on July 1, 2020.0On September
1, 202Q the CMVP will pla@ on the historical $t modules that wer€AVP tested folFIPS 1862 RSA
SigGenwith modulus size lower than 4096 BIPS 1862 RSA KeyGen of any modulus size.

If a module falls into this category above and is headed for the historical list, the magute removed from
this list and remain active (or be moved back to the atiitv&om the historical list if the module submission
is after September 1, 2020), if at least one of the following submission scenarios are followed:

1 1subwhere there are nthanges to the modauilself. The sunset dates will not be extended. A
module may fall into one of the following three 1sub scenarios:
1. The moduledoes not support any provisions that are uniqueR& 1862 in the FIPS
approvednode except possibly fodigital signature vefication andSigGen at 409®its.
Unique, in this context, means that despiteaberlap betweeRIPS 1862 andFIPS 1864
standards, this modul ed6s [RFESA864 Mpdureentationt at i on i
may need to be updat to indicatéhe modile does notitilize FIPS 1862 functionalityin
the approved mode.g. the Security Policy approved algorithms table mag teeeemove
references t&IPS 1862 or otherwise affirms that while testing agaiRtS 1862 was
performel, the module itselfaks not make use of those capabilitehe approved modle
2. New ACVP testing: During this revalidatiome moduleRSA imgementation that was
originally tested again$tiPS 1862 successfully repasses CAVP (ACVP) testingrBS
186-4 without any modications Documentatiorshall be updated to include the new
ACVP certificat es. FIPA 18sfuhatidnalityshall bemgstedefonalint e d
modulus sizes that is supported by the ACVP, including up to-Bi96
3. The vendr movesFIPS 1862 functionality (except for digital signature verification) into
thenonapprovedmode of operation from the approvedae of operationThe labshall
provide assurances thalPS 1862 functionality is not used to meet any FIPS 40
requirements (key gendran, key storage, integrity test, firmware/software loading, etc.) or
IGs (e.glG 1.2for sharing CSPs between modes). Documentation would need to be
updated to indicatthe module does natilize FIPS 1862 functionality in the approved
mode of operation.
1 3subwhere there are security relevant changes to the module. The rules for this 3sub are the same as
defined inlG G.8 and a new ceriifate will be issuedpon validation. For this transition, the
following two 3sub scenarios may apply:
1. Changes were made to the modsllBSA implementation in order to comply wittis
transition ACVP testing taFIPS 1864 is required.
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2. Changes were mado the modulé@self to meet FIPS 14Q requirements even though the
RSA implementation itsethay nothave beemodified. For exampléf moving alevel 3
hardware module EIPS 1862 functionalityinto thenon-approvednode causes thaodule
to fail to meet AS01.04 requireamts(FIPS indicatoy, then the module must addsethis
requirement and would be submitted as a 3sub, as thésurity relevanthange

In the Change Letter, the CST laboratenall indicate which of the above scenario (or a coration of
scenariosjhe module complies with when submitting the fielaion package to the CMVP.

Additional Comments

1. Modules that support testing BdPS 1862 RSA KeyGerwill be moved to the historical list on the date
referenced above (even if tiegf was only conductealt 4096bit modulus) because it is unclear how the
module utilizes this neapproved key generation functionality. However, modules that support testing
FIPS 1862 RSA SigGen only at 4096it modulus size wilhotbe moved to thaistorical list becase
FIPS 1864 SigGen testing at 4096it modulus was not made available until ACVP was later developed
and 4096bit testing was only available FIPS 1862 form via CAVs. So, when a module teste®S
186-4 SigGen for modulus leshan 4096 (2048 and/8072), but only tested SigGen withPS 1862 at
4096 bits, it was assumed to be done as an added assurance rather than claiming compliaSced36
2.

G.19 Operational Equivalency Testing f#¥W Modules

Applicable Levels: All

Original Publishing Dee: 10/23/2019
Effective Date: 10/23/2019
Last Modified Date: 10/23/2019
Relevant Assertions: General
Relevant Test Requirements:

RelevantVendor Requirements:

Background

Currently the CMVP requires full testing of any maelthat the vendor wigls to list on the certificate. This
is to provide the CMVP assurance that the module operates as specified in compliance to the-EIPS 140
standad.

Question/Problem

In the case where a vendor wishes to group multiple hardwarelesad the same repgopand therefore on the

same certificate, under what conditions can the lab peffidimperational testing on one module, dimited
operationatesting on theestof themodules and still provide the assurance that all of theuleedneet the

FIPS1402 st andard? What is the minimum set of #Alimited

Resolution

This IG defineghe following Equivalency Categoriegalled Equivalency Category Xpsed on technology
types either othe modules or used/tthe modules.The technology types listed within each category provide
context as opposed to serving as an exhaustive list.

- Memory/Storage Devices

o HDD, SSD, DRAM, NAND, NOR, ROMSolid State Memory Device, Optical Disk Drive,
Magnetc Tape Drive, USB Flksh Drive

- Field Replaceable and Stationary Accessories
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o Power Supplies

o Fans
Interfaces (I/0O Portshcluding:

o Port Count
Line Card Count
Serial: RS232, RS422, RHEI8
SAS, SATA, eSATA
Fiber Optic, FCoE, Fiber Channel
Ethernet, FireWireDVI, SCSI, USB
Computaional Devices

o Referto CAVS equivalency criteria for guidance
Programmable Logic Devices

0o CPLD, FPGA, PAL

O O O O

For details a the Equivalency Categories, pleaseBalgle G.19.2 This table describes each category,
technologies within&ch category, and their differences as they relate to FIR.140

For modules that have differences within eacthofe categories, thevel of testing required depends on
what the difference actually is. Some differences require analysis only, wtahs ogquire full or limited
regression testing. The following are the general categories of the levels of tastegctually testm
required depends on the Equivalency Category {8b&e G.19.andTable G.19.2:

Analysis Only (AO) for Equivalency Category X: Once the equivalency evidence/argument is
provided andralidated for the Equivalency Category X, there is no additional test other than the proof
of its physical existencequired on a module i the equivalent components in Category X to the
module that has been fully tested under the same validation.

Requried Testing (RT) for Equivalency Category X:

o If a module has some security relevant differences in the Equivaleteya@aX, the
module nust be tested against all of the listed TEs for that categdratite G19.1

o If amodule claims equivalency in multiple categories in comparison to a fully tested module
under the same vdiation, all of the regjred TEs for each claim equivalency categsnyll
be satisfied.

Focused Testing (FT) for Equivalency Category X:

o0 The use of some technologies may introduce Security Relevant differences that cannot be
predicted by this IG. For exaote, Programmable LogiDevices may be used to support the
Cryptographic Module in a number of different ways that are security rel@gnt
authentication). It is up to the lab to determine what section of the standard is affected by
this security releantdifference andpply the regression tests of the corresponding section of
IG G8Table G.8.1' Regression Test Suitd-or other sections not affected by this
difference, Regression Testing gable G.19.1shall be performed.

Complete Regression Testing (CRIF)an equivalency justification cannot be made, all modules,
which lack an equivalency justification must, according to their security level, satisfy each TE listed
in IG G.8Table G.8.1' Regression Test Suite

In each eport where the vendor wishes to claim equivalency, thetali

List the Equivalency Category, and specific component types being claimed in TE.01.08.01. The lab
must justify the compond categorizations. The assumption is that the vendor initiaged t
Equivalency Category argument while the lab performed the analysis.

List the additional testing performed (if any) between the modules. ThisdiBbe providedas an
addendum to theest report.

For example:
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2 devices to be on the saertificate have Hard Drives with different storage capacities, so testing
requirement is Analysis Only, e.g. proof that both modules exist as claimed by the vendor.

2 devices to & on the same certifite have different types of Solid State Memory: e HOR

Flash and the other has NAND. This will require a small selection of testingapler G.19.1
Regression Test Suite Selections.

2 devices to be on ¢hsame certificate have different types of storages has a Hard Disk and the
other has a Solid State Drive. This will require complete regression testimglgerG.8.1

Additional Comments

CMVP

Thelab shall perform fulltesting on at least one module.

This IG only applieso Operational testing of Hardware modules

Physical security testing (section 4.5) is not addressed in this IG for Level 2 and above. In other
words, this IG does not exempt tlad lfrom performing phsical security testing for modules at Level

2 or aboveThis is because the lab needs to examine each module for, e.g., opacity and tamper
evidence, if there are physical differences between the modules.

Components considered equivalenay still affect tk entropy generated within the modules in
different ways. This must be accounted for in the entropy report, if entropy is applicable.

Equivalency considerations of the main processors/CPUs is out of scope of this IG. If the CPU is
different between modak on the same certificate, then the full Regressimt Suite must be run
(e.g.Table G.8.1

Table G.19.1 Regression Test Suite

® Q
QO
& S = e,
5 o 2 o
2 S c 9 C O
AS TE ) " o8 < € =
= U =
58 5 |283| 89
g 'GSJ o % s & S
el Q Ls<g| a3
Section 1Cryptographic Module Specification
AS.01.03 TE.01.03.02 | X | X | X | X
Section 2 Cryptographic Module Ports and Interfaces
TE.02.06.02 X X X
AS.02.06 TE.02.06.04 X X X X
AS.02.13 TE.02.13.03 X X
AS.02.14 TE.02.14.02 X
AS.02.16 TE.02.16.02 X
(Level 3 and 4)
AS.02.17 TE.02.17.02 X
(Level 3 and 4)
Section 3 Role, Services, and Authentication
AS.03.02 TE.03.02.02
AS.03.02 TE.03.02.03
AS.03.12 TE.03.12.03 X
AS.03.13 TE.03.1302
AS.03.14 TE.0314.02 X
AS.03.15 TE.03.15.02 X
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CMVP

o Q
& g > L0
S 228 ©8
AS TE o o | 2SE ES
) + U =
58| 5 |58 3
5 3 o) 3z § gD
=0 = ts<| al
AS.03.17 TE.03.17.02
(Level 2)
AS.03.18 TE.03.18.02
(Level 2)
TE.03.19.02
(Level 3 and 4)
AS.03.19 TE.03.10.03
(Level 3 and 4)
AS.03.21 TE.03.21.02
AS.03.22 TE.03.2.02 X
(Level 2, 3 andl)
AS.03.23 TE.03.23.02
Section 4 Finite State Model
AS.04.03 TE.04.03.01
AS.04.05 TE.04.05.08 X X X
Section 5 Physical Security
Not Applicable
Section 6 Operational Environment
AS.06.05 TE.06.05.01
(Level1 only)
AS.06.06 TE.0606.01
(Levell only)
AS.06.07 TE.06.07.01
AS.06.08 TE.06.08.02 X
TE.06.11.02
(Level2, 3 and 4)
AS.06.11 TE.06.11.03
(Level2, 3 and 4)
TE.06.12.02
(Level2, 3 and 4)
AS.06.12 TE.06.12.03
(Level2,3 and 4)
TE.06.13.02
(Level2, 3 and 4)
AS.06.8 TE.06.13.03
(Level2, 3 and 4)
TE.06.14.02
(Level2, 3 and 4)
AS.06.14 TE.06.14.03
(Level2, 3 and 4)
AS.06.15 TE.06.15.02
(Level2, 3 and 4)
AS.06.16 TE.06.16.02
(Levd 2, 3 and 4)
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AS.06.17 TE.06.17.02
(Level2, 3 and 4)
TE.06.22.02
(Level3 and 4)
AS.06.22 TE.06.22.03
(Level3 and 4)
TE.06.24.02
(Level3 and 4)
AS.06.24 TE.06.24.03
(Level3 and 4)
AS.06.25 TE.06.25.02
(Level 3 and4)
Section 7 Crypgographic Key Management
AS.07.01 TE.07.01.02 X
AS.07.02 TE.07.02.02 X
TE.07.15.02
AS.07.15 TE.07.15.03
TE.07.15.04
AS.07.25 TE.07.25.02
AS.07.27 TE.07.27.02
AS.07.28 TE.07.28.02
AS.07.29 TE.07.29.02
AS.07.31 TE.07.31.04
(Level3 and 4)
AS.07.39 TE.07.39.02
AS.07.41 TE.07.41.02 X X X
Section 8 EMI/EMC
Not Applicable
Section 9 Self Tests
AS.09.04 TE.09.04.03
AS.09.05 TE.09.05.03
AS.09.09 TE.09.09.02 X X X
AS.09.10 TE.09.10.02
AS.9.12 TE.09.12.02
AS.09.22 TE.09.22.07 X
AS.09.35 TE.09.35.05
TE.09.40.03
AS.09.40 TE.09.40.04
AS.09.45 TE.09.45.03
AS.09.46 TE.09.46.03
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Section 10 Design Assurance
AS.10.03 TE.10.03.02 | X | | |

Section1l Mitigation of Other Attacks

Not Applicable
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G.20Trackingthe Component Validation List

Applicable Levels: All

Original Publishing Date: 08/12/2020
Effective Date: 08/12/2020
Last Modified Date: 08/28/2020

Transition Date

12/31/20D1 See badw
12/31/204 7 See bow

Relevant Assertions:

AS.01.12

Relevant Test Requirements:

TE01.12.0104

Relevant Vendor Requirements:

VE01.12.0104

Background

In response to vendor and user requirements, the CAVP have identified several componeafgpodvtied
algorithms tlat they can test. When these components are successfully tested the vendor is issued the CVL
(Component Validation List) certificates.

The reasons for introducing and testing these algorithm components differ. It can be thwatuteep@rforms
only ashared secret computation shown in the original versi@Pd30056A or only a key derivation
procedure of a key agreement scheme, aad¢hdor wants to test and receive the credit for the correct
implementation of this componenAlternatively, it carbe that the module performs both the shared secret
computation and the key derivation and each of these two functions is compliamevithtbe standards and
can be tested but the overall key agreement scheme is not approvasl tuediesult, is naéstable.

In another example, the module may perform a cryptographic signature generation computation without
computing the hash of theessage as this hash has already been precomputed by another entity. Component
testing allows oe to verify the cormeness of the remaining portion of the signaiyeeerating routine.

Question/Problem

How to find the available testable componentsefdpproved algorithms? Which documents specify the
functions that each of these components$gpers?

Resolution

The f ol | owi

ng comp

onents can

be

tested

and documented

1. A shared secret computation per Section 6 of the original publicat®R 80056A covering both the

FFC and the ECC schemeBhenmo dul e 6 s

Sestali statetwhich Rioctionatitysuch as, the

Full Unified Model, C(2, 2, ECC CDH) or a Hybrid ORtow C(1, 2, FFC DH))s covered by the CVL.

2. An ECC CDH primitive from the original publication 8P 80056A. The test perform$ie
multiplication of apoint on a NISTrecommended elliptic curve by an integer and verifies that-the x
coordinate of theasulting point has been computed correctly. The integer in question is defBiéd in

o f ate kbyda artd the dureedd Spctmrtot y 6 s pr i v

3. An RSA (PKCS1vl.5 and PSS) or ECDSA signature generatiorHeg 1864 without the computation
of a hash which is presumed to have already been computed.

80056Aas a

product

For RSA, the test verifies the correctness of the BRg#onentiation when piermed as part of the digital
signature generation. The test uses the integestandn, wheren is an RSA modulug] plays the role
of the private RSA key anuh stands for the quantity based on the message to be signtd séected
approved hastuhction and the chosen RSA signature scheme (PKQSlor PSS). The primitive
computes & [ | A& andis described iRKCS#1 v2.1: RSA Cryptography Standard, RSA
Laboratories, June 14, 200Rection 5.2.1a. If thevalue issuccessfully verified, the test passes.
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There is also a test for a signature generation component (no maghtata) using the Chinese
Remainder Theorem (CRT). This method of signature generation is described in the same standard,
Section 5.2.1b.

Forthe ECDSA signature generation component, the test is the same as when the full ECDSA signature
generation algrithm is tested except that the supplied messages are viewed as being already hashed,
therefore no further hashing is performed. A binary gtrapresenting the hash is supplied to the test.

The length of the supplied string is not tested for beinglvaFa details, please see the following CAVP
publication:https://csrc.nist.gov/CSRC/media/Projects/Cryptograptiorithm-Validation-
Program/documents/dss2/ecdsa2vs, [&Hction 6.4.1.

4. An RSA decryption operation using an exponentiation for key encapsulatiorgcifieshin Section
7.1.2.1 ofSP 80056B published in August 2009 and in the section of the same numberly7df.2P
800-56Br2 published in March 2019.

As of August2020, there is no test for the decryption operation using the CRT, as shownam Secti
7.1.2.3.

5. The key derivation functions from the following protocols and standards documeRBD0135 Rev
1: IKEv1, IKEv2, TLS 1.0, 1.1 and 1.2, SSHv2, SRTP, SNMPv3, TPMv1.2, ANSI X2083 KDF and
ANSI X9.42-2001 KDF.

6. The TLS 1.3 key derivatiofunction documented iBection 7.1of RFC 8446.

7. The key confirmation functionality described in the standards for the key agreement and key transport.
The key confirmation can be uniémal or bilateral. See Sections 5.9 and 6.3 SRPB0056A Rev3and
Sections 5.6, 8.2.3, 8.3.3 and 9.2.66f80056B ReV2. Key confirmation may be tested as a stalwhe
function or as part of an erid-end testing of a key establishment schemehdrformer case, a tested
key confirmation is documented as a CVL.

The Security Policyghall individually list thetested components shown in timo d u C\A &estificatesthat
may be calledluring the operation of the module.

Additional Comments

1. Thetesting of compliance t8P 80056A Rev3will consist of testing of each of the shared secret
computation schees defined in Section 6 of this standard and implemented by the module. S®hile
800-56A Rev3further shows how to apply the key derivation fiimes defined irSP 80056C Revl] the
computation of a shared secret is viewed as a core functionality dafisEti80056A Rev3 Therefore,
testing of this computation is not viewed as fAcompc
passes thegests, it will be awarded an algorithoartificate, KASSSC, rather than a CVL certificate.
This IG does notover the KASSSC testing.

2. Atthis time, no algorithm components are selected for vendor affirmation. This might change, as the
CMVP may start tying vendors an opportunity to affirrhé correct implementation of a component of a
cryptographic algorithm tere the entire approved algorithm has not been implemented in the module.

3. The use of the CVL certi fi c a ttheacompdnentof ansghensen al gor i t t
defined in tke original publication oEP 80056A (Resolutionl and 2 above} subgct tothetransition
rule announcgin SP 800131A Rev2 These CVL certificatewill become obsolete aftBrecember 31,
2021. Newreportsubmssiong3SUB and 5SUBYith these CVLs Wi not be accepted paBtecember
31, 2020

4. The details of the CAVP coponent testing are providedtdtps://csrc.nist.gov/Projectsyptographie
algorithmvalidationrprogram/Componesitesting

5. Refer tolG 9.4for the applicability of seltests to the tested components that have been issued the CVL
certificates.

CMVP 62 05/04/2021


https://csrc.nist.gov/CSRC/media/Projects/Cryptographic-Algorithm-Validation-Program/documents/dss2/ecdsa2vs.pdf
https://csrc.nist.gov/CSRC/media/Projects/Cryptographic-Algorithm-Validation-Program/documents/dss2/ecdsa2vs.pdf
https://tools.ietf.org/html/rfc8446#section-7.1
https://csrc.nist.gov/Projects/cryptographic-algorithm-validation-program/Component-Testing
https://csrc.nist.gov/Projects/cryptographic-algorithm-validation-program/Component-Testing

Implementation Guidance for FIPS PUB 12@nd the Grptographic Module Validation Program
National Institute of Standards and Technology

Sect r@my dt ographic Modul e Specif

1.1 Cryptographic Module Name

Applicable Levels: All

Original Publishing Date: 02/27/2004

Effective Date: 02/27/2004

Last Modified Date: 02/27/2004

Relevant Assertions: AS.A.05,AS.0.08 andAS.@..09

Relevant Test Requirements: TEO01.08.03,04 and 05 and TE01.09.01 ang
Relevant Vendor Requirements: | VE.(01.08.03 and/E.(1.09.01

Question/Problem
How shall the name of a cryptographic module relate to the defined cryptographic boundary?
Resdution

The provided name of the cryptographic module (which will be on the validation certifibatepe
corsistent with the defined cryptographic boundary as defined in the test report.

It is not acceptable to provide a module name that represemgdudethat has more components than the
modules defined boundary. If it is desired to have a name that gwesem®t a larger entity, then the
cryptographic boundary must be consistent. All components residing within the cryptographic boundary must
eithe be ircluded AS.01.09 or excludedAS.01.09 in the test report.

Additional Comments

Example: The providedame of a cryptographic module is figypto Card However, the defined

cryptographic boundary in the test report is a small black encapsulatgdmentplaced in one corner of the
card. The named card also has additional components that were not ref¢esgceatteries, connectors). If

the defined boundary in the test report specifid_Ythe black encapsulated component, it is clearly NOT the
CryptoCard. A unique different namghall be provided to be consistent with the defined boundary. To
represehthe entire card, the boundary must be redefined and must include all the components and address
them properly (include/exclude).
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1.2 FIPSApprovad Mode of Operation

Applicable Levels: All

Original Publishing Date: 03/15/2004

Effective Date: 03/152004

Last Modified Date: 05/02/2012

Relevant Assertions: AS.1.02,AS.0.03 andAS.1..04

Relevant Test Requirements: TE01.03.0102 andTE01.01.01-12

Relevant Vendor Requirements: | VE.Q1.03.0202 andVE.(1.04.0%
02

Definition

Approved mode of operah: a mode of the cryptogphic module that employs onlgaroved security functions
(not to be confsed with a specific mode of ap@oved searity function, e.g.AES CBC mode).

Question/Problem

Are there any operational requirements when switchingdsst mods of operation, either from approved
mode of operation to a neapproved mode of operation, or vice versa?

Resolution

CSPgefined inan pproved mode of operatiarnall not be accessed or shared while in aapprovel mode
of operationCSPsshall not be generated while in a nrapprovel mode.

Note: An provedDRBG may be used in a neapproved modetHowever,the pprovedDRBGsseal or seed
key shall not beaccessed or shared in the rapproved mode.

Additional Comments

Preventing the aces or sharing of CSPs mitigates the risk of untrustadlimey of CSPs generated in an
approved mode of operation.

Examples:

- amodulemay not @nerate keys in a neapproved mode of geration and then switch to appaoved
mode of operation and use thengrated keys for jgproved services. The keys magve been
generated using nespproved methods and their integrity and pratectannot be assed.

- amodule may not electronically irop keys in plaintext in a negpproved mode of operation and
then swichto an @proved mode of ggration and use those keys fppeoved services.

- amodle may not generate keys in gopaoved mde of opeation and then switch to a neapproved
mode of operation angse the generated keys for rapproved services. Thetegity and the
protection of the pproved keg cannot be assured in the repproved mode of operation
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1.3Firmware Designation

Applicable Levels: All

Original Publishing Date: 04/28/2004
Effective Date: 04/28/2004
Last Modified Date: 06/12/2010
Relevant Assertions: AS.A.01
Relevant Test Requirements:

Relevant Vendor Requirements:

Background

Cryptographic modulethe set of hatware, software,ra/or firmware that implementpproved security
functions (including cryptographic algoritlsnand key generation) and is contained within the cryptographic
boundary.

Firmware the programs and data components of a cryptographic mibdlare stored in hardware (e.g.,
ROM, PROM, EPROM, EEPROM or FLASH) within the cryptographic boundary antbtée dynamically
written or modified during execution.

Theoperational environmerdf a cryptographic module refers to the management cfafteare, firmware,
and/or hardware components required for the module to operate. The operational envicanrbenton
modifiable (e.g., firmware contained in ROM, or sadte contained in a computer with 1/0 devices disabled),
or modifiable (e.g., firrvare contained in RAM or software executed lgeaeralpurposecomputer).

A limited operational environmemgfers to a static nemodifiable virtual operational environmi(e.g.,
JAVA virtual machine on a neprogrammable PC card) with no underlyirengral purpose operating system
upon which the operational environment uniquely resides.

If the operational mvironment is a limited operational environment, the operatyistem requirements in
Section 4.6.1 do not apply.

Question/Problem

How shall a softwarecryptographic module running on a limited operational environment be designated as?
Resolution

If the Operational Environment is a limited operational environmert,isindicated as NA on the certificate,
then the cryptographic moduté&all be designated as irmware module.

Additional Comments

- The reference tested OS must be indicated on the validartficate for all software and firmware
cryptographic moduke It will be referenced on the CMVP validation list web page as follows:

o If the Operational Environment is applicabl@perational Environment: Tested as meeting
Level x with ...

o If the Operational Environment is NATested: ...
- For anoverallLevel 2 3, or 4moduleor where FIPS 14Q Section 4.%hysical Securitys Level 2,3 or
4, the reference hardware platfomith appropriate specific versioning informatiosed during

operatioral testingshall also be listedThe certificate cawatshall minimally indicate:When operted
only onthe specific platforms specified on tertificate
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- For JAVA applets, the tested JAVA environment (JRE, JVM) and operating system need to be specified
for all Security Levels.

PerlG G.5 porting of software modules is only applicable to modajerating on &eneralPurpose
Computer (GPC) and when the Oper at ivalidadiohwilEbevi r on ment |
maintained if no changes are madeainderlying source code.

If the operational environment is not applicable, a firmwarduteat overall Level 1 (with FIPS 14D

Section 4.%Physical Securitat Level 1)and its identified tested QB8gether may be ported from one platform

toanot her platform while micedh&oni hgr mivar modobdedbsdsal
applets, the firmware module, its identified tested OS tla@dested JAVA environment (JRE, JVM) mhbst

moved together when porting from one platform to another platform in order to maintain thednedule

validation.

For dl other cases, the validation of the cryptographic module is not maint&ipeded

1.4 Binding of Cryptographiélgorithm Validation Certificates

Applicable Levels: All

Original Publishing Date: 01/21/2005
Effective Date: 01/21/2005
Last Modified Date: 07/152011
Relevant Assertions: AS.A.12
Relevant Test Requirements: TEO01.12.01
Relevant VendoRequirements: VE.(L.12.01

Background

Cryptographic algorithm implementations are tested and validated under the Cryptogtgptithm
Validation Program (CAVP). The cryptographic algorithm validation certificate states the nawersiod
number of the validatealgorithmimplementation, ad the tested operational environment.

Cryptographic modules are tested and vadidainder the Cryptographic Module Validation Program
(CMVP). The cryptographic module validation certificat@#as$ the name and version number of the validated
cryptogrghic module, and the tested operational environment.

The validation certificate seeg as a benchmark for the configuration and operational environment used during
the validation testing.
Question/Problem

What are the configuration control and operati@mvironment requirements for the cryptographic algorithm
implementation(s) embeddedthin a cryptographic module when the latter is undergoing testing for
compliance to FIPS 14P?

Resolution

For a validated cryptographic algorithm implementation teitmedded within a software, firmware or
hardware cryptographic module that undergessirig for compliance to FIPS 1420 the following
requirements must be met:
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the implementation of the valigat cryptographic algorithm has not been modified upon riaten
into the cryptographic module undergoing testing; and

the operational environemt under which the validated cryptographic algorithm implementation was
tested byCAVP must be identical to thoperational environment that the cryptographic module is
being tested under by theST laboratory.

Additional Comments

1.

CMVP

What are examples of aperational environment change?

If an implementation has been tested on dnitprocessor (e.g. 38it, 64-bit), can a claim be made
that theimplementation also runs on different bit size processors?

No. An example: An algorithm implementation wastésl and validated on a-B# platform.This

was used in a previous -2t version of a software module thahswalidated for conformance to
FIPS140-2. Now the software module is undergoing testing on-gi6glatform.This software
modulecannotoperade on a 3zbit platform without change. In this case the operational environments
are not the saméhereforethe algorithm implementations mus retested on the 68it platform.
Memory size, processor frequency, etc. are not relevant.

If an implemetation has been tested on one processor, can a claim be made that the implementation
also runs on a different@cessor when it is submitted farodule testing?

The answer to this question is dependent orsdicarity assuranceelel ofthemodule validabn and
on whether or not the two processors aréigecturally compatible or not.

If the module is being valated as a Level 1 validation atigt two processors are architecturally
compatible platforms, the answervies.For example, if a Level 1 sefare module is undergoing
testing under Windows 2000 on a DellGatewayPro PC, but the algorithms were teétadiows
2000 IBMHPClone PC, thegdrithm validations do not need to betested as both the
DellGatewayPro and IBMHPClone PC's are considereinke@l Purpose Computers (GPC).

If the two processors are not architecturally compatible, then algorithnatiatidests need to be

rerun on bth processord-or example, a firmware module is undergoing testing on a BlueLiteing
processor running Handy @5.0. The underlying algorithm implementation was tested on a SlowJoe
Processor running Handy OS v0.2. In sasech as this, the algorithm fiware implementations

must be rdested.

If a Level 2 software module is undergoing testing under an evalopézdting system (OS) and
specific platform identified by the evaluation and there is no extensibility prouigednderlying
algorithm implematations must be tested under the exact same operational environment (platform
and OS).

If an algorithm implerentation has been tested on one operating system, can a claim be made that the
implementation also runs on ahet operating system when itdensideredor module testing?

No, the algorithm implementation must have been tested on every operatingdgstesd by the
software module at Level The algorithm certificate may include other operating systems #s wel
but they are not relevant toetlmodule under tedtor example, if a Level 1 software module is
undergoing testing under Windows 2000, Windd®8 and Linux, the underlying algorithm
certificates must indicate at a minimum that the algorithms wereltestier Windows 2000,
Windows 98 ad Linux.

Another example: A vendor may-use algorithm implementations between like operational

environmentsHowever,if the algorithm implementation testing was only performed on Windows
2000, and the algorithm implemtation is to be rased in a sdfvare module undergoing testing
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4.

6.

under Windows XP, the algorithm implementations must Hesed under WindowsP.

Who is responsible for finding out what operational environment (processor, operating system) the
algorithm implementation is tested ortlife testing is done by the vendor and not t6& Cab?

If algorithm testing is not performed directly by th8TCLab (i.e., if test vectors are provided to the
vendor), the ST Lab is responsible for asking the vendostipply the operating environment
(processor and/or operating system) on which they ran the algorithm implementation and with which
they generatethe RESPONSE filestisthe ST Labs6 responsibility to
RESPONSE files wereegierated using the specified operating environment.

If an algorithm is implemented in HDL on a Field Programmable Gate Array (FPGA) device and
there is no underlying "OS" impteented in the FPGA, can the algorithm implementation be
classified as firmwarand, when validated, ported as is to other FPGAs and still be considered
validated?

No. We do not validate HDL (which is equivalent to sourade).The algorithm implementatio
would be validated in the FPGA as hardware.

Once the FPGA device is valigat one could take the HDL on this FPGA and reuse it in creating a
new FPGAIf this were done, the algorithm implementations would need to llkated on the new
hardware becae they would be considered as new hardware implementations.

Additional information regarding operational environment can be found i€&\¢P FAQ GEN.12

1.5 moved tAA.1

1.6 moved tAA.2

1.7 Multiple ApprovedModes of Operation

Applicable Levels: All

Original Publishing Date: 09/12/2005

Effective Date: 09/12/2005

Last Modified Date: 05/02/2012

Relevant Assertions: AS.1.03 andAS.A.04

Relevant Test Requirements: TE0103.0:02 and TE01.04.002

Relevant Vendor Requirements: | VE.QL.03.0102 andVE.(1.04.0%
02

Background

FIPS 1402 Section 4.1does not preclle a vendorrbmimplementing more than on@proved mode of
operationin a cryptographic module. Arpproved node of operationlG 1.2 employs the set @pproved
security functions which are associated with theoservices and CSPs implemented in the module. A
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module may be desigd to employ multiple definegppproved mdes of operation, where each defined mode
empl oys a s ub s epprowedsectrity &unctioosgdservicedand GEPs. An example of a module

with multiple approved modes of operation is one where the module supports a primary mode that employs all
of theapproved security functions, services and CSPs of the module to personaéiagpahe module, as

well as a secondary moggich employs oly a subset of gproved security functions for normal operation

and use

Question/Problem

May a modulemplemat more than one definegaroved modes of operation, each employrdgefined set
or subset of themproved security functions? What are theuisements for a made to implement more than
one gproved modes of operatidn

Resolution

A cryptographic mod@ may le designed to support multiplp@oved modes of operation. For a
cryptograplic module to implement more than onpproved modes of operan, the followingshall apply:

1 the security policyshall contain the following information describirgch gproved mode of
operation implemented in the cryptographic module:

o the definition ofeach @proved mode of operation;

how each pproved mode ofjeration is configured;

the services available in eaghpaoved mode of operation;
the algorithmaused in eachpproved mode of operation;
the CSPs used in eacpproved mode of operation; and

0 the selftests performed in eaclpproved mode of operation;

O O 0o

91 upon reconfiguration from on@pprovel mode of operation to another, the cryptographic module
shall reinitializeand perform all poweup selftests associated with the nepprovel mode of
operation:

0 at a minimum, poweup selftestsshall be performed otheapprovel security functions
used in the new selectegprovel mode of operation as specifiedRIPS 142 Section 4.9
including AS06.08in FIPS 1402 Section 4.6.1 (if applicable), and

0 powerup selftestsshall be performed in the new selectgabrovel mode of operation
regardless if it had been performed in a paipprovel mode of operation.

To confirm thecorrect operation of the several defirmabrovel modes of operation, the tesséall:
1 verify the documentation describing eagprovel mode ofoperation;

1 use the vendor provided instructions described in thepnoprietary security policy to invoke dac
approvel mode of operation;

1 verify that, for eaclapprovel mode of operation, only the security functions employed for that
approvel mode of opration areaccessible and that security functions not implemented for that
approvel mode of operation are naind

1 verify that the requirements 8§5.01.03and/orAS.01.04are met for eachpprovel mode of
operation.

Additional Comments

CSPs may be shatdetween mitiple approvel modes of operation
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1.8 Moved toW.13

1.9 Definition and Requirements of a Hybrid Cryptographic Module

Applicable Levels: Level 1

Original Publishing Date: 03/10/2009

Effective Date: 03/10/2009

Last Modified Date: 03/19/2010

Relevant Assertions: AS.1.01 andAS.A..08
Relevant Test Requiremts:

Relevant Vendor Requirements:

Background

Cryptographic modulethe set of hardware, software, and/or firmware that implenagmi©vel security
functions (including cryptographic algorithms and key generation) and is contained within thgraypto
boundary.

Software the programs and data componeithin the cryptographic boundary, usually stored on erasable
media (e.qg., disk)hiat can be dynamically written and modified during execution.

Firmware the programs and data components afy@tographic module that are stored in hardware (e.g.,
ROM, PROM, EPROM, EEPROM or FLASH) within the cryptographic boundary and cannot be ayhgmi
written or modified during execution.

Firmware DesignationlG 1.3
Question/Problem
Define what ahybrid cryptographic mdule is and specify the requirements applicable to this module type?

Resolution

A hybrid cryptographic module is a special type of software or firmware cryptographic module that, as part of
its composition utilizesdisjoint special purposeryptographichardwaré componentsnstalled within the

physical boundary of the GPC or opéargtenvironmentA hybrid cryptographic module implemented as
disjointhardware and software components isrdsfias a Softwasdybrid. A hybrid cryptographic module
implemented adisjointhardware and firmware components is defined as Firmttgbeid.

In addition to the requirements applicable to a softwareor firmware cryptographic module, the
following requiements are also applicable to the additiengbtographichardware of théybrid
cryptographic module:

1 Cryptographic Module SpecificatioAll the components of theybrid cryptographic module must be
fully specified by type, part numbers and version nensh

o Manufacturer and model of the special purpose hardware component(s) and platform(s) on
which testing was performed;

0 Operating system(s) onhich testing was performed; and

A If SoftwareHybrid: modifiable operatig system

! e.g. cryptographic hardware accelerator cards, cryptographic hardware chip(s), etc.
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A If Firmware-Hybrid: the limitedor nonmodifiable operating system
o All additional special purpose hardware and firmware components as applicable

1 Cryptographic Module Ports ariterfacesBy policy, all statusandcontrol ports and interfaces the
hybrid cryptographic modulghall bedirected through the software component logical interface if a
software module (controlling component), and through the firmware interfadenfveare module
(controlling component);

1 Roles, Services and Authentiican: All the services provided bhe @mpositeof thehybrid
cryptographic module must be specified;

1 Physical SecurityFIPS 1462 Section 5 Physical Securitys applicabldor ahybrid modulesince a
hardware component is specified as part of the hybrid composite

1 Cryptographic Key Managesnt Key exchanged within the boundary of the GPC or operating platform
and between two or more components ofttylerid cryptographic module maye transfered in plaintext;

1 Self-Tests Selftests requirements are applicable to all components diytiréd cryptographic module;
0 A strong integrity tesshall be performed on the software component,

o A firmware integrity testAS.09.22 shall be peformed on ay applicable special purpose
firmware component, and

o All other applicable poweup or conditionaldsts are applicable to all components as
required.

1 Security Policy The security policy must specify all the components ohghwid cryptograplic module
by type, part numbers and version numb&he security policy must contain a picture of the hardware
components of the modul€he security policy must specify all the services andsarigices provided by
each component of theybrid cryptograic module.

1 Operational EnvironmenFEIPS 1402 Section 6 The operating system requirements maybglicable
for ahybrid module.

o If the module is a &twareHybrid module; this section is applicable; or
o If the module is a ifmware-Hybrid module; thissection is not applicable.
IG G.13provides information guidance drow to complete the FIPS certificate for a hybrid module.
Additional Comments
Hybrid cryptographic modules shall be only applicabk at FIPS 1462 Level 1.
The hybrid cryptographic module may be ported to other compatible environmelE&®Er

Changes tany component of thaybrid cryptographic module require thevalidation of the complete
module as petG G.87 Revalidation Requirements

The hardwareomponents and applicable firmware components diybeid module are considered an
extension of the software or firmware module to perforncoelkerate cryptographic operatiofrsahybrid
module, the hardware components can only exchange &6Rntol informationwith the controlling
software or firmware @mponent of the module.

1.10 moved té\.3
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1.11 moved t®d.1

1.12 moved tcC.1

1.13 moved tA.4

1.14 moved tA.5

1.15 noved toA.6

1.16 Software Module

Applicable Levels: All

Original Publishing Date: 12/23/2010

Effective Date:

Last Modified Date: 12/23/2010

Relevant Assertions: AS.1.01,AS.0.06,AS.d..08,

AS..09,AS01.14,AS.®.01,
AS.6.02,AS.®.22,AS.(®.34,
AS.®.35 andAS.1.02

Relevant Test Requirements:
Relevant \éndorRequirements:

Backgroundi FIPS 1402

Cryptographic modulethe set of hardware, software, and/or firmware that implenagmi©ve seurity
functions (including cryptographic algorithms and key generation) and is contained within the cryptograp
boundary.

Software the programs and data components within the cryptographic boundary, usually stored on erasable
media (e.g., diskthatcan be dynamically written and modified during execution.

Theoperational environmerdf a cryptographic made refers to the management of the software, firmware,
and/or hardware components required for the module to operate. The operationahegrvican be non
modifiable (e.g., firmware contained in ROM, or software contained in a computer with 1/O diisaialed),

or modifiable (e.g., firmware contained in RAM or software executeddsnaralpurposecomputer).

A modifiable operational enviranentrefers to an operating environment thatybe reconfigured to

add/delete/modify functionality, and/orayinclude general purpose operating system capabilities (e.g., use of
a computer O/S, configurable smart card Of§yrogrammable firmware). Opating systems are considered
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to be modifiable operational environments if software/firmware components caodifeethby the operator
and/or the operator can load and execute software or firmware (e.g., a word processay tiratincluded as
part of he validation of the module

If the operational environment is a modifiable operational environment, thatiogesystem requirements in
FIPS 1402 Section 4.6.Ehall apply.

FIPS 1402 DTRi Software

AS.01.01: (Levels 12, 3, and 4) The cryptographt moduleshall be a set of hardware, software,
firmware, or some combination thereof that implements cryptograhic functions or processes, including
cryptographic algorithms and, optionally, key generation, and iontained within a defined
cryptographic boundary.

AS.01.06: (Levels 1, 2, 3, and 4) If the cryptographic module consists of software or firmware
comporents, the cryptographic boundaryshall contain the processor(s) and other hardware components
that store and protect the software and firmware conponents.

AS.01.08: (Levels 1, 2, 3, and 4) Documentatiahall specify the hardware, software, and firmware
components of the cryptographic module, specify the cryptographic boundary surrounding these
components,and describe the physical configuration bthe module.

AS.01.09: (Levels 1, 2, 3, and 4) Documentatiashall specify any hardware, software, or firmwaie
components of the cryptographic module that are excluded from the security requirements of this
standard and explain the rationale for the exalision.

AS.01.14: (Levels 1, 2, 3, and 4) Documentaticshall specify the design of the hardware, software, and
firmware components of the cryptographic module. Highlevel specification languages for
software/firmware or schematics for hardwareshall be ued to document the design.

AS.06.01: (Levels 1, 2, 3, and 4) If the operational environment is a modifiable emtional environment,
the operating system requirements in Section 4.6shall apply.

AS.06.02: (Levds 1, 2, 3, and 4) Documentatiorhall specify the operational environment for the
cryptographic module, including, if applicable, the operating systemraployed by the module, and for
Security Levels 2, 3, and 4, the Protection Profile and the CC assuranievel.

AS.09.22: (Levels 1, 2, 3, and 4) software/firmware integrity test using an error detection code (EDC)
or Approved authentication technique (eg., an Approved message authentication code or digital
signature algorithm) shall be applied to all vdidated software and firmware components \ithin the
cryptographic module when the module is powered up.

AS..34: (Levels 1, 2, 3, and 4) If software dirmware components can be externally loaded into the
cryptographic module, then the following softwae/firmware load testsshall be performed.

AS.09.35: (Levels 1, 2, 3, and 4) An Approved authentication technique (e.g., an Approved message
authentication code, digital signature algorithm, or HMAC) shall be applied to all validated software
and firmware components when the components are exterialoaded into the cryptographic module.

AS.14.02: (Levels 1, 2, 3, and 4) The cryptographic module securipplicy shall consist of:

a specification of the security rules, under which the cryptographic modulehall operate, including the
security rulesderived from the requirements of the standard and the additional security rules imposed
by the vendor.
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Question/Problem
How is asoftwae cryptographic module defined?
Resolution
A softwaremodule is a cryptographic module implemented entirely in exieleuta linked codexecuting in a
modifiable operational environment.
A The physical boundary of a software mimlis the platform whickhe software and operating system
reside peAS.01.01andAS.01.06

A The logical boundary of a software module is thérebd set of software components that implement
the cryptographic mechanisms. The logical boundary is whotiyained within the physi¢
boundary.

A All components of the cryptographic modsleall be defined peAS.0L.080r excluded per
AS.01.09

A FIPS1402 Section 4.2efines the physical ports and logical interface requirements. A software
modules logical irdrfaceshall be definedIf applicable, physical ports that map to logical interfaces
shall be defined.

A FIPS 1402 Section 4.5nay be marked natpplicable (NA) fora softwaremodule.

A The powetup approve integrity testhall be performed over the definedftwareimages) within
the cryptographic module logical boundary (RE&.01.01andAS.01.06 perAS.06.08

A The loading of software within thaefined logical boundarghall meetAS.09.3435 and guidance in
IG 9.7

1.17 Firmware Module

Applicable Levels: All

Original Publishing Date: 12/23/2010

Effective Date:

Last Modified Date: 12/23/2010

Relevant Assertions: AS.(.01,AS.0.06,AS.d.08,AS.01.09,

AS.0.14,AS.6.01,AS.®6.01,AS.6.02,
AS.(®.22 AS.®.34,AS.®.35 and
AS.14.02

Relevant Test Requirements:
Relevant Vendor Requirements:

Backgroundi FIPS 1402

Cryptographic modulethe set of hardware, software, and/or firmware that implena@movel security
functions (including crypto@phic algorithms and key generation) and is contained within the cryptographic
boundary.

Firmware the programs and data components of a ogypphic module that are stored in hardware (e.g.,

ROM, PROM, EPROM, EEPROM or FLASH) within the cryptograptoatdary and cannot be dynamically
written or modified during execution.
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Theoperational environmerdf a cryptographic module refers to thenagement of the software, firmware,
and/or hardware components required for the module to operate. The opértidronment can be non
modifiable (e.g., firmware contained in ROM, or software contained in a computer with 1/O devices disabled),
or modifiable (e.g., firmware contained in RAM or software executed dpgreeralpurposecomputer).

A limited operatiol environmentefers to a static nemodifiable virtual operational environment (e.qg.,
JAVA virtual machine on a neprogrammable PC card) witto underlying general purpose operating system
upon which the operational environment uniquely resides.

If the operationalmvironment is a limited operational environment, the operating system requiremelRSin
1402 Section 4.6.1 do not apply.

FIPS 1402 DTRT Firmware

AS.01.01: (Levels 1, 2, 3, and 4) The cryptographic modukhall be a set of hardware, sitware,

firmwar e, or some combination thereof that implements cryptographic functions or processes, including
cryptographic algorithms and, optionally, key generation, and is contained within a defined
cryptographic boundary.

AS.01.06: (Levels 1, 2, 3, ah4) If the cryptographic module consists of software or firmware
components, the cryptographic boundaryshall contain the processor(s) and othehardware components
that store and protect the software and firmware components.

AS.01.08: (Levels 1, 2, 3,rd 4) Documentdion shall specify the hardware, software, and firmware
components of the cryptographic module, specify the cryptographic boundargurrounding these
components, and describe the physical configuration of the module.

AS.01.09: (Levels 1, 23, and 4) Docunentation shall specify any hardware, software, or firmware
components of the cryptographic module that are excluded from the sedty requirements of this
standard and explain the rationale for the exclusion.

AS.01.14: (Levels 1, 2, 3, and) Documentationshall specify the design of the hardware, software, and
firmware components of the cryptographic module. Highlevel specification languages for
software/firmware or schematics for hardwareshall be used to documet the design.

AS.06.01: (Levels 1, 2, 3, and 4) The cryptographic modulghall employ physical security mechanisms
in order to restrict unauthorized physical access to ta contents of the module and to deter unauthorized
use or modification of the modulgincluding substitution of the entire module) when installed.

AS.06.01: (Levels 1, 2, 3, and 4) If the operational environment is a modifiable operational environment,
the operating system requirements in Section 4.6shall apply.

AS.06.02: (Levels 12, 3, and 4) Documentatiorshall specify the operational environment for the
cryptographic module, including, if applicable, the operating system employed by the module, éifor
Security Levels 2, 3, and 4, the Protection Profile and the CC assurance level

AS.09.22: (Levels 1, 23, and 4) A software/firmware integrity test using an error detection code (EDC)
or Approved authentication technique (e.g., an Approved messag@thentication code or digital
signature algorithm) shall be applied to all validated software and firmware conponents within the
cryptographic module when the module is powered up.

AS.09.34: (Levels 1, 2, 3, and 4) If software or firmware components cdre externally loaded into the
cryptographic module, then the following software/firmware load testsshall be paformed.
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AS.09.35: (Levels 1, 2, 3, and 4) An Approved authentication technique (e.g., an Approved message
authentication code, digital signatue algorithm, or HMAC) shall be applied to all validated software
and firmware components when the components ar externally loaded into the cryptographic module.

AS.14.02: (Levels 1, 2, 3, and 4) The cryptographic module security poliepall consist of:

a specification of the security rules, under which the cryptographic modulehall operate, including the
secuiity rules derived from the requirements of the standard and the additional security rules imposed
by the vendor.

Question/Problem
How is afirmware cryptographic module defined?
Resolution
IG 1.3defines thdirmwaremodule designation, referencing, versioning and porting guid&wzhtional
guidance:
A The physical boundary of a firmware modudhieplatform which the firmware and operating
system reside pekS.01.01andAS.01.06

A The logical boundary of irmware module is the defined set of firmware components that implement
the cryptographic mechanisms. The logical boundary is wholly cmttaiithin the physical

boundary.

A All components of the cryptographic modsleall be defined peAS.01.06 AS.01.08 or excluded
perAS.01.09

A FIPS 1462 Section 4.2efines the physical ports and logical interface requirements. A firmware
mo d u | e &l giterfacesidll be definedIf applicable, physical ports that map to logical interfaces
shall be defined.

A FIPS 30-2 Section 4.5s applicable for a firmware module.

ForLevel 1the firmware modulehall prevent access by other processes to plaintext prarad

secret keys, CSPs, and intermediate key generation values during the time the firmware module is
executirg/operational. Processes that are spawned by the firmware module are owned by the module
ard are not owned by external processes/operatorsciNptographic processesall not interrupt
thefirmware module during executiomhefirmwareshall be installel in a form that protects the

software and firmware source and executable code from umengithaisclosure and modification.

Note: These requremens cannot be enforced by administrative documentation and procedures, but
must be enforced by tHemware module itself.

Required Vendor Information - Firmware Module (Level 1 only)

VE.05.01.01: The vendoshall provide a description of the mechsmi used to ensure that no other

process can access private and secret keys, intermediate key generatioanalodger CSPs, while
the cryptographic process is in use.

VE.05.01.02: The vendarhall provide a description of the mechanism used to ertbateno other
process can interrupt the cryptographic module during execution.

VE.05.01.03: The vendahall provide a list of the cryptographic firmware that are storeden t
cryptographic module arghall provide a description of the protection medbars used to prevent
unauthorized disclosure and modification.

Required Test Procedures Firmware Module (Level 1 only)

TE05.01.01: The testeshall perform cryptographic foctions as described in the crypto officer and
user guidance documentation. V¢hihe cryptographic functions are executing, the same or another

CMVP 76 05/04/2021



Implementation Guidance for FIPS PUB 12@nd the Grptographic Module Validation Program
National Institute of Standards and Technology

testershall attempt to access secret and atévkeys, intermediate key geation values, and other
CSPs.

TEO05.01.02: The testeshall perform cryptographic functions as described in tlypto officer and
user guidance documentation. While the cryptographic functions are operating, the santeeor ano
testershall attempt to execute another process.

TEO05.01.03: The testehall attemptto perform unauthorized accesses and unauthorized
modfications to software and firmware source and executable code.

A The mechanisms that define, control and manlag@onmodifiable or limited operational
environmenshall be identified peAS.06.02andare considered security relevant mechanisms.

A The powe-up integrity testhall be performed over all neexcluded firmware image(s) defined
within the cryptographicnodule boundary (REAS.01.01andAS.01.06) perAS.09.22

A If the Section 4.5 physical saity is Level 1, the loading of firmware within thefihed logical
boundaryshall meetAS.09.3435 and guidance it 9.7.

A If the Section 4.5 physical security is Level 2, 3 or 4, the loading of firmware within the defined
physical boundarghall meetAS.09.34-35 and guidance itG 9.7.

1.18 PIV Reference

ApplicableLevels: All

Original Publishing Date: 04/23/2012

Effective Date:

Last Modified Date: 04/23/2012

Relevant Assertions: AS01.06 and AS01.08
Relevant Test Requirements:

Relevant Vendor Requirements:

Backgroundi FIPS 1402

Cryptographic moduletheset of hardware, software, and/or firmware that implemegopsovel security
functions (including cryptographic algorithms and key generatiothjsaoontained within the cryptographic
boundary.

A hardware cryptographic moduleagmhave an embedded PI\fdapplication component that has been
validated by the NPIVP. The PIV card application validation is a prerequisite to the module validation. Fo
module validation, the PIV card applicatishall be tested on the module to beidated (i.e. same operatial
environment).

Question/Problem

How should a PIV card application component that is included as a component of a cryptographidenodule
referenced on the module validation entry?

Resolution

The cryptographianodulevalidation entryshall provide refeence to the PIV card application component(s)
validation certificate number.
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The PIV card application validation ensizall include the folloving information:

1. the name of the PIV card application component,

2. the name of thergptographic module the Plcomponent was tested on, and

3. the complete versioning information of the modulguding the PIV component(s)

(G G.13.

The crypt og rvarpidninginformattbrahblléendlsdethe complete versioningformation of the
moduleincluding the PIV component(dtach PIV component(s) namball be clearly distinguishable as a
PIV component.
IG G.13defines how the PIV Certificataumber is referenced on a modubdidation.
The NPIVP validation entries can be found at:

http://csrc.nist.gov/groups/SNS/piv/npivp/validation_lists/P1VCardApplicationVadidhist.htm

Additional Comments

If a PIV card application aaponent will be used on different cryptographic module operating environments,
thePIV card applicatiorshall be tested and validated by the NPIVP on each of the unique operating
environments mployed.

1.19 norApproved Mode of Operation

Applicable Levels: All

Original Publishing Date: 04/23/2012

Effective Date:

Last Modified Date: 06/20/2012

Relevant Assertions: AS01.02, AS01.03 and AS01.04
Relevant Test Requirements: TE01.03.0102 and TE01.04.0112
Relevant Vendor Requirements: | VE01.03.0102 and VEQ01.04.002

Background

Approved mode of operatiom mode of the cryptogphic module that employs onbpprovel security
functions.

A cryptographic modulshall implement at least @approve security function used in approvel mode of
operation. Norapprova security functions may also be included for use inaygorovel modes of operation.

The operatoshall be able to determine when approvel mode of operation is selected. B@curityLevels 1

and 2, the cryptographic module security policy may specify when a cryptographic module is performing in an
approvel mode of peration. For Security Levels 3 and 4, a cryptographic moshedl indicate when an
approvel mode of operatiois seleted.

Question/Problem

Are there any operational requirements when switching betweapparavel mode of operation to a non
approvel moae of operation, or vice versa?
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Resolution

A cryptographic module may be designed to support bottpprovel mode ofoperation(IG 1.2), multiple
approvel modes of operation® 1.7) and a norapprovel mode of operation. For a cryptographic module to
implementanapprovel mode of opet#on (one or more) and a nespprovel mode of operatiorall applicable
requirements of FIPS 14Bshall applywith specific attention to the fimwing areas

AS.01.03: The operatorshall be able to determine when an Approved mode of operation is selected

AS.01.04: For Security Levels 3 and 4, a cryptographic modukehall indicate when an Approved mode
of operation is selected.

AS01.12: Documatation shall list all security functions, both Approved and nonApproved, that are
employed by the cryptograptic module and shall specify all modes of operation, both Approved and
non-Approved.

AS03.14: Documentatiorshall specify the services, operatias or functions provided by the
cryptographic module, both Approved and norApproved, and for each serviceprovided by the module,
the service inputs, corresponding service outputs, and the authorized role(s) in which the service can be
performed.

AS04.02 The cryptographic module shall include the following operational anderror states: User states
States inwhich authorized users obtain security services, perform cryptographic operations, or perform
other Approved or non-Approved functions.

AS14.07: The security policyshall specify; all roles andservices provided by the cryptographic module.
IG 1.2 Generation and sharing of CSPs.

IG 1.7 Multiple approval Modes of Opetion; if applicable.

IG 9.5 Module Initialization during Powedp.

IG 14.1 Level of Detail when Reporting Cryptographic Services

In summarythe security policyshall contain thefollowing information

9 instructions for the operator to determine when the module isap@movel or nonapprovel mode
of operation;

1 instructionsfor the operator for theonfiguration to ampprove or norapprovel mode of operatign

o is themodule cafigured during initialization to operate only in approvel or norapprovel
mode of operatiowhen n the operational stater

o when in the operational statan the modulalternateservice by service betweapprovel and
nonapprovel modes obperatin

9 list all security functionemployed by the module in badipprovel andnon-approvel modes of
operdion; and

1 list all roles andservicesoperations or functiorgrovided by the cryptographic moduteboth
approvel and norapprovel modes obperation

o for nonapprove servicenamesghat referencapprovel terms, references or functions, the
c av enartc ofim(p | Bhalllbe gpmended to the service name to alleviate misinterpretdition
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approvel servicesand

0 keys or otheparameters assoogat with norapprovel services do not need to be provided.

If the module is configurediuring powerup initialization to operate only imeapprovel or nonapprove
mode of operatign

1 a poweron resethall be performed to reonfigure he module during itialization from a non
approvel mode of operation to approvel mode of operation or vioeersa; and

9 the coditional selftests in FIPS 14@ Section 4.2 are not requiradhen in a norapprovel mode of
operationwith thefollowing exception

0 the moduleshall not allow the loading of software/firmware components as addressed in FIPS
1402 Section 4.9.5o0ftwareFirmware load tes{i.e. AS.09.34.

Additional Comments

This implementation guidance is a further clarificatiothefFIPS 14062 clausesand ofexisting
implementation guidance.

1.20SubChip Cryptographic Subsystems

Applicable Levels: All

Original Publishing Date: 03/02/2015
Effective Date: 09/152015
Last Modified Date: 02/062017

Relevant Assertions:
Relevant Test Requirements:
Rdevant Vendor Requirements:

Background

Increased levels of integration in IC design, such as ASIC, FPGpsterBon-Chip (SoC), have been
developed with heterogeneous computing characteristics. Heterogeneous computing may include multiple
processors diunctional engines, with isolated secyriubsystem designs that may baised in multiple
configurations ogenerations of products.

Question/Problem

What is asub-chip cryptographic subsystemnd what are the requirementsifatial validation? One
validated, how can th&ub-chip cryptogaphic subsysterbe revalidatedif modified? How can a nemodified
sub-chip cryptographic subsystele ported and reusexh other singlechip implementation®

Resolution
The following terminology isised in the antext of this IG:

HDL 7 Hardware Design Language; examples are Verilog and VHDL.

Security relevarit relevantto the requirements of FIPS 120

Soft circuitry coré an uncompiled hardware subsystem of an ASIC, FPGA or SoC.

Hard circuitry corei a fixedor precompiled hardwarsubsystem of an ASIC, FPGA or SoC.

For a hardware module, the minimum defipdgysicalboundaryin FIPS 1462 is a singlechip. For single
chip hardware modulessaib-chip cryptographic subsystem may be defined as the set of haal oft

circuitry caes and associated firmwasich represents sub-chip cryptographic subsystem boundafya
single-chip hardwaremodule. The sulghip cryptographic subsystem is integrated on the sitiglewhich
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may contain other functional subsgms (e.gprocessqs), memory,l/O and internal bus controls, sensors,
etc.) and associated firmwatdpon fébrication of the complete physicsihgle-chip, the HDL will be
transformed to a gate or physical circuitry representation which may or magtainta dehable internal sub
chip cryptographic subsystem boundary

1. Initial validation or security relevant re -validations
(3SUBor 5SUB)

1 The physical boundarghall be defined as the singtdip physical boundary;
o FIPS 1402 Section 4.5 requiremerdgbal apply atthe physical boundary

1 FIPS 1462 defines the Cryptographic boundary as an explicitly defined cantinperimeter that
establishes the physical bounds of a cryptographic module, and contains all the hardware, software,
and/or firmware components a crypbgraphic module. According 1& 1.16 the physical boundgr
of a software module is the platform in which the software and operating system reside per AS.01.01
and AS.01.06. The logical boundary adaftware module is the defined set of software components
that implements the cryptographic mechanisms. The Iblgazandary is wholly contained within the
physical boundary. Similarly, for the s@hip cryptographic subsystem, the physical boundary is the
single-chip physical boundary while its logical boundary (the-ship cryptographic subsystem
boundary)s defired as the set of hard and/or soft circuitry cores and associated firmware that
comprises the subhip cryptographic subsystem.

1 Ifthere is ay associated firmware externally loaded into the-shlp cryptographic subsystem, the
associated firmwarghall meet requirements of software/firmware load t88@F9.29 AS09.34
AS09.35andAS09.36.

1 Except for externally loaded firmware, the associfitedwareshall be stored and loaded inside the
sub-chip cryptographic subsystem, asithll meet software/firmwaritegrity test AS09.13
AS09.22 andAS09.36.

1 The ports and interfaces (FIPS 12®@ection 4.23hall be defined at the suthip cryptographic
subsystentboundary.

o For operational testing purposes, access to thelsipteryptographic subsystem
boundaryportsshall be requirecand a mappinghall be providedThese may be
mapped to physical I/O pingternal test interfaces (e.g. Level Sensit8can Design
(LSSD)) or thesubchip boundary data and control poifse testeshall demonstrate
that the pas at sukchip cryptogaphic subsystem boundary aecessible via the
single-chip'sother functional subsystems in a mansigch that followingour kinds of
information argorovably unmodifiable and under control of the test program

A Data input,

A Data odput,

A Controlinput, and
A Status output,

even in the presence of intervening other functional subsystems.

Note 1: Typically, the test program aety on behalf of the tester with direct access to
the ports and interfaces defined at the-ship cryptograptd subsystem boundary
provides the required demonstration of port access.

Note 2: In singlechip embodiments, #re may be intervening functioralbsygtems
(or intervening circuitry) other than the sabip cryptographic subsystem subject to
testing.There is a security concern that such intervening subsystems might act
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maliciously (e.g. intercept, modifgndstore CSPs, or attempt a replay dtand/or
marrin-the-middle attack). The testehall provide a rationale in the physical security
test report eplaining existing risks and mitigations. The CMVP may provide additional
guidance in the future on how taalyze and document such potentiaséy risks.

Note 3: If applicable VE03.26.01and TE03.26.01shall be considered at the level of
the testedub-chip cryptographic subsystem and potential differences between the
internal and externavith respect tdhe sipsystem boundary single chipcksshall be
accounted for properly.

1 Depending on the levehé requirements for Cryptographic KEgtablisiment and Ky Entry and
Output(FIPS 1402 Section 4.7.43hall be applicable at the defined sabip cryptographic
subsystenboundary.

(o]

If Key estiblishment and Key Entry and Outpaticur acrosghe physical boundary diie
single-chip embodimentAS07.29and AS07.30shall apply.

Transferring Keys/CSPs including thetrapy input between a suthip cryptographic
subsystem and an intervening functibaubsystenfor Levels 1 and ®n the same single

chip is considereds nothaving Key Establishment and Kewty and Output crossing the
boundary of the subhip moduleperlG 7.7. Nevertheless, the above NotéPthe ports

and interfaces is applicable fitre transferring of Keys/CSRs well. That is, the testehall
provide a rationale in the physical security test report explaining risks and mitigations to the
malicious act by such intervening subsystems.

A For Level 3 and Level 4 modules, key establishment is ED / EE as sté@d in
7.7

Versioning informatiorshall be provided for the

(o]

(0]
(0]

physical singlechipincluding any excludetlinctional subsysterfirmware (shall be
specified in the OE field of the validatign)

the subchip cryptographic subsystesoft and hard circuitrgores and

the associated firmware

Processor sufunctions outside thsub-chip cryptographic subsystenmoundary butvithin the
physical boundg such as @rocessor, memory macros, /O controllers, etay be excluded under
AS01.09 However the data pths used to meet eith&6502.16andAS02.18or AS02.17and
AS02.18shall not be excluded.

2. Non-security relevant re-validations associated with banges withinphysical boundary
(1SsUBand 4SUB)ExistinglG G.8guidance is applicable.

3. Sub-chip cryptographic subsystem porting
The subchip cryptographic subsystemaybe ported to other singlehipimplementationsvhich may be
different chip technologies, and/or different reecurity relevantunctionalsubgstems

A sub-chip cryptographic subsystem that was previously validatediimgée-chip can be ported to other
single-chip constructs as a 184SUB submission to the CMVP. The following is applicable to validate
this new sigle-chip module as a 1SUB/WUB:

1

CMVP

The laboratoryshall verify that there are no security relevahinges in the suthip cryptographic
subsystem;

If an entropy source is caihed within the suighip cryptographic subsystemnaw entropy
estimateshall be provided;
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Note 1 A new entopy estimate may not be required, if the entropy is collecteddeutse sub

chip cryptographic subsystem, depending on changes to the estnaee or the subsystem
housing it.Please refer t&s 7.14andlG 7.15for details on entropgstimates and applicable
caveats.

Note 2 Single chip embodiments may impient a NDRNG or a DRBG linked to a dedicated
entropy source (NDRNG) inside the physical bounda@nch cases myabe implemented (a)

inside the sulzhip cryptographisubsystem or (b) in two or more sahip cryptographic
subsystemsThe case (b) represemlltiple disjoint sukchip cryptographic subsystems (see 4 of
this IG).

1 Approva security functionshall be etestecand validated by the CAVRimplemented in acft
circuitry core recompiled in a different part configuration.

Note 3: If the originalalgorithm testing was performed as statetlGrG.11in a module simulator,
and there is no change to the safte, no additional algorithm testing is required.

1 Operational regression testinbaple G.8.] shall be performed on the new sghip cryptographic
subsystem aér fabrication (transfonation of the HDL to a gate or physical circuitry representation);

1 FIPS 1402 Section & shall be addressed for the new singlep module formll SecurityLevels
within this Section

1 FIPS 1462 Section 4.5hall be addressed for the new singlap modue at Security Level 1.

1 FIPS 1462 Section 8 shall be addressed for the new singlip module forll SecurityLevels
within this Section

1 FIPS 1462 Sectios4.10.1 and 4.10.4hall be addressed for the newgligrchip module forll
SecurityLevelswithin this Section

1 A new Security Policyghall be provided for the new singtghip module.
1 A new validation certificate will be issuedersioring informationshall be provided for

o the newphysicalsingle-chip

0 nonsecurity relevant singlehip functionalsubsystem firmwar# applicable,

o the subchip cryptographic subsystem soft and hard circuitry cores (which are unchanged
from the original vatlation), and

o0 the associated firmware

The testing laboratorghall submit a 1ISUB/4SUB test report for the porupdated subhip
cryptographic subsystem to the CMVP. NIS@stRecovery fee foScenarialA is applicable.

4. Multiple disjoint sub -chip cryptographic subsystems:
Disjoint subchip cryptographic subsystems may exist on a skebip. Eaclshall be sepaately validated.

Transferring Keys/CSPs including the entropy input between two disjoirghsplzryptographic
subsystems on the same singlandbr Level 1 and Level 2 modules isrtsiderechot havingKey
Establishment and Key Entry and Output cros#imgr subchip cryptographic subsystemoundary per
seelG 7.7.

1 For Level 3 and Level 4 modules, kegtablishment is ED / EE as statedGn7.7.

Alternatively, gaintex CSPs may be shared directly between two disjoinichijb cryptographic
subsystems via a Trusted PdtB 2.1). In this scenario, thfollowing porting rulesshall apply:
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a. If the two subchip modules that are connectada Trusted Path are ported together, it is considered
security relevant and the testing Eimll submita3SUB ora 5SUB.

b. If only one of thesubchip modules that are connectedabyrusted Path is ported, then the testing lab
shall verify that the msted path is no longer functional and may submit a 1SUB/4SUB.

c. If only one of the suehip modules that are connected by a Trusted Path asslort it is
connected to a new suthip module, then it is considered security relevant and the testisgdib
submit a 3SUB or a 5SUB.

Additional Comments
This 1G doesot apply to singlehip implementations that do not contain-shiip cryptograpit subsystems,
i.e. there is only one boundary which is the physical boundary.

If the subchip cryptographicighsystem enters an error state, the FIPS2Lldyuirements argpplicable at the
boundary of the subhip cryptographic subsystem; not at thetaary of the singlehip.

1.21Processor Algorithm Accelerators (PAANd Processor Algorithm
Implementatio (PAI)

Applicable Levels: All

Original Publishing Date: 03/02/2015
Effective Date: 03/02/2015
Last Modified Date: 11/302018

Relevant Asertions:
Relevant Test Requirements:
Relevant Vendor Requirements:

Background

As chip fabricatiortechnology advances, additional real estate is becoming available fordiimlerocessor
manufacturers to add acceleration functions to samomplex cryptographic algorithms. When these
functions are added, the CMVP, the CAVP #mel Cryptographic &chnology group at NIST will determine if
the acceleration function is simply a mathematical construct and not the complete cryptograpHicresgorit
defined in the NIST standards.

If the function is deemed the complete cryptograptgorithm, then FIP340-2 defines the component to be
securityspecific hardware and complete documentation of the entire component, includingl#Dbge
submittal to the testing laboratory when under t&#iis type of implementation is considered adessor
Algorithm Implementatior(PAI) function.If the module has been designed to run with and without the
securityspecific hardware, the resolution below undeft@are/Firmware Module may apply.

If the function is deemed a mathematical construct abthe complete cptographic algorithm as defined in
the NIST standards, then FIPS 12@does not define the component to be secspscific hardware and
complee documentation of the entire component, including HDL, is not required. This type of empddion
is consideed a Processor Algorithm Acceleration (PAA) function.

Question/Problem

What are the currently known processor chips that include ProcessotittitgéiccelerationPAA) and
Processor Algorithm Implementation (PAlnctions to support eoplex cryptographialgorithms and hows
it indicated on the validation certificate?
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Resolution

If a cryptographic module is designed to utilize a processor kehtpricludes PAAand/or PA] the part
number or version of the processor chiifall be included inTE.01.08.02 A module that utilizes such
processor hardware may or may not be defined as a hybrid module.

Software/Firmware-Hybrid Module: If the software ofirmware component of the hybrid can only support a
cryptographic algorithm by exasively utilizing the PAAor PAI capability, then the modukhall be defined
as a Software/Firmwaiidybrid Module EmbodimentG 1.9).

PAA

1 Module versioninginformationshall include the part number or version oéthrocessor chip.

1 Operational Environment: Tested as meeting Level 1 with <OS> running on <platform> with PAA

1 Module versioninginformationshall include the part numb@r version of the processor chip.
1 Operational Environment: Tested asneeting Level 1 with <OS> running on gfform> with PAI

Software/Firmware Module: If the software or firmware component of the module can support a
cryptographic algorithm natively day utilizing the PAAor PAI capability if available, then the modudeall
be defined as a Software/Firmwaredute Embodiment, unless there are other reasons to designate the
module as hybrid.

PAA

1 Algorithm certificates; the accelerated algorithraball be tested in both native execution and PAA
execution.

1 Operational Environment: Tested as meeting Level 1 with 88 running on <platform> with PAA,
<0OS> running on <platform> without PAA

1 Algorithm certificates; the algorithmshall be tested in both nat execution an&Al execution.

9 Operational Environment: Tested as meeting Level 1 with <OS> running on <platfowith PAI;
<OS> running on <platform> without PAI

Known PAAS:

1 Intel Processors Xeon,Corei5, Corei7, CoreM andAtom with WestmereSandyBridge, lvy
Bridge,Haswell,Broadwell,Skylake Kaby Lake micrearchitecturesPAA = AES-NI

o Acceleratosubfunctionsfor AESimplementations

9 Intel Processorts Atom, Celeron, and Pentium with Goldmont, Goldmont Plus raiochitectures: PAA
= Intel SHA Extensions

o Accelerator subdunctions forSHA implementations

1 AMD ProcessorsOpteron Athlon, SempronFX, andA series withBulldozer,Piledriver,
Steamroller,JaguarPuma micrearchitecturesPAA = AES-NI
0 Acceleratosubfunctionsfor AESimplementatios

1 AMD Processor$ Ryzen series witEen micrearchitectures: PAA = SHA Extensions

0 Accelerator sutunctions fa SHA implementations

1 ARM CortexA series R seriesQualcommSnapdragonApple A seriegprocessorsSamsung
Exynoswith ARMv7-A and ARMv8A micro-architecturesPAA = NEON or Cryptography
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Extensions
0 Acceleratosubfunctionsfor AES andSHA implementatios

1 IBM PowerProcessor8, 9: PAA = PowerlSA
o Acceleratosubfunctionsfor AESandSHA implementations

9 Oracle: OracleSPARCT seriesM seriesPAA = SPARC
0 Acceleratoisubfunctionsfor AES,DES,andSHA implementations
Known PAls:

1 IBM CPAssistfor CryptographicFunctiong CPACF)
o Fullimplementationsf AES (ECB,CBC),SHA

Additional Comments
NOTEL: AES.2 in theCAVP FAQgives requirements for both types of implementations.
NOTE2: Please referencks 1.9regarding hybrid definition and requirements.

NOTE3: The processor manufacturer napvide a device driver to support use of the processor algorithm
acceleratorThe device driveshall not pravide any additionlafunctionality to the PAA

NOTE4: The implementation of complete algorithms, partial cryptographic modules, or full cryptagrap
modules as a component of a singhép, or multiple of any of the above as components of a safgje is
addressed in thBubChip Cryptographic Subsysten@.

NOTE 5: Please contact the CMVP to adsksew PAA or PAI implementations to make a determination
whether they are full cryptographic functions or not.

NOTE 6: If the PAI security function appears on the list of known PAls, its HDL is not required for validation
of software modules using it.

1.22 Module Count Definition

Applicable Levels: All
Original Publishing Date: 11/15/2016
Effective Date: 11/15/2016

LastModified Date:

Relevant Assertions:

Relevant Test Requirements:
Relevant Vendor Requirements:

Background

The CMVP allovs multiple modules to be validated on a single certificate. However, the separation of these
modules in the rapt is not alwas clear.

Question/Problem

How does the vendor or lab determine what the module count is for a particular validation?
Resolution

Determining the module count for a validation depends on the type of report; that is, if it is Software,
Hardwae, Firmware, or a Hybrid.

Software
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1 For a software module, its binary package(s) compiled from its source code is the Implementation
Under Tes{IUT). The same source code may result in different sets of binaries when it's compiled
for the different targt gdatforms. The module coushall bethe number of distinct sets of binaries.

Examples:

o If a softwareanodulewas validated osoftwareversian 1.0, and thisource cod@ackage
wascompiledonthree operating environments of the same family ({©88.0 running on
iPhone5i0S9.0 running on iPhonemndiOS 91 running on iPhonepresulting in a single
binary setthe module couris fil0 .

o If a softwarenodulewas validated osoftwareversionl1.0, and thisource codpackage
wascompiledon two operang environments (e.gOS 9.0 running on iPhoneindAndroid
4.0 running on a Galaxy NeXu®sulting in two separate sets of binaries (eatfosming
the logical boundary of the modujéhe nodule counts fi20 .

o If a softwaremodulewas validated osoftwareversion 1.0and software version 2.@nd
thesesource codpackagewerecompiledon four operating environmengs.g.iOS 9.0
runningon iPhone5iOS 91 running on iPhoneAMicrosoft Windows Phone 8rlinning on
Windows Phone 8.5ndAndroid 40 running on a Galaxy Nexysvhere two of the
environments are of the same famil®$ 9.0andiOS 91) resulting in six separate sets of
binaiies (software versins 1.0 and 2.0 each map to three distinct sets of binaties)
module counts fi60 In this case, a single iIOS binary maps to ba8 9.0 and 9.1a single
Microsoft Windows Phone binary mapsNticrosoft Windows Phone §.&nd a sigle
Android binarymaps to thé\ndroid 4.Q resulting in three distinct binaries feachsoftware
version(1.0and 2.0, for a total of 6

Hardware

1 For a hardware moduteport the module count can be determined by the physical boundary of the
module ad understanding the components that are eiéisted individually and have their own
boundary, or the boundaencompasses multiple components and these are tested collectively.

o If the boundary of the module consistooE hardware component with otliardware
components within jtwith each having itewn hardware version number listed in the
certificate (sub as tamper seals, service processing cards, switch fatmécswich blades,
control processor blagpower supplies, fan kits, filler panetsanagement modules,
network modules), then theodule counshallb e t he number of O6ébased mo
suppot the components within it.

Examples:

A If a hardware moduleeportcontainsa switch(Series 1500, P/N 101@)hich can
optionally support four atitional network modules for uplink portB/Ns 10, 20,
30, 40) then the module courgfilo th€ switchbeing he Obased componeni

A If a hardware module reparbntainsa rouer with three separately tested part
numbers (Series 2000, P/Ns 10, 20, a8y each router can be configured to use
service processing cafd(P/N 100 or service processing caBiP/N 101), along
with tamper seal AMP1(P/N500), then the module o u n t (the soutdrs3 each
part numbei 10,20and30bei ng a OkbmM)sed compon

A If a hardware module reparbntains a series of four switches and two chassis
based switches (all runmg either the same firmware, or firmware with rs@turity
relevant differences), and within the boundary of each of the cHasstsl switches
isa commorcontrol processor bladdour different ore bladesfiber channel (FC)
port bladesan optional ex@ander blade, a powasupply and a tamper seal, then the
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modulec ount (tihse /60 t ches being the dbased com
two chasis-based switches).

o If the report has several hardware modules thanhdreidually tested anthdependentrom
one another, each havittgeir own cryptographic boundary (flash drives, hard drives, single
chips,multi-chips etc), but have slight hardwe differencesghape, capacity storage,
numberor typeof ports, etc.), then each of the independent hardpiacesshall contribute
to the module count.

Examples:

A If a hardware module repazbntainstwo hard drive series wittivie separately
tested onfigurations [Series SSD1 (P/Ns 128, 256, 500) and SSD2 (P/Ns 1000,
2000)], each with their own cryptographioundary, thenodule counts 50

A If a hardware module reparontainsthree switch series with eigbeparately tested
configurations [SeriesO®0 (P/Ns 100, 101, 102)0@0 (P/Ns200,201) and 00
(P/Ns300, 301, 302], each with their own cryptograghboundary, thenodule
countis fi8 0

o If the hardware module report contains multiple firmware versions téstgdnonsecurity
relevant differaces)on the same hardware platform, then the module chaitreflect the
number of hardware modules onlytithe number of firmware versions that are running on
it.

A For example, if a hardware module includes two {thirdes (one being a 250GB
drive and the other being a 500GB drive), and each of these drivesonfayrt
firmware versions (with nosecurityré evant di fferences), the n
to reflect the hardware platforms.

Firmware
1 Forafirmwaremodule, thdirmware package itseléhal be considered a separatedule,regardless
of the number ohardware platformst was tested on.
Examples:

o If afirmwarepackage was validatefirmwareversion 1.0, and this package was tested on
two hardware platforms (e.gardwareXversion 1.0ard hardwareYversion 2.0)the
module counisfi 1 0 .

o If areportincludefirmwareversion 1.0 andirmwareverdon 2.0, then the module coust
fi 2 kegardless of the number of hardware platfottmese packages were tested on.

Hybrid:

1 Since hybrid moduleirmware-hybrid or softwarenybrid) are dependenndooth the
software/firmware and the hardware componeghtsmodule courghall be the total number of
configurations that are possible that map to a single module boundary.

Examples:

o If afirmwarehybrid includes hardware version 1.0 and firmware ver8d., the module
count is fAlo, s ilercamnbinatioh & these tivescongponenys. a s i ng

o If afirmwarehybrid includes hardware versions 1.0, 1.1, and 1.2, and firmware versions 1.1
and 1.2, ad each of the hardware version can map to eithdreofitmware versions, then
the total combinationisequalo 66 (3 hardware versions times
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1.23 Definition and Use of a nelpproved Security Function

Applicable Levels: All
Original Publishing Date: 8/07/2017
Effective Date: 8/07/2017

Last Modified Date:

Relevant Assertions:

Rdevant Test Requirements:
Relevant Vendor Requirements:

Background
FIPS 1402 Glossary
Approved FIPS-Approved and/or NISfecommended.

Approved mode of operatiora modeof the cryptographic module that employs only approved security
functions (ntto be confused with a specific mode of an approved security function, e.g., DES CBC mode).

Approved security functionfor this standard, a segity function (e.g., cryptograpbialgorithm,
cryptographic key management technique, or authentication tpodnihat is either

a) specified in an approved standard,

b) adopted in an approved standard and specified either in an appendix of the apgiemdaid or
in a documenteferenced by the approved standard, or

c) specified in the list of approved secufiiypctions.
FIPS 1402 Section 3 Functional Security Objectives

The security requirements specified in this standard relate to the secure a@egdignplementation of a
cryptographic module. The requirements are derived from the followingléngth funcional security
objectives for a cryptographic module:

A To employ and correctly implement the approved security functions for the protectiositfeen
information.

A To protect a cryptographic module from unauthorized operation or use.

A To prevent the unauthized disclosure of the contents of the cryptographic module, including
plaintext cryptographic keys and CSPs.

A To prevent the unauthorized anddeteotd modification of the cryptographic module and
cryptographic algorithms, including the unauthorized fficdtion, substitution, insertion, and
deletion of cryptographic keys and CSPs.

A To provide indications of the operational state of the cryptogiamalule.

A To ensure that the cryptographic module performs properly when operating in an approved mode of
operation.

A To detect errors in the operation of the cryptographic module and to prevent the compromise of
sensitive data and CSPs resulting froresth erors.

FIPS 1402 Section 4.7 Cryptographic Key management

Encrypted cryptographic keys and CSPs refdiayps and CSPs that are encrypted using an Approved
algorithm or Approved security function. Cryptographic keys and CSPs encrypted using\gpnoved
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algorithm or proprietary algorithm or method are considered in plaintext form, within the scope of this
standard.

IG 3.5 Documentation Requirements for Cryptographic Module Services

FIPS 1402 Section 2.1 Glossary of Terms does not provide a tlefirofservice. However, the standard does
give a few examples to illustrate the intended use of the teriic&dencryption, authentication, digital

signature and key management are mentioned as examples of cryptographic services on page iv. Origin
authenticaton, data integrity and signer nerepudiation are listed as the services provided by a digital

signatule. Show status and sédfsts are mentioned in Section 4.3 as examples of services that do not affect the
security of the module.

A service is ny extenally operatorinvoked operation and/or function that can be performed by a
cryptographic module.

Question/Problem

The termnon-approved security functios not defined in the FIPS 14DGlossary of Terms, but is cited in

multiple places in the ahdard DTR and IG. It is central to the correct interpretatioh®fL.2 andIG 1.19

How isnonapproved security functiotlefined, and how is it interpreted in relatiorl® 1.2 FI PS Appr oved
Mode of Op&lddiiNemppraaoded Mode of Operationo?

Resolution

Definition of non-approved security function

FIPS 1402 is concerned spéically with approved and neapproved security functions: the termon
approved security functiomust be déned relative to functions that claim security, rather than all
functionality outside the set approved security fictions The termsecurityis not defined in the Glossary of
Terms, butwithin the scope of FIPS 148 is determined based on the Sect®bFunctional Security
Objectives, and the specific Section 4 Security Requirements derived from those objectives.

Security Function A cryptogaphic algorithm, cryptographic key management technique, or authentication
technique that supports a claimsafcurity and meets the objectives stated in FIPS2198ction 3.

FIPS 1402 also uses the ter@ryptographic Algoritim, defined next for consishcy with FIPS 14@ and for
convenience in this IG.

Cryptographic AlgorithmAn algorithm whose intended fuian is encryption/decryption, key establishment
(inclusive of key generation), message authentication, messageg#igesttion, digital signate
generation/verification, or random number generation.

Annexes A, C and D provide the definitive currentafeapproved cryptographic algorithms. A cryptographic
algorithm that is not listed in one of the FIPS -P4Bnnexes A, C or D) is norapproved.

A nonapproved security functiais any function within the scope of the module that relies on approved
cryptographic algorithm to support a claim of security.

Notes

Primitive computational and logical operations (e.glidoh, subtraction, multigcation, division, AND,
NOT, OR, and XOR) are used in cryptographic algorithms but are not themselves epypitmgigorithms.

A non-approved cryptographic algorithm or proprietary cryptographic algorithm is not a securtigriufhc

processed data cée treated as plaintext without violating the Objectives stated in FIR3 $406tion 3, the
applicablerequirenents in FIPS14@ Secti on 4, or the security rules sp¢
Policy.

Relationship of norrapproved cryptographic algorithms and the modes of operation

Non-approved security functiorshall not be used in the approved mode of @ien; however, noapproved
cryptographialgorithms may be used in the approved mode of operation if thappmove algorithms are
not a secrtity function. If a norapproved cryptographic algorithm is used by the module in the approved mode
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but is nota security function, the algorithehall be included in the list of neapproved algorithms in the
Security Policywih t he c av e actl afi (nmeod )soe cauprpietnyded t o its name.

A non-approvedcryptographialgorithmshall not sharethe sameeys orCSPsthatareused by an approved
or allowed algorithrior any cryptographic operation either the approved, or n@pproved mode, as this
counters 8ction 3 Security Objectives by potentially releasing sensitive data and/or GSR¢s)approved
cryptographt algorithm may still access or modify a CSP in the approved mode (undecaiiitions laid
out in this IG), as long as the CSP is not uasedart ofa cryptographic operation, suehcryption/decryption,
key establishment (inclusive of key generatjonessage authentication, message digastrgtion odigital
signature genetian/verification.The only exception to the rule explained ie first sentence of this
paragraph, is the use of a Rapproveccryptographiclgorithm that utilizes aapprovedDRBGfor any
purpose such as key establishmstandalone random number geration, hashing, data obfuscation, etc.
Despite access and mtidation of the state of the DRBG CSP(s) by a-approved algorithm, this is allowed
in both the approved ambn-approved modes of operatidbee the examples below for more information.

Passible example scenarios of neapproved cryptographic algorithms in various modes of operation

Example scenarios of neapprovedcryptographicalgorithmsallowed in FIPS mode

1. Use of a norapproveccryptographia | gor i t hm t o fiobfuscated a CSP

For purposesf storage or certificate formattir{g.g. PFX) a module might:

1 XOR a CSP with a secret value

1 Encrypt or decrypt a CSP using a proprietary orapprovedryptographicalgorithm.
1 Store authentication data using MD5 or using HM8BA-1 with a weak HMAC kg
1 Format certificate data using a rapproved PKCS #12

Asnoted n Section 4.7, fACryptogr ap happrovédalgosithhraand CSPs
proprietary algorithnror met hod are considered in plaintext fo

All Section 4 requirements must be satisfied when consideringSRein plaintext form:

1 The report description of CSPs must correctly describe the form of the CSP.

1 The modulamust support zeroization of any CSPs stored internally in the fbeswibed
above.

1 If the obfuscated CSP is imported or exported, the modut meet the requirements for
plaintext CSP import or export.

This conclusion is consistent wit® 7.16Acceptable Algorithms forrBtecting Stored Keys and
CSPs

2. Use of an approved, neapproved or propriaty algorithm for a purpose that is not security relevant
or is redundant to an approved cryptographic algworith

a. Useof MD5inthe TLS 1.0/ 1.1 KDF

SP 800135 RevlSection 4.2.1 describes the use of MD5 in conjunction with -SHifthe
key derivation funtion, concluding that the TLS 1.0/1.1 KDF may be used within the
context of the TLS protocol (with provisionsrfvalidation of the companion approved
functions, SK-1 and HMAC).

This use of MD5 does not conflict with the security of the approved setwmityions.

b. Storage device use of a PRF (e.g. XTS AES) for memory wear leveling (a technique for
prolonging theservice life of some kinds of erasable computer gmraedia). For best
results, a method with good statistical properties (i.e. a PRF) maetdar wear leveling,
redundant to any other encryption or decryption performed by the module. This use of an
algorithm is not for a security purpose; it is tolprg memory life.

CMVP 91 05/04/2021



Implementation Guidance for FIPS PUB 12@nd the Grptographic Module Validation Program
National Institute of Standards and Technology

c. A secure channel operated over an insecure communications channel

Conside a module whose purpose is to provide-tménd secure communications over an
insecure communications channghat channel may be plaintext or some method which
provides insufficient security, assumed to provide no greater security than plaintext.

Spedfically, assume the module communicates over a normal, unprotected Ethernet,
provides approved end to end gmtion, decryption and message authentication, asasel
initial authentication of the peer node, and meets all FIPS213éction 4 requirementThis
module can be validated.

Consider the same scenario but with wireless communications over WEP, WRR, WP
similar, where the purpose of the module ig@edyfor insecurecommunications media.

The module must communicate with a WAP using thmaroanications protocols the WAP
provides. If the channel is treated as plaintext, and the module providesceurel
services that meet all FIPS t205ection 4equirements, to deny validation to such a
module because the communications media usesproved functions defeats the purpose
of the module, and is contrary to the intent of the CMVP as a program.

d. Nonapprovectryptographicalgorithm that uses an apwed DRBG for cryptographic
purposes

The module uses a n@pproveccryptographialgorithmt o fiobf uscated a CSP f
storage. The key used for fobf Bgdoiagthisond i s de
the DRBG changes its state, and therefore tRBG CSPs are modified. Despite the

modification and use of the DRBG CSPs within a cryptdgi@pperation, this is allowed

because the DRBG is the exception to the rule laid out in this IG.

3. Use of a norapprovedcryptographialgorithm as part of an appred algorithnthat claims security
a. Use of GHASH within AES GCM

Although GHASH, alone, is a neapproved hashing function, it is used within an approved
AES GCM algorithm, and is therefore permittegtenif the vendor claims security on this
algorithm However, if the vendor claims security on this function, theshiall not be used

in the approed moddor any independent operation outsidetaapproved algorithm.

Example scenarios of neapprovedcryptographicalgorithmsnot allowed in any mode

1. Nonapproveccryptographicalgorithm thasharethe saméey or CSPas an approved algorithm

a. A DESalgorithm is encrypting data using a DES key Kiis key is a part of a TriplBES
key K = (K1, K2, K3) whichis a CSP, as it may be used by an approvgulefDES
algorithm.ThevalueE=DEg( dat a) i s sent out Amaltacket he modul
can easily break the singBES encryption and recover K1, which will lead to the disclosure
of the TripleDES ke K.

b. Suppose a module generates, in full caamule withFIPS 1864, a key pair for an approved
RSA signature algorithmHdowever, the module aldtas a norapproved RSA signature
algorithm not claiming any securityhis norapproved RSA signature algormthcould use
the same RSA kel ghaThgse acsappeoved sighdtuses may be
broken by an attacker and the signing key magebevered, allowing the attacker to use this
key to sign whatheywant.

The reason the above two examplespaodibited is because they do not follow theee

rul e whi Anonapprosetce/@agraphicalgorithmshall not sharethe same keys

or CPs that is used by an approved or allowed algorithm for any cryptographic operation in

either the approved, oon-approved mode . Even i f the vendor cl ain
nonapproved algorithms, they are still not allowed.
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Additional Comments

The vendor must provide clear documentation and reasoning as to why thppromectryptographic
algorithms carbe used irmn Approved Mode, i.e. not being used to meet the requirements of FIPS 140
sections 3 and 4t is at the disetion of the CMVPa determine if such usage of an algorithm fits within the
guidance laid out in this IG.
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Secti@mygapfgrc Module Ports and |

2.1 Trusted Path

Applicable Levels: Levels 3and 4
Original Publishing Date: 12/23/2010
Effective Date:

Last Modified Date: 02/05/2019

Relevant Assertions: AS.02.16, AS.02.17,

AS.02.18 and AS.07.33

Relevant Test Bquirements:
Relevant Vendor Requirements:

Background

FIPS 1402 specifies the usaf a Trusted Patlas ameans tgrotect plaintext CSRduring thér input or output
from a cryptographic module

The following requirements of FIPS 120may apply:

- AS.02.16: (Levels 3 and 4)he physical port(s) used for the input and output of plaintext
cryptographic key canponents, authentication data, ad CSPsshall be physically separated
from all other ports of the cryptographic module or AS.02.17 must be satfied.

- AS.02.17: (Levels 3 and 4)he logical interfaces used for the input and output of plaintext
cryptographic key components, authenticatiordata, and CSPsshall be logically separated from
all other interfaces using arusted pathor AS.02.16 must besatisfied.

- AS.(2.18 (Levels 3 and 4)Plaintext cryptographic key components, authentication data, and
other CSPsshall be directly entered int the cryptographic module (e.g., via a&rusted pathor
directly attached cable).

- AS.07.33: (Levels 3 and 4if split knowledge procealures are used, plaintext cryptographic key
componentsshall be directly entered into or output from the cryptographic module (e.g., via a
trusted pathor directly attached cable) without traveling through any enclosing or intervenig
systems where the kegomponents may inadvertently be stored, combined, or otherwise
processed (see Section 4.2).

FIPS 1402 defines the Trsted Path only in the Glossary section. The definition appears to be very general
and hard to interpret in prtical cases. Furthewore, it is not obvious whether using the Trusted Path to meet
the applicable requirements of Sectd?2 and 4.7 of FIP$40-2 applesto all CSPspnly to keys, or only to
those CSPs that are rtbe cryptographic keys.

Question/Problem

What is the scopef Sections 4.2 and 4.7 of FIPS 12@vhen addressing the input and output of plaintext
cryptographic keys and other CSPs

What is the definition of the 0-Zcomgianeedndzataredhef or t he
applicable documentatn requirements?
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Resolution

Sections 4.7, or, specifically, Section 4.7.4 of FIPS-240ntains the requirements relatteehe input and
output of the plaintext cryptographic keys. The requirements of this section do not aptplsrt@SPs. The
entryand output requirements of Section 4.2 apply to all CSPs.

Therefore, the input and output of keys must satisfy thicaje rules stated in both Section 4.2 and Section
4.7.4, while the input and output of the CSPs, such asvoads, the key componts and the secret Vs are

only subject to the requirements of Section 4.2. An intermediate computational parametas,assbared

secret in a key agreement scheme, is considered a key for the purposes of this Implementatice & aiul

actual key an be derived from this intermediate value without the knowledge of any other CSPs. Otherwise,
this parameter is considet a norkey CSP.

The input and output requirements at Security Levels 1 and 2 are quite straightforiatid $ection 4.2 and
Section 4.7.4 and will not be further discussed in this Guidance. The requirements of Section 4.2 at Security
Levels 3 and! are more complicated and involve the use of a Trusted Path.

A notion of the Trusted Path needs to be aafivhen the source oestination of the path is not under the
direct control of the cryptographic module.Wikipedia article: https://en.wikipedia.org/wiki/Trusted_path

defines thélrustedPatha s fia mechani sm that provides confidence

the user intended to communicate with, ensuring that attacketintercept or modify whatever information
is being communicated. 0 tolihe €EommontCriterih gandaldswhichrdefikee s
the trusted path in a similar generic way.

For the purposes of the FIPS 12@ompliancethe mechaism mentioned in the above definitioha Trusted
Pathis a strong physical or cryptographic protectibfere fist r ongo means t hat
- if this is a physical protection then the operator stays in control over the physical path and is able to
prevent any unathorized tampering,
- if thisis a cryptographic/logical protection, then the CSPs that arénsglaiintextover the Trusted
Path are protected using the approsedllowedcryptographic techniquesmployed by the Trusted
Path. These techniques includeymmetrickey-based encryption using any AES or Tr{Rl&eS
mode approved for data encryption, or an RSAWepping,and the strength of these techniques is

t

I

r e

sufficient to meet tlhasymmstre entrgption s gsadrtd ptotget 03P ect i v e s

that arekeys then the encryption scherakall be compliant with the requirements®P 80038F.

If the Trusted Path relies on the physical protection of the CSPs, the SecuritysRalispecify the
following:
- the physical characteristicé the Trusted Path, with an explanation of how the Trusted Path will
protect the plaintext CSPs,
- thecontrols hat are used to maintain the Trusted Path, including the list of any physical tools (wires,
cables, etc.) needed to establish the Trusted Path,
- operator instructions for setup and operation of the Trusted Path,
- the specific characteristics ancespication of the source or target of the Trusted Path relative to the
cryptographic module.

If the Trusted Path uses the cryptographic protection af 8fes, the Security Polighall specify the
following:
- the algorithms used to provide the cryptodniagprotetion,
- the strength of the cryptographic protection of the CSPs,
- operator instructions for setup and operation of the Trusted Path
- theUser Guidace for identifyingthe source or target of the Trusted Path relative to the cryptographic

module.

Please refeto IG G.13Module Information bullet numberfér specific guidance on how to document a
Trusted Patlon the certificate.
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Additional Comments

1.

Two other IGs apply to the input and output of cryptpbre keys, m addition to this onelG 7.7

provides various scenarios that apply to both physical and cryptogfaoitéction of keys when they are
either entered into or out geetal exmples ofplysicallevicemthad ul e 6 s
can be used in key entrylG D.9 states which algorithms and key sizes approved or allowed when the
input and output of keys is protected by the cryptographic methidasrequiements stated ilGs 7.7
andD.9 do not apply to the protectiamf the CSPs that are not keys. It is, however, strongly
recommended that if a module performsyemmetrieckey-based encryption (AES or TripRES) to

protect the input or output of ndey CSPs, then an authentication encryption method is used, somilar
the SP 80B8F requirements for the cryptographic key wrapping.

The AS.07.33 Derived Test Regement, shwn above, addresses the input and output of plaintext
cryptographic kexomponents As these components are not keys, the remaining (notecblrgr
AS.07.33) key entry and output requirements of Section 4.7.4 of FIR3 dd®ot apply to tam. The
protection of these components relies on the Trusted Path which is defined in this Guidance.

It is possible for a module to get validated at défe security levels in Sections 4.2 and 4.7 of FIPS 140
2, as these sections are addressing fiferelnt setof requirements. For example, a module can meet the
Security Level 3 requirements of Section 4.2 by inputting the plaintext cryptographicsiegshe

Trusted Path provided by a directly attached cable. However, this module will onlidag¢edhat

Security Levels 1 or 2 in Section 4.7, as the imported keys are neither encrypted nor entered in plaintext
using the split knowledge procedureghis example is consistent with the fact that the requirements of
Section 4.7 are stricter tharode of Sectin 4.2, hence, potentially, the lower validation level in Section
4.7.
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SectikRol 8s Services, and Aut hen

3.1 Authorized Rles

Applicable Levels: 2,3,and 4
Original Publishing Date: 05/29/2002
Effective Date: 05/29/2002
Last Mdified Date: 05/04/2021

Relevant Assertions:
Relevant Test Requirements:
Relevant Vendor Requirements:

Background
From FIPS 14 Sectim 4.3:

An operator is not required to assume an authorized role to pesésuices where cryptographieys and
CSPs are not modified, disclosed, or substituted (e.g., show statdestelbr other services that do not affect
the security of the mode).

From FIPS 14 Section 4.3.3:

Authentication mechanisms may ieguired within a cryptographic mol@uo authenticate an operator
accessing the module, and to verify that the operator is authorized to assume the requested role and perform
the service within the role.

Question/Problem

What arethe ®rvices that doot require an operaton the appreed modeto assume an authorized role and,
therefore not beauthenticated, as requirédsSecurity LeveR, 3, or 4is claimed for Section 4.3?

Resoluion

If a Security Level 2 or above is claimed for Section 4. &ymerator in the approved mosleall be authenticated
when assuming a role for all services utilizing approved security functions, with the following exceptions:

(&) The hash algorithms whicheaspecified irFIPS 18064 andFIPS 202
(b) The deterministic random number generators which are specifidél 80090A revl

(c Digital signature verificati ongPFIPRI862angHPSi fi ed i n
186-4.

(d) Authentication procedures used for authenticating the operator and/or initialization procedures to
setup the operator's authentication creidds; and

(e) Show statusndsef-tests

Exceptions for other services that do not affect the security of the module may be ;dtenvexkr in this
case a justification, subject to CMVP approwdlall demonstrate the rationale Additional Comment 1
bdow are met.It is recommended that requests for exception should be submitted to the CMVP via the
existing Request for Guidance process detailgsdl. irRequest for Guidance from the CMVP and CAVP.
Approvd obtained prior to report submission can be referenced therein.

Additional Comments

1. Therationalefor the stated exceptionsegher:
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a. that the referenced algorithrand serviceslo not create, disclosodify, substituteaccess
or make use ofhe modll e 6 s;0CSPs

b. that the referenced algorithraad serviceslo notaffect the security of the module or the
security of the information being protected by the module.

2. FIPS1482 Section 4.3 talks about Aaut hohorizedeokd r ol es.
is any defined role. Some of these defined roles may require an operator to get authenticated before
the operator is authorized to assume the role.

3. Performing any service requires an assumption of a role. This IG clarifies under what nerditice
of the roles may remain unauthenticated. When the FIP2 S8hdard states (see Background
section above) that an operator is not required to asanraathorized role to perform certain
services, this means that while the module may beatalidat Security Level 2 or above in Section
4.3, a defined role may not require an authentication of an operator for the role to perform these
services.

4. Please ate the following rationale for the inclusion of the DRBG in the resolution exceptions above:

An approved DRBG may be called from an unauthenticated role, or even from a role that includes the
nonapproved services. Each execution of a DRBG mayresulnina i f i cati on of the DR
state parameters, whi IGH4.5aThisindirécemodificadian bf¢hé GSPESPs (s e
is permissible because it does not result in the weakening of the CSPs or infaHesssecrecy.

5. The zeroization of all of the motqulredidSectiompr ot ect e
4760fFIPS142 i s not viewed as a fAmodificationo of th
corresponding zeroization service may be calleshfam unauthenticated role.

3.2 Bypass Capability iRouters

Applicable Levels: ALL

Original Publishing Date: 04/01/2009

Effective Date: 04/01/2009

Last Modified Date: 04/01/2009

Relevant Assertions: AS.(B.12 aml AS.(®8.13

Relevant Test Requirements:

Relevant Vendor Requirements:
Background
A router is a particular type of cryptograpimodule where bypass is typically applicable but has some unique
attributes. Typically, a router has an internal IP addtaisle that contains entries for known addresses as well
as instructions spé#ying routing destinations and whether the packetg@be encrypted or passed in
pl aintext. I n addition, if an unknown adkd®orpatdgititoess i s |

a predetermined address unchan@ed. defaulgateway)
Question/Problem

Is the cryptographic module subjectthe bypass requirements of FIPS -P4i® packets with an unknown IP
address are either dropped odieected to a predetmined address (e.g. default gateway)?

Resolution:

The bypass requements of FIPS 140 are not applicable if packets with an uakm IP address are dropped
unprocessed.
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Packets with an unknown IP address that axdirexted to a predetermined addresg.(default gateway) are
bypassing the mod wypasé equieements gf fIPS 1@@re apphicablet h e

This IG is al® applicable to cryptographic modules that are offering an exclusive bypass capability or no
bypass capability at all.
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3.3 Authentication Mechanisms for Software Modules

Applicable Levels Levels 2,3, 0r 4
Original Publishing Date: 05/02/2012

Effedive Date:

Last Modified Date: 05/02/2012

Relevant Assertions: AS03.31 and AS03.32
Relevant Test Requirements:

Relevan Vendor Requirements:

Background

A cryptographic module maynplement authentication mechanisms to authenticate an operagssiaccthe

module and to verify that the operator is authorized to assume the requested role and perform services within
that role. Depending on the security level, a cryptographic modajesupport rolédased or identitpased
authentication.

Question/Problem

Can a software moduléd 1.16 rely on the authentication mechanisms emplapethe operating
environment rather than implemented expliciilythe software module within the software modules logical
bounday?

Resolution

If a software cryptographic module supports either-balseed or identitypased authentication, the
authentiation mechanismshall be implemented within the logical boundafythe module with the following
exception

1 If FIPS 1462 Sectian 4.60perating Environmenit validated at Level 2, 3, or 4, the authentication
mechanisms employed in the operating emnnent may be used to meet @S 1462 Section 4.3
authenticatin requirements. If rolbased authentication is claimedAlPS 140-2 Section 4.3, then
the operating environmeanhall satisfy either the rolbased or identitpased requirements FIPS
140-2 Section 4.3. If identitbased authentication is claimedilPS 1402 Section 4.3, then the
operating environmersthall satisfy identity-based requirements FIPS 1402 Section 4.3.

o If the operating environment requires special configuratiomgetto satisfy the selected
authentication method IRIPS 1402 Section 4.3, the configuration settingsall be defined
in the Sectity Policy, and the Security Polighall indicate that the Crypto Officer Role is
responsible for ensuring the configueatisettings are properly set for the module to operate
in anappoved mode of operation.
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3.4 Multi-Operator Authentication

Applicable Levels: Levels 2,3 and 4

Original Publishing Date: 05/02/2012

Effective Date:

Last Modified Date: 05/10/2017

Relevant Assertions: AS03.16, AS03.17,
AS03.18, AS03.19 and
AS03.20

Relevant Test Requirements:

Relevant Vendor Requirements:

Background

AS03.16:(Levels 2, 3, and 4) Depending on the security level, the cryptographic moduleall perform at
least oneof the following mechanisms to control access to the modul@le-based authenticatiomr
identity-based authentication

AS03.17: Level 2)If role -based authentication mechanisms are supported by the cryptographic module,
the moduleshall require that one or more roles either be implicitly or explicitly selected by the operator
and shall authenticate the assumption of the selected I (or set of roles).

AS03.19: (Level 3 and 4)f identity -based authentication mechanisms are suppoideby the
cryptographic module, the moduleshall require that the operator be individually identified, shall
require that one or more roles either be imgtitly or explicitly selected by the operator, andshall
authenticate the identity of the operator andthe authorization of the operator to assume the selected
role (or set of roles).

Question/Problem

A modulemay implemenseparatelyefinedoperator rats whichhave different authentication claims. For
examplethe Crypto Officer CO) roleimplementddentity-based authentation while the Userole
implementgole-based authenticatiofCase 1). In anothexample the COrole implementsole-based
authenticationwhile the Userole does not implement arauthentication(Case 2). There is also a possibility
of the CO and Usaples each supporting released as well as the identityased authentication (Case 3):
some of the operators who are assumingargiole are authenticated using the fmdsed credentials, while
others, who will also assume this role, pass an idebéised authentication. Are these implementations
compliant with the requirements of Section 4.3 of FIPS24&nd, if so, at what earity level?

For the above scenarios, it is assumed that apps®aa@dity services are included in each assumed role.
Shauld there be an exception to the operator authentication requirement when the approved security functions
do not affect the securityf the module?

Resolution:
Following are the resolutions for thethree scenarios from the Question/Problem section above.

1. The first cas€Case 1)s compliant to FIPS 14Q Section 4.becausdor the purposes of the FIPS 120
validation,identity-basedauthentications consideredo be meeting theole-based authentation
requirement. Both the CO and the User operatorawgbenticated to accetf®e approvedecurity
servicesThe section security level is 2 because it is the lower of the two awttémi methods
described.

The security plicy shall identify all roles, and for each role, tleithenticabn method (i.eeitherrole-
basedor identity-based.

2. Inthe second case (Case 2) the module is compliant to FIRS 3détion 4.3 level 2 only the
unaut henticated User role does not c &I3liforahey ser vi ce
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definition of such services. Otherwise, FIPS 42@ection 4.3 is annotated at level 1 and only thel [ev
assertions are addressed.

3. The Case 3 scenario is also compliant with FIPS2.4the vendor can claim compliance witbcEion
4.3 only atsecuritylevel 2.The test report addresses each role at security level 2. The securityspelicy
explain howthe authentication may be performed for each role.

Additional Comments

1. 1G 3.1addessesuthenticated roles fopprovedsecurity services and nauthenticated services.
2. In Case 3, the module can only be validatlevel 2 in Section 4.3 because the-tieed authentication
is also available to the module.
3. Other mixed cases aresalpossible. There is sufficient infoation in this Implementation Guidance to
determine how to treat each of these cases andwvhdt | be the overall security |
validation in Section 4.3. For example, the User role can have botilzas#d and an identityased
authentiation, while the Crypto Officer role always requires an idetftitged authentication. As sio
above, such module is validated at security level 2 in Section 4.3, unless the User role only calls the
services that arexceptions identified ilG 3.1as not affecting the mpdul ebds sc¢
the modul eds Section 4.3 may be validated at secur.i
4. When the module supports both the fbsed and the idetyt-based authentication, either within the
same role (as in Case 3 above) or by the different roles (as in Case 1), the testatgriglwhen writing
the Test Reporshalls el ect tAwet WMl adeoptiitgn in the Modaguitee | nforn
the testing laboratory to address in the Test Report both the level-bds@d) and the level 3 (identity
based) assertions

3.5 Documentation Requirements for Cryptographic Mo&elesices

Applicable Levels: All

Original Publishing Date: 07/25/2013

Effective Date:

Last Modified Date: 11/15/2016

Relevant Assertions: AS.03.14, AS.14.07
Relevant Test Requirements: TE03.14.01, TE.14.07.01
Relevant VendoRequirements:

Background
From FIPS 14 Section 4.3.2 and Appendix C:

AS03.07:(Levels 1, 2, 3, and 4) Serviceshall refer to all of the services, operations, or functions that can
be performed by the cryptogrgphic module.

AS03.08: (Levels 1, 2, 3, and 4) Service inputgall consist of all data or control inputs to the
cryptographic module that initiate or obtain specific services, perations, or functions.

AS03.09: (Levels 1, 2, 3, and 4) Service outpwkdl consist of all data and status outputs that result
from services, operations, or functions initiated or obtained by seree inputs.

AS03.10: (Levels 1, 2, 3, and 4) Each sére input shall result in a service output.

AS03.14: (Levels 1, 2, 3, and ocumentationshall specify:
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91 the services, operations, or functions provided by the cryptographic module, both Approved
and non-Approved, and

91 for each service provided by the modle, the service inputs, corresponding service outputs, and
the authorized role(s) in which the service can be performed.

AS14.07: (Levels 1, 2, 3, and 4) The security polispall specify: all services provided by the
cryptographic module.

Question/Prodem

FIPS 1402 Section 4.3.2 Roles, Services, and Authentication lays ouireegents for service inputs, service
outputs, correlation between inputs and outputs, and access control on the seithsii®ed roles as stated

in the Background sectiombove. Nevertheless, it does not specify what operations or functions thag can
performed by the cryptographic module are considered as services. The statement thatselivietss to all

of theservices does not answer the question what is copsiidsra service and must be documented in a security

policy.

FIPS 1402 Secton 2.1 Glossary of Terms does not provide a definition of service. However, the standard does
give a few examples to illustie the intended use of the term Serviéacryption, authentication, digital
signature and key managemerdre mentioned as example$ cryptographic services on page ®rigin
authentication, data integritynd signer norarepudiation are listed as the sg@ces provided by a digital
signatureShow statusndselftestsare mentioned in Section 4.3 as examples of services that difewtthe
security of the module.

What is the definition of service in the context of FIPS-220Vhat is the expected/id of granularity to specify
a servicen order to meet the referenced requirements? Do all services need to be documentegtinithe s
policy, including the services that are not sectnégvant or not specified in FIPS t205ection 4.3.2?

Resoluton

Services of a cryptographic module are thglevelo per ati ons and/ or functions th
main functionalityprovided through its external interface. The services that are commonly provided by a
cryptographic module are among Encigpt Digital Signature operations, Key Derivation Functions, Key
Establishment Schemes, Message Authentication, Random Number tigene&ecure Hashing, User
Authentication, SeHfests, key Zeroization, Show Status, Protocol Handshake, Signature Ogestion

FIPS 1402 statesinambiguously thaalls er vi ces need to be documented in tth
applies tathe following groups
1. services that use approved (i.e. including allowed) security functions and mechihaisare

available for use in an approved mode of operation,

2. services that do not use any security functions (i.e. approved @ppoaved), butra described in
FIPS 1402 Section 4.3.2 (e.g. Show Status service),

3. services that use napproved security functions orathanisms and therefore not available for use
in an approved mode of operation,

4. services that may perform actions that are not addckin the above bulletsn example of such
service would be fiimage mani pul ation. 0

The security plicy shall list each sevice individually that belongs to groups 1 to 3, asA®1t4.07 When
reporting cryptographic services in groug@,14.1provides the guidance for level of detalil.

For services that belong to group 4, the securiticpahall either list them individually in the same manner as
all other services, or provide a reference to separate external ddcuheze these services are documented.
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A referenceshall include the document name, version number, release date andehd@mument can be
publicly acquired (e.g. a provided URL).

The description of each serviskall address the requirements in FIRE®-2 Appendix C.3.2.

All module security functions listed iIRS01.12shall map to at least one defined security service.
Additional Comments

A service is any externally operator invoked operation and/or function that can be performed by a
cryptographianodule. A servicehall correspond t@a specific task otallable function to be performed by the
module

Services providetly asoftware module are not required to have-tsrene correspondence to the API

functions implemented by the module. A servicg.(&andom Number Generation) may invoke a group of

API functions. On the other hand, an API function may provide diffes@mices (e.g. symmetric encryption

vs. asymmetric encryption) depending on the different values of some or all of its input pesafmeendor

may choose to document services in terms of API functions if appropriate. Nevertheless, API functions are not
requred to be the only way to specify services.
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Sect rPinnidt e St ate Model

CMVP 105 05/04/2021



Implementation Guidance for FIPS PUB 12@nd the Grptographic Module Validation Program
National Institute of Standards and Technology

Sect rlPPmy $Hi c al Security

5.1 Opaity and Probing of Cryptographic Modules with Fans, Ventilation
Holes or Slits at Level 2

Applicable Levels: Level 2
Original Publishing Date: 02/10/2004
Effective Date: 02/10/2004
Last Modified Date: 02/10/2004
Relevant Assertions: AS.5.49
Relevai Test Requirements: TE05.49.01
Relevant Vendor Requirements: | VE.(6.49.01

Background

Cryptographic moduletypically require the use of heat dissipation techniques that can include the use of fans,
ventilation holes or slitsThe size of these openingsn t he modul esd® enclosure, or t|
blades, may allow the viewing or possible probing c#rimal componats and structures within the

cryptographic module.

Question/Problem

How do the opacity requirements of FIPS 4@ffect the desigof the heat dissipation techniques on those
cryptographic modules at Security Level&tould thecryptographic module pvent probing through the
ventilation holes or slits at Security Level 2?

Resolution

The following are the physical security requiests for multichip stanealone module at Security Level 2
pertaining to opacity and probing:

1 the enbodiments that are endily contained within a metal or hard plastic producgioade enclosure
that may include doors or removable covers (Security Lexedjdirement); and

1 the enclosure of the cryptographic modsitell be opaque within the visible spectrum.

Probing Requirements

Probing is not addressed at Security Levérdbing through ventilation holes or slits is addressed at Security
Level 3 AS.0521).

Opacity Requirements

The purpose of the opacity requireminto deter direct observation of the cryptographic mdidgle i nt er nall
components and design information to prevent a determination of the composition or implementation of the
module.

Amodue is considered fiopaqueo0 o nihsgectionfwithintthecisthienot be det
spectrum using artificialght sources shining through the enclosure openings or translucent surfaces, the
manufacturer and/or model numbers of internal campts (such as specific IC types) and/or design and

composition ifiormation (such as wire traces and interconnections).

Component outlines may be visible from the enclosure openings or translucent surfaces as long as the
component &8s manuelacntuwmbeerr sa,ndand/ omodcomposition and in
design cannot be determined.

All components within the bawdary of the cryptographic module must meet the opacity requirements of the
standard. Excluded nesecurity relevant components dat iave to meet these requirements.
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Additional Comments

Note: Visible light is defined as light within a wavelength rangd@¥nm to 750nm.

5.2 Testing Tamper Evident Seals

Applicable Levels: Levels 2, 3 and 4

Original Publishing Date: 09/12/2005

Effective Date: 09/12/2005

Last Modified Date: 09/12/2005

Relevant Assertions: AS.05.16, AS.05.35, AS.05.36, AS.05.37, AR 0AS.05.50)
Relevant Test Requirements:

Relevant Vendor Requirements:

Question/Problem
What level of testing and scope ebting should be applied when testing tangédent seals?
Resolution

If a module uses tamper evident labelshitll notbe possible to remove or reapply a label without tamper
evidence. For example, if the label can be removed without tamper evidaddde same label can be re
applied withoutamper evidence, the assertion fails.

Conversely, if any attempt to remove thbel leaves evidence, or removal andpplication leaves evidence,
or the label is destroyed during removal, the assertion paBsis means that theST laboratoryshall have to
use creative ways (e.g. chemically, mechanically, thermally) to remlabelavithout evidence and without
destroying the original label, and be able t@pply the removed label in a manner that dagdeave
evidence.

Additional Comments

It is outof-scope for an attacker to introduce new materials to cover up evidetiheeattack.

5.3Physical Security Assumptions

Applicable Levels: ALL

Original Publishing Date: 03/10/2009
Effective Date: 03/10/2009
Last Modified Date: 03/10/2009

Relevant Assertions:
Relevant Test Requirements:
Relevant Vendor Requirements

Background

Extracted from FIPS 1402 Section Ii OVERVIEW:
FIPS 1401 was developed by a government and industry workiogpgcomposed of both operators and

vendors. The working group identified requirements for four security levels for cryptagraodules to
provide for a wide spectrum of data sensitivity (day value administrative data, million dollar funds
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transfers and life protecting data) and a diversity of application environments (e.g., a guarded facility, an
office, and a completgunprotected location). Four security levels are specified fon @d 1 requirement
areas. Each security level offers an increas security over the preceding level. These four increasing levels
of security allow cosgffective solutions that are ampriate for different degrees of data sensitivity and
different apflication environments. FIPS 14Dincorporates changes in apmicle standards and technology
since the development of FIPS 14@s well as changes that are based on comments receivedhigosendor,
laboratory, and user communities.

The use of a validad cryptographic module in a computer or telecommunicationsrayis not sufficient to
ensure the security of the overall system. The overall security level of a cryptographic modble chosen

to provide a level of security appropriate for the s@guequirements of the application and environment in
which themodule is to be utilized and for the security services that the module is to provide. The responsible
authority in each orgnization should ensure that their computer and telecommunicattensy that utilize
cryptographic modules provide an acceptaleleal of security for the given application and environment.

The importance of security awareness and of making informsdiourity a management priority should be
communicated to all userSince information security requirements vary for differentiappbns,

organizations should identify their information resources and determine the sensitivity to and the potential
impad of losses. Controls should be based on the potential risks aottldfeselected from available

controls, including administrate/policies and procedures, physical and environmental controls, information
and data controls, software development and &itipn controls, and backup and contingency planning.

FIPS 1402 does not specify the required strength ofaperovel security finctions that may be implemented
within a cryptographic module at each security level. Allowable strengths are addrd§3&daimhereforea
Level 1 module may implement the same security stresfgah encryption function as a Level 4 module.

The four physical security levels of FIPS 12@re focused on the protixet of the modules CSRy the

module itself independenf the environment the module is deploy€&terefore selection of a secuyi level

is greatly influenced by the environment the module is to be deployed. At a Level 1 security level, which does
notitself provide physical security protection, in the tighvironment, may be an acceptable solution because
the environment providethe required physical security protection features.

A softwarecryptographic module is not subject to the physical $igawquirements of this standard. The
following resolution assumes the host platform is not subject to the physical securitgmegqig of FIPS
1402.

Question/Problem

What are the assumptions that have defined the protection, attack types and opesatothe FIPS 140
physical secuty requirements for which a cryptographic module itself provides at each security level?

Reslution:

Level 1

Protection Provided:

No physical protection of CSPs; access assumed

Hardware: probing and observationcoimponents assumed
Software: access tperating environment, applications and data assumed

User Assumptions:
Correct operationf theapprovel cryptographic services and security functions
All attacks result in access to CSPs and data (plaintextiphdrtext) held within the module

Opeaator is responsible for the physical protection of the module

*Value or sensitivity of datprotected by the module is assumed negligible in an unprotected environment
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Attack Type:
Passive attacko gain immedite access to CSPs and data held by the module
Attack Characterization/Testing Assumptions:

No prior access to the module is ansal
No tools and materials are assumed needed

Value:
The module provides correct operation of securitcfions and seices. Protection of the plaintext
CSPs and data held within the module is provided by the operator of the module (e.g. the environm
the module may be usedfjthe module is used in an unprotected environment, then the module
should nohold or maintan unprotected plaintext CSPs or data.

Level 2

Protection Provided:

Observable evidence of tampering

Physical boundary of theadule is opaque to prevent direct observation of internal security
components

Hardware: probing is assumed

Software: logial access protection of the cryptographic modules unprotected CSPs and data is
provided by the evaluated operating system at EAL2

User Assumptions:
Correct operation of thapprovel cryptographic services and security functions
All attacks result in aess to CSPs and data (plaintext and ciphertext) held within the module
Operator is responsible for the physical protection ofrthdule

*Value or sensitivity of data protected by the module is assumed lowuinpaotected environment

Attack Type:
Active attacko gain immediate access to CSPs and data held by the module

Attack Characterization/Testing Assumptions:
No prioraccess to the module is assumed
Readily available low cost tools and materialschhdre on hand at time of attack
Attack time is assumed to be low

Value:
The module provides correct operation of security functions and services. Protection ahtb&tpla
CSPs and data held within the module is provided by the operator of theenf@dulthe environment
the module maydused)The operator of the module is aware by tamper evidence that internal
information may be compromised. If the module is useth unprotected environment, then the

module should not hold or maintain unproéetplaintext CSPs or data which havenaderate or
high value.

Level 3
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Protection Provided:

Observable evidence of tampering

Physical boundary of the module is opado prevent direct observation of internal security
components

Directentry/probing attacks prevented

Strong tamper resiant enclosure or encapsulation material

If applicable, active zeroization if covers or doors opened

Software: logical access pgextion of the cryptographic modules unprotected CSPs and data is
provided by the evaluated operating system at EAL3

User Assumptions:

Correct operation of thapprovel cryptographic services and security functions
Non-direct attacks result in access@SPs and data (plaintext and ciphertext) held within the module

*Value of data protected by the module is assumed mederan unprotected environment

Attack Type:

Moderately aggressive attati gain immediate access to CSPs and data held logatele

Attack Characterization/Testing Assumptions:

Value:

Level 4

Prior accss to or basic knowledge of the module is assumed

Readilyavailable tools and materials

Actual attack time is assumed to be moderate (this does not incluesgénd gaining prior access
basic knowledge of module)

The module provides corregperation of security functions and services. Protedidhe plaintext

CSPs and data held within the module is provided by the operator of the module (e.g. the environment
the module mpbe used) and by the physical protection mechanisms of the n{jedulstrong

enclosure, tamper response for covers amigjaeterrent of probingJhe operator of the module is

aware by tamper evidence that internal information may be compromisedtaghk is praneditated

but will be of moderate difficultylf the module is used in an unprotected environment, then the

module should not hold or maintain unprotected ptaixt CSPs or data which have a high value

Protection Provided:

CMVP

Obsevable evidence of tampering

Physical boundary of thmodule is opaque to prevent direct observation of internal security
components

Direct entry/probing attacks prevented

Strong tamper resistant enclosure or encapsulation material

If applicable, actie zeroization if covers or doors opened

A complete englope of protection around the module preventing unauthorized astatygtysical
access
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Penetration of the modulebs enclosure from any di
detected resultig in immediate zeroization of plaintext CSPs or sedamage to the module

rendering it inoperable

Non-direct attacks prented

Software: logical access protection of the cryptographic modules unprotected CSPs and data is

provided by the evaluated opéing system at EAL4

User Assumptions:

Correct opertion of theapprovel cryptographic services and security functions
Module is tamper resistant against all physical attdefimed in the standard.

*Value of data protected by the module is assulnigdd in an unprotected environment
Attack Type:

Aggressive attacko gain immediate access to CSPs and data held bgdtele
Attack Characterization/Testing Assumptions:

Prior access to or advanced knowledge of the module is assumed
Specializedools and materials

Temperature and voltagatacks

No time restriction on attack

Value:

The module provides correctenation of security functions and services. Protection of the plaintext
CSPs and data held within the module is provided by thetipenf the module (e.g. the environment
themodule may be used) and by the physical protection mechanisms of the madidedrg

enclosure, tamper response for covers and doors, complete envelope of protection and penetration
detection resulting in imediate zeroization of plaintext CSPs, vottagnd temperature assurance).

The operator of the module is aware by tampestende that the adule was attagd. The module

shall zeroize all unprotected CSPs before an attacker can compromise the modtiacliis gpre
meditatedwell-funded organizel and determined.

Additional Comments

*Discussion of the value of the data fg@aed by the module does not consider physical protection provided by

the operator to supplement the minimum physical securityrezgants of each level in FIPS 120As an

example, a user of Level 1 modul e undingthearbdulednduar ds, gu
therefore may be comfortable in protecting more valuable information.

Attack times of low and moderate are jaitive and depend on the experience andl skdn attacker and
techniques employed. FIPS 12Merived Test Requiremerdad FIPS 144 and FIPS 14@ Implementation
Guidance provide further guidance for the tester for each security level.
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5.4 Levd 3: Hard Coating Test Methods

Applicable Levels: Level 3

Original Publishing Date: 01/27/2010

Effective Date:

Last Modfied Date: 06/15/2010

Relevant Assertions: AS.5.28,AS.%6.39 andAS.®.52
Relevant Test Requirements: TEO05.28.02, TE05.39.06 aid05.52.02
RelevantVendor Requirements:

Background

AS.05.28: (SingleChip - Levels 3 and 4) Either the cryptographic nedule shall be covered with a hard
opaquetamper-evident coating (e.g., a hard opague epoxy covering the passivation).

TEO05.28.02:The testershall verify that the coating cannot be easily penetrated to the depth of the
underlying circuitry, and that it | eaves tamper evidence. The inspection mugerify that the coating
completely covers the module, is visibly opaque, and deters ditesbservation, probing, or
manipulation.

AS.05.39: (Multiple-Chip Embedded- Levels 3 and 4) the multiplechip embodiment d the circuitry
within the cryptographic module shall be covered with a hard coating or potting material (e.g., a hard
epoxy materid) that is opaque within the visible spectrum.

TEO05.39.06: (Option 1- Utilize a hard opague material) The testeishall verify by inspection and from
vendor documentation that the module is covered with a hard opaque material. The documentation
shall specify the material that is used. The testeshall verify that it cannot be easily penetrated to the
depth of the underlying drcuitry. The tester shall verify that th e material completely covers the module
and is visibly opaque within the visible spectrum.

AS.056.52: (Multiple-Chip Standalonei Levels 3 and 4) the multiplechip embodiment of the circuitry
within the cryptographi c moduleshall be covered with a hard poting material (e.g., a hard epoxy
material) that is opaque within the visible spectrum.

TEO05.52.02: (Option i Covered with a hard opaquepotting material) Encapsulate within a hard,
opaque potting material. The estershall verify from vendor documentation and by inspection, if
internal access is possible, that the circuitry within the modulés covered with a hard opaque potting
material. The documentationshall specify which potting material is used and its hardess
characteristics.

Question/Problem

What kind of testing is expected to be performed at Level 3 to verify that the hard coaiotting material
that encapsulates the cirgyiis hard?

Resolution

Within the scope of FIPS 148 the termhardis ddined as:

Hard / hardnessthe relative resistance of a metal or other material to denting, scratching, or bending;
physically toutpened; rugged, and durable. The relative rasigts of the material to be penetrated by another
object.

Test methodshall be consistent withG 5.3that addressesmoderately aggressive attaakLevel 3
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Thetest methodshall at a minimumaddress thbardness characteristics of the epoxy or potting matesial
follows:

1. Attempsto penetrate the material ly instrument (e.g. awpointed handheld tool, etc.) usiag
moderately aggressivaamount of force tohe depth of the underlying circuitryhe wse of adrilling
or grindingmotionis outof-scope

2. The use of an instrumewntth amoderately aggressivamount of force to pry or break the material
away from the underlying circuitry (e.g. insert a pryfiastent at the boundary of tlepoxy or
pottingmaterialand another material/componéetg. PCB board)).

3. The use of anocerately aggressivamount offlexing or bending force to crack or break the material
awayfrom or expose¢he underlying circuitry

During testing the module should be consistently assessed to determine if serious damage has occurred (i.e. the
modulewill eithercease tdunctionor the modulds unable tdunction).

The manufacturing methaghich isused to apply the epoxy or poti materiakhall be reviewed to
determindf voids or pocketsayexist that could create an exposaraveaknessThe aboe testingshall
exploit thoe areas.

Module hardnessestingshall be performedat thevendos specified nominal operating tempteira for the
moduleand at thezendos specified lowest and highest temperature that the module will not be damaged (e.qg.
during storlge, transportatidgshipping, etq. If no specification is provided, hardness testihgll be

performed by the laboratogt ambient temperature.

The Security Policghall (AS.14.05 specify thenominal and high/low temperature range thatttoelule
hardnessesting was performedf. the module hardness testing was only performed at a single temperature
(e.g. vendor provied only a nominal temperature or the vendor did not provide a specification), the Security
Policy shall clearly state thahte module hardres testing was only performed at a single temperature and no
assurance is provided for Level 3 hardness conformatreney other temperature.

At Level 3, testing methods at all embodiments (singlehip, multi-chip embedded and multichip
standalone)shal not consist of drilling, milling, cutting, burning, melting, grinding or dissolving the
epoxy or potting material, in order to gain access to the underlying circuitry. These types of "attacks"
are addressed by Level 4 physical security @nare consistenwith FIPS 1401 Implementaton Guidance
IG 5.7.

Additional Comments

While the above test methods may be applicabiRhgsical Securityevel 3 for anodule which is protected
by a strong enclosure or includes doors or removable cokier$Gtdoes nospecificallyaddresshosetest
methods.
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5.5 PhysicaBecurity Level 3 Augmented with EFP/EFT

Applicable Levels: Level 3
Original Publishing @te: 12/23/2010
Effective Date:

Last Modified Date: 12/23/2010
Relevant Assertions: AS.5%.60
Relevant Test Requirements:

Relevant VendomRequirements:

Background

AS.05.60: (Level 4)The cryptographic moduleshall either employ environmental gilure protection
(EFP) features or undergo environmental failure testing (EFT).

Question/Problem

EFP/EFT is a Level 4 Physical SeityirequirementCan a module that only claims Level 3 physical security
also claim EFP/EFT?

Resolution
A module that hasden designed only to meet Level 3 physical security in FIPS 3&rtion 4.5 can
augment the Level 3 requirements with the Secti®rEFP/EFT requirements.

The CMVP provided test reporting to@RYPTIK) was modified to &w this scenario wher&IPS 40-2
Section 45 is claimed at LeveB andt h EFPEF® o pt i o ninthesModut lInforenatiendpanerhis
requires theesting laboratory to addredsoththe Level3 physical security requirements and the Level 4
EFP/E-T assertions while keepingé¢toverall sectiomnnotated akevel 3.

As indicated inG G.13 the validation certific® will be annotated as either:
-Physical Security: Level 3 +EFP

-Physical Security: Leved +EFT
-Physical Security: Leel 3 +EFP/EFT
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SectiOme6ati onal Environment

6.1 Single Operator Mode and Concurrent Operators

Applicable Levels: All

Original Publishing Date: 03/10/2003
Effective Date: 03/10/2003
Last ModifiedDate: 04/24/2003
Relevant Assertions: AS.®.04
Relevant Test Requirements: TE06.04
Relevant Vendor Requirements: | VE.065.04

Background

Historically, for a FIPS 14Q and FIPSL40-2 validated software cryptographic module on a server to meet the
singleuser requirement of Security Leveltlie server had to be configured so that @mguser at a time

could access the serv@his meant configuring the server OperatBystem (OS) so that only a single user at

a time could execute processes (includingtographic processes) on the ser@msequently, servers were

not being used as intended.

Question/Problem

AS.06.04st at es: fA(Level 1 Ohulbglestrittédeo acipgk operatormgdesfy st em
operation (i.e., concurrent operatorsare p | i c i t | Whabistheedfmitior af goncurrent operators in

this contextSpecifically, may Level 1 software modules be implemented on a server and &iRSvB462
validation?(Note: this question is also applicable to VPN, firewalls) etc.

Resolution

Software cryptographic adules implemented in client/server architecture are intended to be used on both the
client and the servethe cryptographic moduleill be used to provide cryptographic functions to the client

and server applicationg/hen a crypto module is implementeda server environment, the server application

is the user of the cryptographic modulée server application makes the callsht® ¢ryptographic module.
Therefore, the server application is the single uséretryptographic module, even when theveer

application is serving multiple clients

Additional Comments

This information must be included in the Rproprietary security dizy.
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6.2 Applicability of Operational Environment Requirements to JAMAart
Cards

Applicable Levels: All

Original Rublishing Date: 04/08/2003
Effective Date: 04/08/2003
Last Modified Date: 09/11/2003
Relevant Assertions: AS.®%.01
Relevant TesRequirements:

Relevant Vendor Requirements:

Background

FIPS1462 st ates (Section 4. 6 mi@paeraianal enmi@imenErefers to sostatme nt )

non-modifiable virtual environment (e.g., a JAVA virtual machine on apragrammale PC card) with no

underlying general purpose operatingsysteu pon whi ch the operational envi

Question'Problem

Does the FIPS 140 statement mean that a smart card implementing -snualifiable operating system (e.qg.,
like theones currently used today in most smart cards) that acceptraddVA applets (whether validated or
not) is a limited opetional environment?

Resolution

The CMVP cannot issue a general statement that applies to all JAVA card modules since funaiuhality
design can vary greatly from module to module. The detatioimis left to the GT laboratories, which have
the complet module documentation available to them. In geneoavever, a JAVA smart card module with
the ability to load unvalidated applgtsstvalidation is considered to haveradifiableoperational
environment and the Operational Environment requiremeriiR8 1462 are applicable.

A JAVA smart card module having a modifiable operational environment which either:
a) is configured suchhit the loading of any applets is not possible, or

b) loads only appletthat have been tested and validdtedither FIPS 1&1 or FIPS 14,

could be considered to havédiraited operational environment and have the FIPS-240perational
Environment rgquirements section of the module test report maastbt Applicable

The validated JAVA smart card cryptographic modulest use aapprove authentication technique on all
loaded applets. The modudball also meet, at a minimum, the requirementd §f0.34, AS.09.35 AS.10.03
andAS.10.04 as well a any other applicable assertiowalidation of the cryptographic moduke maintained
through the loading of applets that have either been tested and validated during the validation effort of the
smart ard itself or through an independent validatiommef(i.e., the applet itself has its own validation
certificate number).

The security policy of the validated smart card module must state whether:

i The module can load applets pwsatidation, validatear not (Note: if the module can load non

validatedapplets posvalidation, the security policy must clearly indicate thaet modul eds v al

to FIPS 1461 or FIPS 14 isno longer validonce a nosvalidated applet is loaded);

i Any applets are conitged within the validated cryptographic module ahdp, must list their name(s)
and version number(s).

CMVP 116 05/04/2021

i

ro

da



Implementation Guidance for FIPS PUB 12@nd the Grptographic Module Validation Program
National Institute of Standards and Technology

Additional Comments

The name(s) and version number(s) of all applets contained within a validated cryptographicsimaltiode
Il i st ed o n cerificate amdb GMYP website entry.

6.3 Correction to Common Criteria Requirements on Operating System

Applicable Leels: All

Original Publishing Date: 03/29/2004

Effective Date: 03/29/2004

Last Modified Date: 03/29/2004

Relevant Assertions: AS06.10,AS.®.21 and
AS.(®B.27

Relevant Test Requirements: TE06.10, TE06.21 and TE06.2

Relevant VendoRequirements: VE.(®6.10,VE.(%6.21 and
VE.(6.27

Background

Depending on how assertioAS$.06.10 AS.06.21andAS.06.27are read, they could be interfe as the OS
upon which the module is running on has to meet ALL of the listed PPs in Annex B at EAL2, EAL3 and EAL4
respetvely. Thi s i s because of the plugal at the end of

Question/Problem

Must theOS upon which the module funning on has to meet ALL of the listed PPs in Annex B at EAL2,
EAL3 and EAL4 respectively?

Resolution
No, the requiremeén should be interpreted to read as follows:
1 ForAS.06.10

an operating system that meets the fismal requirements specified &@Protection Profile listed in
AnnexB and is evaluated at the CC evaluation assurance level EAL2

1 ForAS.06.21 the first satence:

an operating system that meets the functional requirements specHi€ddtection Profe listed in
AnnexB.

1 ForAS.06.7, the first sentence:

an operating system that meets the functional requirements specHi®datection Profile listeth
AnnexB.
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6.4 Approved Integrity Techniques

Applicable Levels: All

Original Publishing Date: 01/21/2005
Effective Date: 01/21/2005
Last Modified Date: 01/21/2005
Relevant Assertions: AS.®.08
Relevant Test Requirements: TE06.01.0102
RelevantVendor Requirements: VE.(%.08.01

Background

FIPS 1402 Section4.6. 5t at es t hat AA cr ypt aprovd ipthgritctechmeuelfesgn i s m u s i
approvel message authentication code or digital signature algorithat)be applied to all cryptagphic
software and firmware components within the cryptaggp hi ¢ modul e. 0

Question/Problem
What is arapprovel integrity techniqugas specified iAS.06.08 and when must be it performed?
Resolution

An approvel integrity techniqués a keyed cryptographioechanism that uses approvel and validated
cryptographic security function. This includes a digital signature scheme, an HV&ARIAC. Approved
security functions are listed FIPS 1462 AnnexA.

Theapprove integrity technique is consideredPawerUp Testandshall meet all powewup test
requrements.
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Secti@my gt ographic Key Manageme

7.1 moved td.2

7.2 Use 6IEEE 802.11i Key Derivation Protocols

Applicable Levels: All

Original Publishing Date: 01/21/2005
Effective Date: 01/21/2005
Expiration Date:

Last Modified Date: 01/27/2010
RelevantAssertions: AS.(00.17
Relevant Test Requirements: TE07.17.0102
Relevant Vendor Requirements: | VE.(07.17.01

Background
FIPS 1402 Annex D provides a list of the FIRPprovel key establishmenéchniques applicable to FIPS
PUB1402.

The commercially available schemes referred to in FIPS2140nex D are concerdewith the derivation of a

shared secret, or, as it i sThedkeE&02.11stemdard deacriddmwdto fit he K
derive keys from a secret shared between two palttigses not specify how to establish this commonly

shared secte

Question/Problem

Assuming that the shared secret is established using a key establishment technique isp&oifiex D, can a
cryptographic module use the 802.11i key derivation techniques to derive a data protection key, a key
wrappingkey and othekeys for use in a FIP&provel mode of operation?

Resolution

Implementations of the IEEE 802.Jdrotocol operating in a FIPS ajgyed mode of operation must meet the
following requirements:

1. To derive a data protection key, a kesappingkey and othekeys for use in a FIP&yprovel mode of
operation, the following requiremertball be met

a) the shaed secret (the keying materiahall be established using a FIR®provel method specified in
FIPS 1402 Annex D;and

b) the key derivation functioshall beimplementedhs definedG 7.10

2. Thedata protection methadkfined in the 802.11i protocehall be AES CCM, which is aapprovel
security function for use in a FIRPprovel mode of operation as specified in FIPS-248nnexA.

3. The keying material may be established via manual methods as specified in HRJ héley
derivation function as defiein IG 7.10may then be applied.

References

Amendment 6: IEEE 802.11Medium Access CohtiMAC) Security Enhancements, IEEE P802.11i/D10.0,
April 2004. Section 8.5.1.2. Pairwise Key Himtay.
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7.3 moved taC.2

7.4 Zeroization of Poweldp Test Keys

Applicable Levels: All

Original Publishing Date: 09/12/205
Effective Date: 09/12/2005
Last Modified Date: 02/23/2007
Relevant Assertions: AS.07.41
Relevant Test Requirements: TEQ07.4101-04
Relevant Vendor Requirements: | VE.07.41.01

Background

FIPS 1402 Section 4.7.6 t at es t hat A T hleshad provigetmetgodsatqzlroize alliP@idtext
secret and private cryptographickeys@8 Ps wi t hin t he modul e. o

Question/Problem

Are cryptographic keys used by a module ONLY to perfBiRS 1402 Section 4.9.1 Powddp Tests (e.g.
cryptographic algothm Known Answer Tests (KAT) or software/firmware integrity tests) considered CSPs
and is zeoization required undd¥IPS 1402 Secton 4.7.67

Resolution

Cryptographic keys used by a cryptographic module ONLY to peffdRS 1402 Section 4.9.1 Poweddp
Tests are not considered CSPs and therefore do not need to mel@ShB162 Section 4.7.6 eroization
requirements.

7.5 Strengthof Key Establishment Methods

Applicable Levels: All
Original Publishing Date: 11/23/2005
Effective Date: 06/29/2005
LastModified Date: 05/10/2017
Relevant Assertions: AS.(d.19
Relevant TesRequirements: TE07.19.0102
Relevant Vendor Requirements: | VE.(07.19.01
Background
FIPS 1402AS.07.19st at es t hat ACompromi sing security

compromising the security of the algorithm used for key establishistesityequire as many operations as
determining the value dhe cryptographic key bag transported or age e d 0
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SP800-57, Recommendation for Key Managemie®art 1: GeneralRevisedYMarch 2007) Sectim 5, Sub

Section 5.6.1, Comparable Algorithriréhgth, contains Table which provides comparable security
strengths for taapprovel algorithms.

Table 1: Comparable Srengths
Bits of securit Symmetric key FFC IFC ECC
Y algorithms (e.g., DSA, BDH) (e.g., RSA (e.g., ECDSA)

L =2048 _ _

112 3TDEA N = 224 k=2048 f=224255
L =3072 _ —

128 AES-128 N = 256 k=3072 f=256383
L=7680 _ -

192 AES-192 N = 384 k= 7680 f=384511
L = 15,360 _ -

256 AES-256 Nz 512 k= 15,360 f=512+

Column 1 indicates the nurar of bits of security provided by the algorithms and key sizes in a particular
row. Note that the bits of securityenotnecessarily the same as the key sizes for the algorithms in the
other columns, due to attacks on thogmeathms that provide conapational advantages.

Column 2 identifies the symmetric key algorithms that provide the indicated level of security (at a
minimum), where 3TDEAs specified inSP800-67, and AES is specified iRIPS 197 3TDEA is TDEA
with three different keys.

Column 3 ndicates the minimum size of the parameters associated with the standards that use finite field
cryptography (FFC). Exampled such algorithms include DSA as defined-iPS 1864 for digital

signatures, and Diffie¢lellman(DH) and MQV key agreement asfubed in SP800-56A, where L is the

size of the public key, and N is the size of the private key.

Column 4 indicates the va for k (the size of the modulus n) for algorithms based on integer
factorization cryptography (IFCThe predominant algorithm tiis type is the RSA algorithm. RSA is
specified in AN$ X9.31 andthe PKCS#1document These specifications are referenae&IPS 1864
for digital signatures. The value of k is commonly considered to be the key size.

Column 5 indicates the range of hé size of n, where n is the order of the base point G) for algorithms
based on elliptic curve cryptography (ECC) that pecgied for digital signatures in ANX9.62 and
adopted in FIPS188, and for key establishment sigecified in AN$ X9.63 andSP800-56A. The value
of f is commonly considered to be the key size.

For exanple, if a 256hit AES is to be transported utilig RSA, then k=15360 for the RSA key pair. A 256
bit AES key transport key could be used to wrap al#68ES key.

For key strengths not listed in Table 2 abovethe correspondence between the length of an RSA or a-Diffie
Hellman key and the length ofsgmmetric key of an identical strength can be computed as:

CMVP 121

If the length of an RSA key L (this is the value of k in the fourthroolwf Table 2 above), then the
length x of a symmetric key of approximately the same stnecagt be computed as

o= 19232 2/L21n(2) 2 [in (L2 In(2) - 4.69
In(2) @
If the lengths of the DiffiegHellman public and private keys are L and N, correspondingly,thieen
length y ofa symmetric key of approximately the same strength can be computed as:

y=min(x,N/2), (2)

where x is computeds in formula (1) above.
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Question/Problem

What does FIPS 14D assertiorAS.07.19mean in the context &P800-57?

Resolution

The requirement applies to the key establishment methods fouF@ $ 1462 Section 4.7.

If a key is established via a key agneent or key transport method, the transport key or key agreement method
shall be of equal or greater strength than the key beargsported or establishdebr exampleit is acceptable
to have a 204®it RSA key (112bit strength) transported using a3 key

If the apparent strength of the largest key (taken at face value) that can be established by a cryptographic
module is grear or equal than the largest comparable strength of the implemented key establishment method,
then the module certificate disecurty policy will be annotated with, in addition to the other required caveats,
the caveat "(Key establishment methodology j@es xx bits of encryption strength)" for that key

establishment method. For example, if a BERGAES is to be transportadilizing RSA with a value of k2048

for the RSA key pair, the caveat would state "RSA (key wrapping, key establishment methpdoledgs

112bits of encryption strength)”.

Furthermore, if the module supports, for a particular key establishment ms¢hvedakey strengths, then the

caveat will state either the choice of strengths provided by the keys while operated in FIPS tinexdeaie

only two possible effective strengths, or a range of strengths if there are more than two possible strengths. Fo
exampe, if a module implemen048and3072bit public key DiffieeHellman with the private keys @24
and256bitsthenthecavat wo ul d -Heltmant(key afr&eimént; key establishment methodology
providesll2and 128&its of encryption strer)". The security policyshall provide details about the non

compliant key sizesf, on the other hand, a module implements, ippsut of a key wrapping protocol, the

RSA encryption/decryption with the RSA keys of 2048, 4096 and 15360 bits, thenda¢wautl s ay A RSA
(key wrapping; key establishment methodology providesbetd#2a nd 256 bits of encrypti
These caeats provide clarification to Federal users on the actual strength the module is providing even though
Table2 below stateshat the strength is suffient.

Additional Comments

SP800-57, Recommendation for Key Managemie®art 1: GeneralRevisedMarch 2007 also proides
thefollowing information in Section 5.6.2:

Table2 provides recommendations that may be used to select an appropriate algjtgitbins and key sizes
for Federal gvernment unclassified applications. Between 2011 and 2030, a minimum of 112skitsirity
shall be provided. Thereafter, at least 128 bits of secahigfl be provided.

1. Column 1 indicates the estimated time pasiduring which data protected $pecific cryptographic
algorithms remains secure. (i.e., the algorithm security lifetimes)

2. Column 2 identifies appropriate symmetric key algorithms and key sizes: 3TDEA are speSiB0io
67, the AES algorithm is spédied in FIPS 197, and the compation of Message Authentication Codes
(MACs) using block ciphers is specified $# 800-38.

3. Column 3 indicates the minimum size of the parameters associated with FFC, such as DSA as defined in
FIPS 186-4.

4. Column 4 indicate the minimum size of the modulfes IFC, such as the RSA algorithm specified in
ANSI X9.31andPKCS#1and adopted iFIPS 186-4 for digital signatures.

5. Column 5 indicates the value fofthe size oh, wheren is the order of the base poi@j for algorthms
based on elliptic curve crypgraphy (ECC) that are specified for digital signatures in IAXEB62 and
adopted irFIPS 186-4, and for key establishment as specified S| X9.63andSP800-56A. The value
of f is commonly considered to be the key size
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Table 2 Recommended algorithms and minimum key sizes
Symmetric key IEC
. L Algorithms FFC ECC
Algorithm security lifetimes (Encryption & (e.g., DSA, BH) (e.g., RSA (e.g., ECDSA)
MAC)
3TDEA Min.:
Through 2030 AES-128 L =2048 Min.: Min.:
(min. of 112 bits of strength) AES-192 N =224 k=2048 f=224
AES-256
Beyond 2030 NSrS: M 2 Min.: Min.:
(min. of 128 bits of strength) AES.256 N= 256 k=3072 f=256

The algorithms and key sizes in the table are considered appropriate for dotigmaif data during the given
time periods. Algorithms or key sizes not indicated for a given range ofstedtsot beused to protect
information during that time periodf the security life of information extends beyond one time period

specified inthe table into the next time period (the later time period), the algorithms and key sizes specified for

the later timeshal be used. The following examples are providedadfy the use of the table:

a. If information is encrypted in 2005 and the maximexpected security life of that data is only five years,
any of the algorithms or key sizes in the table may be used. Betiiiformation is protected in 2005 and
the expedd security life of the data is six years, then 2TDEA would not be appropriate.

b. If a CA signature key and all certificates issued under that key will expire in 2005, then the signature and

hash algorithm sed to sign the certificate needs to be securatfi@ast five years. A certificate issued in
2005 using 1024 bit DSA and SHAwould be acceptable.

c. Ifinformation is initially signed in 2009 and needs to remain secure for a maximum of ten yearsiti.e., f
2009 to 2019), a 1024 bit RSA key would notypde sufficient protection between 2011 and 2019 and,
therefore, it is not recomemded that 102Bit RSA be used in this case. It is recommended that the
algorithms and key sizes in the "Through 2030" (ewg., 204&it RSA) should be used to provide the
cryptographic protection. In addition, the signature must be generated ussiyadaithm of
comparable or greater strength, such as 24 or SHA256.

7.6 moved tow.5

7.7 Key Establishment and Key Entry and Output

Applicable Levels: All

Original Publishing Date: 01/24/2008
Effective Dde: 01/24/2008
Last Modified Date: 02/062017
Relevant Assertions: General
Relevant Test Requirements:

Relevant VendoRequirements:

Question/Problem

Given different configurations of cryptographic modules, how can a misckdg establishment drkey entry
and output states be easily mapped to the FIPS BHxtion 4. Zryptographic Module Ports and Interfages
Secton 4.7.3Key EstablishmerandSection 4.7.4ey Entry and Outp@tAre there any special considerations
for Sub-Chip CryptographicSubsystemg§G 1.20?
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Resolution

Using the following guidelines, first d&mine how keys are established to a module. Once the establishment

method is determined, the Key Entry format table will indidagerequirements on how kegisall be entered
or output. The following is based on the requirements found in FIPR iMS@etions 4.2 and 4.7.

CM: a FIPS 14e validatedCryptographic Modie
GPC: General Purpose Computer

EXT: avalidatedCryptographic Mdule which lieexternalor outside of thgphysicalboundary See the
CM software physical boundary diagram for an example.

INT:  avalidatedCryptographic Module which liesternalor inside of the physical boundary. See the CM

software physical boundadiagram for an example.

App:  a nonvalidated norcrypto general purpose software application operating inside of theldrgun
regard to the reference diagrams CM software physical laoynd

Key Establishmenti Table 1

MD: Manual Distribution ME: M anual Entry (Input / Output)

ED: Electronic Distribution EE: Electronic Entry (Input / Output)

CM Softwaré from GPC Keybard MD / ME
CM Softwaré to/from GPC Key Loader (e.g., diskette, USB toke) MD / EE
CM Softwaré to/from GPC EXT Ports (e.gnetwork port) ED/EE
CM Softwaré to/from CM Softwarévia GPC INT Path N/A

CM Softwaré to/from App Software via GPQNIT Path N/A

CM Softwaré to/from INT CM Hardware via GPC INT Path N/A

CM Softwaré to/from EXT CM Hardware running on a noetwoked GPC (key loader) MD / EE
CM Softwaré to/from EXT CM Hardware running on a networked GPC ED/EE
INT CM Hardware to/fom App Software via GPC INT Path ED/EE

INT CM Hardware (SufChip Cryptographic Subsystem) to/from INT CM Hardware (Sub | N/A
Chip Crypbgraphic Subsystem) via Singfhip INT Path at Levels 1 and 2

INT CM Hardware(Sub-Chip Cryptographic Subsystertoyfrom INT CM Hardware (Sub ED/EE
Chip Cryptographic Subsystem) via Sin@lhip INT Path at Levels 3 and 4

INT CM Hardware from GPC &yboard via GPC INT Path MD /EE
INT CM Hardware to/from direct atth key loader MD / EE
INT CM Hardware from direct atth keyboard MD / ME
EXT CM Hardware to/from networked GPC ED/EE
EXT CM Hardware to/from directly attached key loader MD / EE
(a nonnetworked GPC could be considered and used as a key loader)

EXT CM Hardware from direct attach keyboard MD / ME

! Must meet requirements of AS.06.04, AS.06.05 and AS.06T0se requirements cannot be enforced by administrative
documentatiorndprocedures, bunust be enforced by the cryptographic module itself.
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The following illustration provides reference to #itwove Key Establishment table.

CM Software
L~ Physical Boundary

Manual Distribution Direct Attach to
Manual Entry CMPCI Card

IHT Path Eey Loader or
CM USBE
THT Port \: ’

CMPCT Card

Eevboard Direct Attach GPC EXT Port
Manual Distribution toe CMPCI Card (network, USB,
serial, etc)

L A bt i

Electronic Entry

o et L L

- St RS e
L =D SEEEET e
. GPC Keyboard
Electronic Distribution
Electronic Entry
Key Entry Format i Table 2
Distribution (Establishment)
Manual Electronic
Manual K_eyboard, Thumbwheel, Switch,
Dial

fé; 1 2 3 4

S

° PKT | PKT | KT/SK | KT/SK

5 -

E’ .| Smart Cards, Tokemiskettes and Key Establishment

= Electronic

> Key Loaders Key Transport or Key Agreement

c

u 1 2 3 4 1 2 3 4

PKT PKT | KT/SK | KT/SK KE KE KE KE
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Legend
PKT: May be Plaintext oby Key Transport

KE: Key Establishment
KT/SK: Key Transporbor Plaintext Split Knowedge (via separated physical ports or via trusted path)

At Levels 3 and 4, plaintext key components may be entered either viateguaysical ports or logically
separated ports using a trusted path. Manual entry of plaintext keys must be enterqaitkhuydedge
procedureskeys may also be entered manuaiging a key transport methdfl automated methoda, key
establishmentnethodshall be used

Additional Comments

This IG reaffirms that keys established usingnual transport methodsdelectonically input or outputo a
cryptographic module may be input or outpupiaintextat Levels 1 and 2.

Level 1 Softwarei General Purpose Operational Environment
AS.06.04: (Level 1 Only) The operating systershall be restricted to a single operator modef operation
(i.e., concurrent operators are explicitly excluded).

AS.06.05: (Level 1 Only) The cryptographic nodule shall prevent access by other processes to plaintext
private and secret keys, CSPs, and intermediate key generation values during the érthe

cryptographic module is executing/operational. Processes that are spawned by the cryptographic
module are avhed by the moduleand are not owned by external processes/operators.

AS.06.06: (Leve.11 Only) Non-cryptographic processeshall not interrup t the cryptographic module
during execution.

A Software Cryptographic Module (SCM) requires the use of an underlying GeneraldGgroputer (GPC)
and Operational Environment (OE) to execute/operate. A SCM is conceptually comprised of-two sub
elements: &hysical Cryptographic Module (PCM) and thegical Cryptographic Module (LCM) boundary.
The LCM is executes/operates within theMPO'he LCM is the collection of executable code that
encompasses the cryptographic functionality of the SEM @ . , x d)bGthérgenerabapose application
software (App) (e.g., word processors, network interfag&y, may reside within the PCNM.hereforethe

PCM encompasses the following elements: GPC, OE, LCM and App. The LCM relies on the OE and GPC for
memory maagement, access to ports and interfacesptat services such as the requiremens306.04,
AS.06.05 andAS.06.06. The LCM ha no operational control over other App elements within the PCM of the
SCM. The SCM, which is comprised of all the varioub-slements (GPC, OE, LCM and App), is resattto

a single operator mode of operation, such that the single operator hascd ¢ewveidence in the SCM
environment as a whole. The CMVP views the-h@M elements (GPC, OE and App) as implicitly excldde

Example:lf the LCM generates keys, it ntusse a FIP&pprovel RNG. That key may be stored within the
PCM but must meetS.06.06 unless the LCM wishes the key to be exported. If exported, refer to Table 1 for
the key establishment and key entry regonents. If a key is generated outside of the LCM, then the
generation method is cof-scope but the key must be imported per Tableguirements.

It is the burden of the operator of the SCM to understand the environment the SCM is running. If that
environment is not acceptable, then there are alternstilkgions fardware cryptographic modules and/or
Level 2, 3 or 4 software crypgoaphic modules) that should be considered.

If the operating system requirementsA®.06.04 AS.06.05andAS.06.06cannotbe met, then the SCM

cannot be validated at Level 1. The vendor provided documengitidirindicate how these requirements are
met(AS.14.02. Theserequiremerd cannot be enforced by administrative documentation and procedures, but
must be enforced byé cryptographic module itself.
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7.8 The Use of PosRrocessing in Key Generation Methods

Applicable Levels: All

Original Publshing Date: 03/10/2009

Effective Date: 03/10/2009

Last Modified Date: 08/.2/2020

Relevant Assertions: AS.07.11 and AS.0&
Relevant Test Requirements:

Relevant Vendor Requirements:

Background

FIPS1482 Secti on 4. Appdvekdygeheeson methads aréilisted in Annex C to this
standard. If an approved key generation method requires input from antf¥@n approved RNG that

meets the requirements specified in FIPS-24&ectim 4.7.1shallb e used. o
Question/Problem

There exist a NIST standard for key generati®®, 800133. This standard, however, does not include the so
called postprocessing, with, instead, has been documented in the FIPS21€07.8 The posiprocessing

has been used vemfiequently by the vendors. The remaining key generation methodology is adequately
addressed i&P 800133

Why have two gearate document$G 7.8andSP 800133) to illustrate an almost identical functionality?
Resolution

The vendor has an option to perform a qualifiedpostessing that would apply to U, an output of an
approved DRBG, befe the updated value of U is passed to3ReB00133-compliant portion of the key
generation process. The pgsbcessing methodaly is not shown irsP 800133and, therefore, not
addressed ifG D.12

Qualified PostProcessing Algorithms

The value of U in th&P 80-133key generation mechanism is the output of an approved DRBG. As
explainedearlier, this DRBG output may be further modified by applying a qualifiedgrosessing
algorithmbeforeit is used to compute the secret value B (from Section\When postprocessing is performed
on DRBG outputthe output of the pogtrocessing opeti@an shall be used in place of any usetbé DRBG
output.This output from the pogirocessing operation becomes the new U.

Let M be the length of the output requested fromRRBG by a consuming applicatiprandlet Ry be the set of all

bit strings of EngthM. When the output is to be used for keysis typically a multiple of 64; however, these

algorithms are flexible enmh to cover any output size. LR§ be the set of &bit strings of lengtiN, and let

F:Ry- {01, &:-1}pbe afunction orN-bit strings with integer output in the range kteovherekis an

arbitrary positive integer. Let {PP,,  é}, be #set opermutations (on#n-one functions) froniky back to

Ru.Thelf6s may be fixed, or they may etlvdduedemmmesafFad usi ng
P; are given below.

Leti berandomly selectetfom the seRy (i.e.,r1is a radomN-bit value) and let berandomly selected
from the seRy (i.e.,rz is a randonM-bit value) Bothi and shall be outpts from an approveBRBG,
such thatN ¢ M. (The casé =i is permissible.) The post processor's output idviHat string0 i

The apparent complexity of this pgsbcessing should not be of any concern to vendors and testing
laboratories.The posiprocessing step is optional. Vendors are not eraged to design the peptocessing
into the crypbgraphic modules.

Examples of F(1) used for Post Processing

The function F may be simple or fairly complex.

CMVP 127 05/04/2021



Implementation Guidance for FIPS PUB 12@nd the Grptographic Module Validation Program
National Institute of Standards and Technology

Letk be the number alesired permutations, afeti represent ai-bit output of an approvedRBG. Two
examples are provided:

1. Avery simple example of a suitable F is the following, where assumed to be an integer in the
range 1to ®.

FG@ )=1 modk
Here,i is interpreted aan integer represented by thiestringi .
2. A more complex example is:
F(r1) = HMAC(key, i ) modk,

using a hashing algorithm and a fixed key in the HMAC computation. In thiskoeseld be as large

as 24" or as small as, Whereoutlenis the length of the hash function output in bitdaving a

single permutation, while peimt t ed, woul d certainly not require t
it. On the other hand =2 might make sense in the right application.)

Note that in both fthese examples, thepermutations are selected with (nearly) equal probability, Imiisth
not a requirement imposed by this ppsbcessing algorithm.

Examples of Pused for PostProcessing.

Depending on the requirements of the applicationPtimeay be very simple or quite complex. The security of
the key generation method depends orRfieingpermutations

1. An example of a very simple permutatiBnis bitwise XOR with a fixed maski: Pi(i ) =( XOR
A), wherel andA areM-bit vectors.Continuing this example, if thesrefour such mask(= 4),
the simple fundéon F(r1) that maps into an integer represented by the two rightmost bits (Hay,
60016 corr e@pamdys etsghldIn,ded t esp@amds 6t0® 63 cauldr esponds

be used to choose among them. Then thepasto ¢ e wpwlr 6 § would bei XOR®
Note that in this example,©N ¢ M, whereN is the length of , andM is the length of .

[This should not be confused with the XORing defined in equation (1) abbeequatia in (1) is
appliedafter each of th&) andV valuesis calculated, including any qualified pgsbcessing, if
appliable.]

2. A more complex example would be thee of a codebook to affect a permutation. For exarRyfle)
= Triple-DESkey, i ) could be used on@RRBG whose outputs were @it strings. SimilarlyPi(i )
= AES(ey, i ) could be used to effect peutations on ®RBG with 128bit outputs.

Suppose that there are ten 256 AES keys k= 10). Let F{ ) = SHA256{ ) mod 10 Then the post
processed outpuit i would be AESKeysHazse¢1) mod 101 ) - Note that in this case,t4N ¢ M,

whereN is the length of , andM is the length of (the minimum legth ofi is determined byhe
modulus value 10, which is represented in binary as 4 bits).

A similar example, but one withrauchlarger valuefor k, (e.g. k = 2'?%), might usekey =
SHA256(128bit representation aj. Let F{ ) = SHA256{ ). The outpu) i of the post
processor would be AES(SHA256),i ). Note that is this casb,=M = 128.

3. An example of a permutationm@where between these extremes of compléxaybytepermutation
6SBOX whi edpplieditoledch byte of inputith the final output being the concatenation of
the individually permuted bytes:

P(BilB2l | Bwa)|=ISBOX(B1)|ISBOX(B2) | | € | i[B&sp O X

For specificity, suppose thit = 128; there are just 2 byte permutations to sledoom, SBOX and
SBOX;; and Fmaps 8bit strings to their parity: F() =0ifi has an even nuimber of 1¢
1ifi hasan odd number of@l $\ote that in this casé| = 8.
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Thepospr oces s olr 6 9 ,oruthenput pair andi =Bi|[B2| | Biéwould be
SBOXpaity(r1)(B1) || SBOXariye1)(B2) | | € |paliyen)@8).A KX complete the example, suppose that
the two byte permutations are specified as: SBO¥e AES SBOX, and SBQOXs the inverse
permutation to theameAES SBOX.

Additional Comments

1. |If the verdor chooses to perform the pgebcessing, the vendehal explain the details of how it
works. If possible, the vendor shouttap their method into one of the examples shown in this
Implementation Guidance.

2. Although somesecurity strength may best duing postprocessing, the loss is small enough to be
ignored for the purposes of FIPS 120validation

3. The postprocessing may apply whenever the module generates either a symmetric cryptographic key
or a seed to be used when generating the asymmetdc key

Test Requirements

Codereview,venda ocument ati on revi ew, a rbcessiagppceduges of t he
into the methods described in this Implementation Guidance.

79 Procedural CSP Zeroization

Applicable Levels: All

Original Publishng Date: 03/24/2009
Effective Date: 03/24/2009

Last Modified Date: 03/24/2009
Relevant Assertions: AS.(00P.41,AS.00.42
Relevant Test Requirements:

Relevant Vendor Requirements:

Background

FIPS1402 Sect i on A4drypibgrdphicsmodulishellsprovide methods to zeroize plaintext secret
and private cryptographic keys and CSPs within the m

Question'Problem

A moduleshall provide methods to zeroize all plaintext permanent, temporary and ephemeral CSPs within the
module. These methodsay be operational (i.e. a callable service invoked by the operator of a module), or
methods commonly referred to pocedural zeroizatiomehods. What are acceptable methods?

Resolution

The zeroization methods requiredA6.07.41 are operational orgredural methods that will provide an

operator of a module a method to zeroize all permanent, temporary and ephemeral plaintébi€ Si.

be done with a level of assurance that the GaRaotbe easily recoveretowever this shall not include

mehods of recovery that require substantial skill and methods that may be employed by governmental or other
well-fundedinstitutions. As an opetianal or procedural method, the time necessary to perform the zeroization
shall be reasonable based on the mdtamployed.

o For software modules, a procedural method may include the uninstallation of the cryptographic
module applicationandreformattingppf and over writing, at | east once,
other permanent storage media. Only performimegprocedural uninstallation of the cryptographic
module application is not an acceptable method.
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o For spacébased modules, a procedural metttwat relies on the derbit destruction is acceptable
only ifthe vendor of the module provides analysis thatatds the components where plaintext
CSPs may reside have a high probability of destruction andevowvery.

o All procedural or operationakroization methodshall be performed by the operator of the module
while the operator is in control of the modil.e. present to observe the method has completed
successfully or controlled via a remote management seskith®.method is not under the direct
control of the operator, then rationaleall be provided on how the zeroization method(s) are
employed sch that thesecret and private cryptographic keys and other CSPs within the module
cannot be obtained by an attar.

o0 Except for spacbased modules, physical destruction of the module is not considered an acceptable
zeroization method.

Additional Comments
TEO07.41.03 is revised as follows:

TEOQ07.41.03 The testeshall initiate zeroization and verify the key desttion method is performed in a

sufficient time that an attackeannotaccess plaintext secret and private cryptographic keys and other

plaintext CSPs while under the direct control of the operator of the module (i.e. present to observe the method
has completed successfully or controlled via a remote management se#isiba method is not under the

direct control of the operator, then ratitemshall be provided on how the zeroization method(s) are employed
such that the secret and private cryptograkéis and other CSPs within the module cannot be obtained by an
attacker.

7.10 Using the SP 80008 KDFs in FIPS Mode

Applicable Levels: All

Original Publishing Date: 10/22/2009

Effective Date: 10/22/2009

Last Modified Date: 10/22/2009

Relevant Assertions: AS.(’.11 andAS.(/.16
Relevant Test Requirements:

Relevant Vendor Requirements:

Background

When a key is shared between two tgi it may be necessary to derive additional keying material using the
shared keySP 800108 provides Key Derivation Functions (KDFs) for deriving keys from a shared k& in
800-108, the shared key is called a fleared key. The shared key may hbgen generated, entered or
established using any method approved or allowed in FIPS mode.

Note thatiG D.2 contains key establishment methods, and includes KDFs that are usedkdyragreement
to derive keying mizrial from a shared secret, which is the result of applying a Eiiéman or MQV
primitive. The keying material may be used as a key directly or to derive further keying material.

IG 7.2defines IEEE 802.11i KDFs thatay be used to derive further keying material.

Question/Problem

Where do the KDFs frorSP 800108fit in the key establishment process, and under what conditions can
these KDFs be used in FIPS mode? Are there any other allowed methods for deriving déditfram a
pre-shared key?

CMVP 130 05/04/2021



Implementation Guidance for FIPS PUB 12@nd the Grptographic Module Validation Program
National Institute of Standards and Technology
Resolution

All key derivation methods listed 8P 800108will be allowed in FIPS mode if the Key Derivation Ké§, ,

as introduced in Section 5 8P 800108has been generated, entereésiablished usmany method
approved or allowed in FIP@ode.

Note that the KDFs describé@ 7.2are included ir5P 800108 thus makindG 7.2 obsolete.
Other KDFs that are allowed for key derivation frehared keying material are:

1. The KDF spcified in the Secure Retime Transport Protocol (SRTP) defined in RFC 3711.
Additional Comments

A key hierarchy as specified in Section 656 806108 may be used.

7.11Moved toW.6

7.12 KeyGeneration for RSA Signature Algorithm

Applicable Levels: All

Original Publishing Date: 05/02/2012
Effective Date:

Transition End Date: 12/31/2013
Last Modified Date: 01/11/2016
Relevant Assertions: AS07.16
Relevant Test Regrements: TE07.16.0-02
Relevant Vendor Requirements: | VE07.16.0102

Background

FIPS 1402 Annex A lists thepprove security functions for FIPS 140 For asymmetric key digital

signature standards, references address RSA signature generatimatiogriénd key generation. Some of

these referenced RSA standards include the specification of the RSA key generation procedure while others,
such aRSASSAPKCS®vl 5 and RSASSASSonly define the requirements for signature generation and
verification. These latter references do not address the generation of keys used in signature generation and
verification.

Question/Problem

What methods for RSA key gengaam may be used when the module claims compliance with the RSA
signature standards that do nopkoitly address an RSA key generation method?

Resolution

If the module performs signature verification only, then the module does not need to possede RBAv
key and therefore does not need to generai&@.RSA public key parameters might beeeed into the
module or loaded at the time of manufacturing.

If the module performs an RSA Signature generation then the RSA private and public keyfendeeit

loaded into the module (externally or poaded at the time the module is manufacturedjenierated by the
module.If the module generates RSA signature keys then this key generation prosetlve anapprovel

method. Theapprovel methods ardescribed iFIPS 18640rANSIX9.3. The modul ebds RSA
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CAVP algorithm certificateshall indicate that the RSA key generating algorithm has been tested and validated
for conformance to the methodskiPS 1864 or ANSI X9.31

Additional Comments

The TransitionEnd Date is based ol G.15FIPS 186-2 to FIPS 1864 Validation Transition PlarClause
2.2b: Conformance té&IPS 1862 after December 31, 2013.

This Implementation Guidance does not address RSA key generation for usepprineel key
establishment protocol$he user should follow the regaments ofSP 80056B.

7.13Moved toW.1

7.14Entropy Caveats

Applicable Levels: All

Original Publishing Date: 08/07/2015

Effective Date: 08/07/2015

Last Modified Date: 05/07/201

Relevant Assertions: AS07.13

Relevant TesRequirements: TE.07.13.01 and
TE.07.13.02

Relevant Vendor Requirements:

Background

Section 4.7 of FIPS 14D states thaicompromising the security of the key generation method (e.g., guessing
the seed value to initialize the detémistic RNG)shall require as least as many operations as determining the
value of the generated kéyTE.07.13.02f ur t h er The testeghall detehmane thefiaccuracy of any
rationale provided by theendor.The burden of proof is on the venddrthere is any uncertainty or

ambiguity, the testeshall require the vendor to produce additionaformation as neededl.

There are sme module designs where it may be impossible to know how much entropy has been supplied for
key generation. For exampk module designed as a software library with an API allowing the caller to supply
random buffer to use as a seed for random numberajére the module would be passively accepting the
entropy #fAi nf upsairotnys oa pfprloint atthiiosmusrspective, ibisnonlyg possible tovtalkd u | e 6
about the number of bytes/bits size of the received random field, not of the amount eniropges it mean

that the requirement in AS.07.13 cannot be tested and therefore the module cannot be validated?

To be fair, in this case the module is not necessarilyaoonpliant with AS.07.13; it is just impossible to
determine within the scope tife CST lab testing that the module would be compliant in all possible
deployments. This Implementation Guidance wettissand similar issues and shows how to identify the
cases when compliance with that entropy requirements of FIR3 ¢ddnot be diraly verified by the testing
labs and how to inform the user of potential weakness or lack of assurance for therigibsstethe
cryptographic keys generated by such modules.

Question/Problem

When is it necessary for the module to provide the evielehthe amount of generated entropy?
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How to handle the case when the amount of generated entropy is sufficient themagtimum key strength
requirement (112 bit) but not necessarily sufficient to account fapparentstrength of the generated keys

What informatiorshall the testing laboratory provide in the test report submitted to the CMWH2?
informationshdlbe i ncl uded in the modul eds certificate and t
of compliance with the AS.07.13 requirement?

Resolution

We identify the main fAlogical o cases and Mhdawvhat each c a:
certificate caveat, if anyghall be used.

1. The module is either generating the entropy itself or it is making a call to request the entropy from
well-defined source.

Examples include
(&) A hardware module with an entroggenerating NDRNG insidhite modul ebés cryptogr a
boundary.

What is required: (i) the testing latshall corroborate the entropy strength estimate as provided
by the vendor, (iithe Security Policyshall statethe minimum rumber ofbits of entropy
generated by the module for useey generation.

I f the amount of entropy used to generate the m
approvel mode is less than 1h#ts, then this modulecannotbe validated.

I f the amount of entropy us e Heystismtlagpast hebitat e t he m
while the module generates keys with an apparent cryptographic strength greater than the amount

of the available entropy, the following caveatllbeincluded n t he modulTheds cert i f
module generates cryptographic keysose strengths are modified by available entrdine

apparent cryptographic strength of a key is addressed under the Additional Comments below.

(b) A software module that contains an apgd DRBG that is seeded exclusively from one or more
knownentrops our ces | ocated within the operational en
boundary but possibly outside the logical boundary. For instance, a software library on a Linux
platform malkng a call to /dev/random for seeding its DRBG.

What is required: (i) the testing latshall corroborate the entropy strength estimate of the
sources as provided by the vendor, (i) 8eeurity Policyshall statethe minimum rumber of
bits of entropyrequested per each GET function call.

If the amount of entropy usedgoe ner at e the modul eds cryptographi
approved mode is less than 112 bits, then this module cannot be validated.

I f the amount of entr ogryptograpkiakeysie atlgastriBitst e t he m
while the module generati&sys longer than the amount of available entropy, the following

caveashallbe i ncl uded i n t hhe moduedgankeratéssryptographidkéys c at e :
whose strengths are modifiey available entropy

(c) A software module that contains an approvediGRhat issues a GET command to obtain the
entropy from a source | ocated outside the modul

What is required: (i) the testing lalshall corroboratd to the extent it is possible, given that the

entropy source is not subjecttothism ul eds t est i thegentmpydtrengthl i dat i on
estimate as provided by vendor, (ii) tBecurity Policyshall statethe minimum rumber ofbits
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of entiopy requested per each GET function call, (iii) the followrageathall be addedo the
mo d u tedificate:No assurance of the minimum strength of generated keys

I f the c¢claimed amount of obtained entropy used

employed in an approved mode is known to be less than 112 bits, then this module cannot be
validated.

2. The module is passively receiving the entropy while exegistincontrol over the amount or the
quality of the obtained entropy.

Examples include:

@ A hardware module with an approved DRBG insi
approved RBG i s either seeded via a sw®@gabhicl oader
boundary or the seed is gaaded at factory.

What is required: (i) the Security Policyshall statethe minimum rumber ofbits of entropy
believed to have been loaded anstify the stated amount (from the length of the entropy field
and fromany other factors known to the vendor), (ii) the followaayeathall be addedo the
modul e ds Noassurancke of tharhirdmum strength of generated keys

Iftheamountot | ai med entropy used to gener addén t he
an approved mode is known to be less thanhits2then this module cannot be validated.

(b) A software module that contains an approved RNG/DRBG that receives a LOAD command (or
its logical equivalent) with entropy obtained from either inside theatipaal environment
within the physical boundary of the module or, via an I/O port, from an external source that is
outside the physical boundary.

What is required: (i) the Security Blicy shall statethe minimum rumber ofbits of entropy
believed to haw been loaded and justify the stated amount (from the length of the entropy field
and from any other factors known to the vendor), (i) the followimgeatshall be addedo the
moduléd s ¢ e rNo askuraoce of he minimum strength of generated keys

mo d

I f the amount of entropy used to generate the m

approved mode isnown to bdess than 11Bits, then this module cannot be validated.

3. The nodule uses aybrid approach to obtaining entropy for key generati@mé entropy is
passively received while the module is exercising no control over the amount or the quality of the
obtained entropy. Another portion of the entropy is obtained whendbeleis either generating the
entropy by itself or is making a GET tal request the entropy from a welkfined source inside the

modul eds physical boundary. For instance, a softw

call to /dev/irandom foreding its DRBG while it is algaroviding an API allowing the calling
application to supplanadditional random buffer to use in seeditsgDRBG.

What is required: The testing lalshall examine the design of seeding the DRBG from multiple
sources andazroborate an entropy strength estimate as provided by vendor; the lab will need to
understand the work of the NDRNG within the operational environment and be able to verify

v endor Gatoutthé eanoumt of entropy loaded into the software cryptograpidale.

If the review of the design of seeding the DRBG reveals that the entropy data obtained passively can
only add to the entropy obtained actively and the module will block the gpediih a minimal
threshold amount of actively obtained entropseached, then

The Security Policyshall statethe minimum rumber ofbits of entropythat can be guaranteed to

be actively obtained and, in additionsitall state the number of bits belied to have been
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loaded and justify the stated amounts (from thetles of the entropy fields and from any other
factors known to the vendor).

If between the active and passive entropy calls the module cannot possibly accumulate at least
112 bits of entspy when generating cryptographic keys, tttéa module cannot bealidated.

If the amount of entropy obtained activehaybeless than 112 bits, then the followiogveat
shallbe addedot h e mo d ul e Bmassarancetof theimmimtmestrengtlyenerated
keys

If the review of the design of the DRBG seeglieveals that the entropy data obtained passively can
preempt the seeding of the DRBG in a way that causes the module to unblock the seeding even when
the minimal threshold amount of entsoobtained actively has not been reached at any time when the
caller uses the API for supplying the passive data, then

The Security Policyshall statethe minimum rumber ofbits of entropybelieved to have been
loaded and justify the stated amount (frthra length of the entropy field and from any other
factors knownda the vendor).

If the module cannot possibly accumulate at least 112 bits of entropy when generating
cryptographic keys, thethis module cannot be validated.

The followingcaveatshallbe addedot h e mo d ul e Wken engopytid ektérmallyt e :
loaded, no assurance of the minimum strength of generated keys.

Additional Comments

1. Unless the design of the module falls under the case for which a specific caveat is explicitly allowed
under a particular scenario described in this Implementation Guidtre vendor may not use the
caveatln particularthe vendor cannot use tildo asurance of the minimum strength of generated
key® caveat and get their module validated if the scenario that applies to this module requires an
explicit estimation of th generated entropy.

2.1 f a software modul ebs desegmodetfedbseSwelentir opy Pes
contain a statement that if porting to an untested platform is allowed then when running a module on
such an unt e sNoaslrane ohthefmonmom stréngth ofigenerateddkeys a v e a t
applies regardless of whadveat, if any, is applicable to the original validation.

3. This implementation guidance only covers the applicability of entropy estimation and the way to
document the amumt of the available entropy¥he actual methodology for entropy estimation is
addresed in IGs7.15and7.18

4., The fiapparent o key st r e ntgntGuidance feferste theckeydkstrength t hi s | n
corresponding to the length of the key alomithout taking into the consideration any other factors
such the amount of the available entropy or the methodology used when generating or establishing
this key.

Thusan AES key has the apparent strength equal to its length; ekeyr@eiple-DES key has the

apparent strength of 168 bits (even though there exist theénsthe middle attacks that reduce the
strength of this key to 112 bits); an RSA 2048 and 3072 prikeys have the apparent strengths of

112 and 128 bits, correspondipgh DSA or a DiffieHellman private key has the apparent strength

of half of its bit length (even though the overall algorithm strength is largely determined by the size of
the public key); an ECDSA or an EC Diffielellman private key has the apparenestth of half of

its bit length; an HMAC key has the apparent strength equal to its bit length.

5. If the module generates random strings that are not keys and the security strengtiecdtede
string is less than the bit length of the string due to lanétetropy, then the strength caveats shown in
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this IG areapplicable put theyshall reference random strings rather than keyst example, in
Scenaridl(b) above the caveat would sayThe module generates random strings whose strengths
are modified by available entropy.

If the module generates both keys and random strings that have security strengths smaller that the
presumed strengths of the keys and strings, then the chadiedddress the potential loss of strength

in both keys and the random stringehe module generatesyptographic keys anchndom strings
whose strengths are modified by available entropy.

The modul e d s shalestata tha guayant€ed amoungafopy for both the cryptographic
keys and the random strings generated by the module using the available entropy source(s).

6. There exist situations where it could be reasonable to place two different entropy caveats in the
modul eds v al e Hoadxample, a software mddulecreceives a LOAD command that
carries an externallgenerated entropys¢enarid?2(b) above). The module uses this entropy to
generate the 25Bit AES keys, yet the length of the received entropy string is, say, 192kits.
shown above, this module may be validated. Since the entropy is generated externddly, the
assurance of the minimum strength of generateddeyesat is required. In addition, the user can be
certain that the obtained entropy is sofficient to gnerate an AES key with the 26& strength.
Should the modul ebs certifi cahemodadgemeratesnc|l ude anot
cryptographic keys whose strengths are modified by available eftropy

The approach taken in this iI6thatwhenmoe t han one caveat might be ne
certificateshall document only the strongest caveat. In the above exampl&latassurance of the

minimum strength of generated keyihe scenarios of this IG are written following thiisgle caveat
approach. T he mo dhallinfodmsthe Seaderwaout thg lenBtlo df & rangom string

loaded into the module and explain, if applicable, the effect of the random string length on the

strengths of the generated keys.

Test Requirements
The venadr and tester evidenadall be provided undefE.07.13.01andTE.07.13.02

7.15 Entropy Assessment

Applicable Levels: All

Original Publishing Date: 08/07/2015
Effective Date: 08/07/2015
Last Modified Date: 05/07/2019
Relevant Assertions: AS07.13

! There are some cases of mt@s incorporating thirgharty hardwag entropy sources that may not meet all
documentation and test requirements set forth in this IG due to a lack of cooperation from-{bertyrird

vendor or other legal constraints. To allow adequate time to addyt lmtumentation and test requirements

in this IG to vendors that use thipéirty hardware sources, until December 31, 2016 the CMVP allows vendor
affirmation by the vendor of the module in lieu of full testing of the entropy source. The aadfidnation

statement must be signed by a corpodficer of the company sponsoring the validation and contain an
estimate of the assumed amount of entropy from the-plairty and a stated assumption of residual security

risks that may result from the incompleg¢sting of the thirebarty entropy sowe. The laboratory must include

this vendor affirmation in the entropy report for the tested module. Note that the CMVP expects all
laboratories and vendors to work in good faith to test the entropy sources fulgsantdto this provision only

in extrene cases. The CMVP reserves the right to consider a limited number of special cases by vendors who
may be able to substantiate a hardship case as the result of the December 31, 2016 deadline. The CMVP wiill
work with then on a caséy-case basis to minimizbe negative impact.
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Relevant Test Requirements: TE.07.13.01 and
TE.07.13.02

Relevant Vendor Requirements:

Background

Section 4.7 of FIPS 14D states thaicompromising the security of the key generation method (e.g., guessing
the seed value to initialize the detenistic RNG)shall require as least as many operations as determining the
value of the generated kéyTE.07.13.02f ur t h e r The testeghall datehrane thefiaccuracy of any
rationale provided by theendor.The burden of proof is on the vendorthére is any uncertainty or

ambiguity, the testeshall require the vendor to produce additionaformation as neededl.

Note that the FIPS 14D standard is not asking to compare the length of the seed of a random number
generator to the length of a geated keyThe question is about comparing thenbes of operationghat are
required to guess the seed and to determine théTkege numberdepend on the amount of entropy produced
by the source that generated the seed.

Question/Problem

As of the lasmodified date of thi$G, standards do not yet exist for the embodiment or construction of an
entropy source or the mechanisms to gather entropy.

As of the last modified date of tHi&, test methods do not yet exist for determining the conformarene of
entropy embodiment, cstruction or a gathering mechanism.

As of the last modified date of thiG, statistical methods to determine the conformance eh&opy
embodiment, construction or a gathering mechanism have nostaeetardized.

The FIPS1402 DTR states theeser shall verify that the vendor provided documentation that provides

rationale statindpow compromising the security of the key generation method (e.g., guessing the seed value to
initialize thedeterministic RNG}hall require adeast as many operations as determining the value of the
generated keylhe testeshall determine the accuracy of any rationale provided by the vendor.

What informatiorshall the testing laboratory provide in the test report submitted tGkhéP? How $ould
the tester determine tlaecuracy of any rationale provided by the vefidor

Resolution

This IG must baisedtogether withG 7.14Entropy Caveatthat shows various scenarios for reporting the
relaionship béween the amount of gathered entropy and the apparent (that is;basgtl) strength of the
cryptographic keys established ImetmoduleDepending on the applicable scenario, as expldmé&d 7.14
Entropy Cavets, an entropy estimate may or may not be requlifazhtropy estimation isequiredthe testing
laboratory and the vendehall follow the directions given in this IG.

The IG shows how to perform entropy estimation when the vendor caaottbht tle source is compliant
with SP 80090B. Upon the expiration of the transition period defineti5iry.18 all sources in the newdy
validated modules would need to be compliant \BEh80090B.

The testing laboraty shall provide the following documentation a®BF addendum to the submitted test
report to meet the requirementsA$.07.13andAS.07.16
1. A detailed logical diagramahallillustrate all of the components, sources and mechaniahs th
constitute an d@ropy sourceThese components may include the Linear Feedback Shift Registers
LFSRs, noisy diodes, thermal sampling, entropy service calls from other FIPSvafidated
modules, clock readings, memory cache hits, as well as varioentinduced measumeents, such
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as the time intervals between the keystrokes, mouse movements, etc.
2. Tester's arguments in support of the accuracy of vemaatided rationale.

3. (Optional butstronglyrecommended) Results of statistical testing using aropppte set of tes.
The statistical testing may either be performed by the testing laboratory or by the vendor. The
explanation of the test resuftsall include the assumptions that have been made, how many bits of
data have been collected, what theatue (or an equivant parameter) of the test is, and what
numerical values were obtained to demonstrate that the test results supported the vendor provided
rationale.Typically, it takes several statistical tests to obtain a reasonable estimate of .€hrop
tests estdish the degree of confidence in the independence of the observed @tharstests may
examine the short and long runs of bits and again, check the behaviors of these runs for their
consistency with the claimed properties of the testirceNIST SP 80€22-revlaand the current
draft of NISTSP 80090B maybe used as informative guidandée rationaleshall be
mathematically sound and consigtesith vendor clains of the strengths of the generated
cryptographic keys.

The CMVPwild et er mi ne during the report review if the infoc
report is acceptabl®uring the report reviewoordinationprocess the testing laboraganay follow up with
additional detail$o support the previously primled rationale.

This1G maybe rescinded or modified when standardspatdished and conformance testing develoged
entropy security strength testirfy suitable transition pertwill be granted to vendors.

Additional Comments

1. If the module is sing a nordeterministic RNG approved for use in classified applications as allowed
in Section 4.7.1 of FIPS 14Dthen provided entropy is assumed to provide N bits of entropy based
onthe length N of the entropy field (unless the vendor chooses tdlsate smaller amount of
entropy has been received).

2. Following are some examples of the heuristic analysis of entropy that the testing laboratory may
perform:

The vendor may say thatbits of entropy are gathered by measuring the time intervals betheen t
human touches of the keyboard; 10 bits of entropy come from the decimal fraction in the value of the
time of day when a certain event took place, another 10 bits come from thedmfiaguency or

another property of software interruptions measurethéynoduleThese are all reasonable estimates

for a wide range of devices although their validity can only be accepted by the CMVP in the context

of the particular module being valigal. If the time of day is measured, for example, every 3 seconds

or less frequently, it can be argued that if this time is represented as hh:mm:ss.zzz, where zzz is the
deci mal fraction of a second measurthedbovep t o t he t
expression), then the zzz values of different measurementearly independent and each can take

1,000 differenwalues, thus yielding approximately 10 bits of entrofiye independence of clock
measurements at different frequency is verydrtgnt. The best case is when the module has different
time sources, dimely independent down to the hardware. If the time measurements were taken every
0.5 seconds or so, then tieeedigit zzz values would not be independent and therefor&Cnét

entropy value could not be claimdd.this case, the CMVP wouletcept a claim of 7 bits of entropy.

The reason is that if the time measurements are taken every 500 milliseconds as in this example, then
the values made out oft htethaexaeanandd panadtt hairred 6fad dnoa
there are 100fahem) and the first z has some randomness in it as well, so the resulting variability of
the zzz values is somewhat similar to having 128 equally likely scenarios (100 plus a little more

thanks to the first z) and this is leading to the 7 bits of entrdpg CMVP mayeven accept a claim

of 8 bits of entropy in this case if a slightly more sophisticated argument is made to support such a
claim.
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If the entropy is generated by a physical devaggin a heuristic argument should be m#dais

device is aadioactive isotope such that the average decay rate is known and the random value is the
number of atoms that have decayed in a particular time period, the lab should state some known facts
about the mean rate of the decay and also about either tlieudistr or at least about the variance of

the number of the decaying atoms and give a rough estimate of the generated Noteothat in

this scenario, not all outcomes (numbers of themtatoms) are equally likely, the values around

the mean come it the highest probability, an IID claim (that the random variables are Independent
and Identically Distributed) most likely cannot be made and therefore the vendor should either use the
Aimiemtr opy 0 e st -llDsaurces of come up witle an@thoeasonable and statistically

sound estimate of generated uncertainty.

If the entropy is generated by oscillating rings, the vendor will need to explain the design of the
random noise genator. The design description in

http://csrc.nist.gov/groups/ST/rbg_workshop 2012/shankar.pidy serve as an examptéowever,

to compete the description of the entropy souraarfrthe referenced presentation, the vendor still

needs to explai at least heuristically, how the jitters are measured, how these measurements are used
to generate the seed value foragaprovel RNG or DRBG and how much entropy the seed value
carries.A special consideratiorshall be given to the speed génerating bits and the frequency of
recording the results in claiming their independence.

If the RNG is reseeded frequently, the overall entropy increases if the lab can make a reasonable
heuristic claimof the independence of the individual entropy val@viously, if the entropy comes

from the minute value in the time of day and the module measures this time value every second, there
is not much uncertainty in the minute field after the first measemerfihe decaying isotope is,

however, going to coimue to decay independently (in some sense, and after adjusting by the number
of the remaining atoms) of its history and therefore in this case the entropy values can be added
without providng any furthe justification.

If the entropy is coming from an emtional environment of threodule, thenagain,some analysis

should be made of the source of entrdpthis source is the /dev/random or the /dev/urandom

function in one of the common operating sys{@#8), the justification of the generated entropy

(possibly, provided by the vendor of the OS) will be requihedddition, the lab may refer to an

independently published analysis of dev/random and dev/uraiglenre , f or exampl e, fAThe
Pseudorandou mber Generator Revisited, 06 Lacharme at al
(https://eprint.iacr.org/2012/251.9df

The /dev/irandom justification is the easier of the fWids OS entropy source will satisfy a request
forarmdom value only when moudbrdi evtesopy; htalsat oil $ ec
estimate of the coll ected entr ofpyexamgle isthec h t hat a
module needs to generate a BBAES key and therefore the moduégjuests 128its of entropy

then the dev/random ¢alould block until it is able to generate this much entrdpys, the module

cannot generate the aforementioned AES key until enough entropy is gathered and the call to

/dev/random returns.

In case othe /dev/urandom request, the call to this OS eptggmerator is neblocking. The data
obtained from the noblocking call is not guaranteed to possess the desired amount of ertoopy.
can the vendor provide the assurance that the requirementsFoP®H&462 AS.07.13 assertion are
satisfied?

To mee these requirements, the vendor must first demonstrate that the initial call (that is, the first call
after the module has been powered up or instantiated) to /dev/urandom returns the claimed amount of
entropy.A possible way to achieve this is to analyfze sequence of events that precedes this initial

call. If, for example, this sequence includes several restarts of the module and if each of these restarts
includes several events that are measuredretgrovide the desired uncertainty, then a hearist

claim about the entropy in the initial call can be mddese events may include the times between

the restarts, the measurements of an operator activity during the restarts (mouse clicks, etc.), the
values stored in certain memory locations that amn to be unpredictable during the restarts. The
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events accumulated in one restart are accumulated to the events from previous restarts and persisted
on the system for later usEhis argument has a goatance of succeeding for the staaldne

modules; he embedded modules normally do not require multiple restarts so the use of dev/urandom
in such modules is harder to justify.

If the vendor can justify having the desired amount of entropy returned érsthaall to

/dev/urandom, then the vendor cantamume to claim that at least this much entropy (not necessarily
independent of the initial entropy of the first call) is generated on each subsequdiat sed.this,

suppose that the OS collects a paatith 256 bits of entropy prior toeturning the first

/dev/urandom requesBuppose that the request is returned in the form of E1 = SHA258{4).

module can then claim that the keys generated using the entropy received from the /dev/urandom call
possaes 256 bits of entropyf, however he request is returned in the form of E1 = SHA1(A), then E1
possesesonly 160bits of entropy.

Suppose now that the OS generates the entropy pool B between the first and the second /dev/urandom
calls.The field retured by /dev/urandom to the module 8 £ SHA256(B||SHA256(A)XA
particularimplementatiormay use a different formula for E2, but again with a dependency on both B

and SHA256(A).)As long as B is not an empty field and is not a function of SHA256(A) then

regardless of the amount of entrdpyB this returned field E2 contains at least 256 bits of entropy.
Therefore, keys generated from the randomness in the second /dev/urandom call also possess at least
256 bits of entropy (not necessarily an independetropy from the first call.) Similgy, if E2 =
SHAL(B||SHA1(A)) would result in E2 containing 16(Qs of entropy.

Note that the entropy estimates in the above example cannot be added autonidieaily because

B and A are not necessarily indepemig®ne cannot claim that E1 || EZtains more entropy than
either E1 or E2 alond, A could only be shown to possess 128 bits of entropy and B could not be
demonstrated to have any specific new entropy amount independent of A (a typical scenario when
running /dev/urandom multiple timetjen the entropy collected from E1 and E2 (that is, from the
first and second calls to /dev/urandom) would only amount to 128 bits, not 256 bits.

3. Here is a possible way to estimate the generated min entropy that the @\ellow until a further
notice.This is a dramatic simplification of one of the methods proposed in the current d3&ft of
800-90B. This method of entropy estimation, if shown by the lab or the vendor to be applicable to a
given module, would be alleed prior to the publication &P 8®@-90B and during the transition
period that would followAt some point in the future, the CMVP would expect all vendors to comply
with SP 80690B.

This method would only apply if unprocessed @wdnitened) noise soues (and any conditioning
componentsif applicable) are 11D (independent and identically distributed random variaBles).
Section 9.1.1 of the August 2012 draft3® 80090B or any Statistics textbook for an explanation of
this notion.The sources do ndnave to produce the uniform disuiin of the outcomes: the
probabilities of different outcomes may be differéfwwever, the probability distributions are

identical bet ween the sources (or betwandom t he dif
output) and these probabilitids not depend on the outcomes of other events generated by these
sources.

The August 2012 draft &P 80690B shows the sequence of statistical tests that would allow the
vendor to test if the noise sources are indd2dThese tests are quite complichtEurthermore, if
the tests support the 1ID assumption the dB&t80090B standard presents a complicated and,
arguably, a very conservative method of estimating the min entropy.

The alternative this IG offers isifthe vendor to present theuristic arguments in favor of the IID
assumptionAny reasonable argument will be considered by the CMVP and if the sources are truly
IID it should not be difficult for the vendor and the lab to make such arguments.

Once thelD assumption has been actagp(or, in a more formal way, the IID hypothesis has not
been rejected) the vendor may estimate the min entropy as follows (compare this to the algorithm in
Section 9.2 of the August 2012 draftSP 80690B.)

CMVP 140 05/04/2021



Implementation Guidance for FIPS PUB 12@nd the Grptographic Module Validation Program
National Institute of Standards and Technology

Find the probaliity 1 of the most common outcome among all the possible events generated by
the noise sourcéf this probability is already known, then use(@ive the justification to why this
probability is what it is claimed to bef)n is not knownthen, following the draft ofSP 800

90B, take a dataset wit samples and count the occurrences of the most common value in the
datasetAgain, following the draft oSP 80090B, count the number of occurrences of this most
common value in the datasetdagienote theesultd . Setn 0 T0.

The SP 80690B draft then tells how to establish the 99% confidence intervaPfggxand then

compute the min entropy estimate based on the upper bound of this confidence tereakr,at

this time the CMVP will accept a far less conservative and siApleompute estimate of min

entropy from the value of itself. Simply sefO a€Q and use this valu®as the
entropy.For example, if the most commowegt happens with the probabiliyf¢ , the estimated

min entropy is 128 bits regardless of the probabilities of the occurrences of other less frequent events
generated by the same source.

This IG applies to the generation of both symmetric cryptducageys and seeds that serve as the
starting points for the asymmetric algorithm key generation (such as the RSAQegs)the analysis
of the generated entropy has been made according to this IG, the TE.07.16.01 and TE.07.16.02
assessments, usiglP 8@-133or |G 7.8 shall show how the generated keys can be assured of
possessing sufficient entropy to account for the target key strength.

Test Requirements
The vendor and tester eviderstell be provided undefE.07.13. andTE.07.13.02

7.16 Acceptable Algorithms for Protecting Stored Keys and CSPs

Applicable Levels: All

Original Publishing Date: 08/07/2015
Effective Date: 08/07/2015
Last Modified Date: 12/03/2019
RelevantAssertions: AS07.21
Relevant Test Redgrements: TE07.21.01
Relevant Vendor Requirements: | VE07.21.0102

Background

Rules for key storage are described in some general terms in FIRSTI#® standard, however, does not list
any approved or allowed methods for encrypting keys or CSPs sted within the cryptographic module.

Question/Problem

be

In Section4.750f FIPS14) it i s stated that HAcryptogrdagstail c keys
stored either i n plWwhatddesthismedide amoveostamentnay apgeare d f or

to indicate that there are no requirements on key storage inside the riktmuéer, the zeroization

requirement dodwsxdpmpleyxrteda faldl ppliaviat e cryptographic

Keys and CSPs that are crygtaphically protected are not plaintext and are exempt from this requirement.

Therefore, it is necessary to know what constitutes, in this context, gntacaeb | e

and CSPs.

In particular, it should be made clear whether theygrion of a stored key or a CSP using a symmdieie
encryption algorithm such as AES or the THPIES needs to satisfy the same requirements that apthe

CMVP

141 05/04/2021

Aprotectionod

S

m.



















































































































































































































































































































































































































































