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Overview

This Implementation Guidance documentsisued and maintained by the U.S. Government's National Institute
of Standards an@lechnobgy (NIST) and theCanadian Centre for Cyber Securif€CCS, which serve as the
validation authorities of the Cryptographic Module Validation Progra@MVYP) for their respective
governments. The CMVPRalidates the test results bfational Voluntary Laboratory Accreditation Program
(NVLAP) accreditedCryptographicand SecurityTesting CST) Laboratoriesvhichtest cryptographic modules

for conformance to Federal Information Processing StahBablication (FIPS) 14Q, Security Requirements

for Cryptographic ModulesThe Cryptographic Algorithm Validation Progra@AVP) addressethe testing of
Approved Security Finctions Approved Random Wnber Generatorsand Approved Key Establishment
Techniquesvhich are referenced in the annexes of FIPS2.40

This document is intended to provigegrammatic guidancaf the CMVP, and in particular, clarificatioasd
guidance pertaining to thBerived Test Requirements for FIPS PUB -PAMTR), which is used by 6T
Laboratories to & for a cryptographic module's conformanceRIPS 14€2. Guidance presented in this
doaument is based on responses issued by NISTC&©Sto questions posed by thesT Labs, vendors, and
other interested partielformation in this document is subjeatchange by NIST andCCS

Each section ofhis document corresponds with a requiremsstgion of FIPS 14@Q, with an additional first

section containing generptogrammatiguidance that is not applicable to any particular requirenseuation.

Within each section, the guidance is listed according to a subject phrase. For those sddjeutytbe
applicable to multiple requirements areas, they are listed in the area that seems most appropriate. Under each
subject there is a list, inalling the date fassue for that guidance, along relevant assertions, test requirements,
and vendor requéments from the DTR(Note: For each subject, there may be additional test and vendor
requirements which applyNext, there is section containing aeastion or stateent of a problem, along with a
resolution and any additional comments with related mé&dion. This is the implementation guidance for the

listed subject.

Cryptographic modules validan listingscan be found at

M Cryptographic Module Validation Lists

Cryptographic algothm validation listings can be found at:

1 Cryptographic Algoithm Validation Lists
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http://www.nist.gov/
https://cyber.gc.ca/en/
http://www.nist.gov/cmvp
http://www.nist.gov/nvlap/
http://csrc.nist.gov/groups/STM/testing_labs/index.html
http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf
http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf
http://csrc.nist.gov/groups/STM/cavp/index.html
http://csrc.nist.gov/publications/fips/fips140-2/fips1402annexa.pdf
http://csrc.nist.gov/publications/fips/fips140-2/fips1402annexc.pdf
http://csrc.nist.gov/publications/fips/fips140-2/fips1402annexd.pdf
http://csrc.nist.gov/publications/fips/fips140-2/fips1402annexd.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/fips140-2/fips1402DTR.pdf
http://csrc.nist.gov/groups/STM/cmvp/validation.html
http://csrc.nist.gov/groups/STM/cavp/validation.html
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Generaés | ss

G.1 Request for Guidance from the CM&Rd CAVP

Applicable Levels: All

Original Rublishing Date: 02/25/1997
Effective Date: 02/25/1997
Last Modified Date: 08/07/2015
Relevant Assertions: General
Relevant Test Requirements:

Relevant Vendor Regrements:

Background

The Cryptographic Module Validation Program (CMVP) and thep@rgraphic Algorithm Validation
Program (CAVP) defines two types of questioAsogrammatic Questionend Testspecific QuestionsThe
CMVP and CAVP define two typed cequestsinformal Reques andOfficial Requests

Question/Problem

What is the differace betweeinformal Requestgersefficial RequestdTo whom should these questions
be directed? If an official reply is requested for a question, is there adiéimeat for these types of
requests?

Resolution

Programmatic QuestionsThese are quesiis pertaining to the general operation of the Cryptographic
Module Validation Program or the Cryptographic Algorithm Validation Program. The CMVP and CAVP
suggest reewing theCMVP Management ManuagCMVP Frequently Asked Questio(iBAQ), theCAVP
Frequently Asked QuestiofiBAQ), CMVP AnnouncementandCMVP Noticesposted on th€MVP and
CAVP web sitesfirst as the answer may be readily available. The information founkeo@MVP web site
provides the officiaposition of the CMVP and CAVP.

Testspecific QuestionsThese are questions concernipggafic test issues of the Cryptographic Module
Validation Program or the Cryptographic Algorithm Validation Program. Thesessesay be technology
related or relatetb areas of the standard that may appear to be open to interpretation.

General GuidanceProgrammatic questions regarding the CMVP or the CAVP can be directed to either NIST
or CCCSbhy contacting the appropriate ptsrof contact listed belovithe compleg list of NIST andCCCS
points of contactshall be included on copy for all questions.

Vendors who are under contract with &Tdaboratory for FIPS 14@ or algorithm testing of a particular
implementation(s) mustbontact the contractedST laboratory fo any questions concerning the test
requirements and how they affect the testing of tyeémentation(s).

CST Laboratories must submit aéstspecific questions the RFG format described belofhesequestions
must be submitted to all points of coctta

Federal agencies and departments, and vendors not under contract @thad@atoy who have specific
guestions about a FIPS }2Qest requirements or any aspect of the CMVP or CAVP should con¢act t
appropriate NIST an@CCSpoints of contact lied below.

Questions can either be submitted byail, telephone, and facsimile or weih (if electronic document,
Microsoft Word document format is preferred).
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Informal Request:Informal requests are neidered aad hocquestions aimed at clarifyingsues about the
FIPS 1402 and other aspects of the CMVP and CAREplies to informal rguests by the CMVP are non
binding and subject to chandeis recommended that informal requests be submitted poiits of contact.
Every attempt is made to rgpio informal request with accurate, consistent, clear replies on a very timely
basis.

Official Request:If an official response is requested, then an official request must be submitted to the CMVP
and/or QA\VP written in the Request for Guidance (RFG) fatrdescribed belowAn official response

requires internal review by both NIST a@€CS as well as with others as necessary, and may require follow
up questions from the CMVP and/or CAVFherefore such equests, while time sensitive, may not be
immediat.

Request for Guidance FormaQuestions submitted in this format will result in an @#i response from the
CMVP and CAVP that will state current policy or interpretatidrtss format provides the CMVand CAVP
a clear understanding of the questidn.RFG shall have the following items:

1. Clear indication of whether the RFGRROPRIETARY or NON-PROPRIETARY ,
A descriptive title,

Applicable statement(s) from FIPS 120

Applicable assertion(s) from tH€PS 1402 DTR,

Applicable required test procedfs) from the FIPS 142 DTR,

Applicable statements from FIPS t20mplementation Guidare,

Applicable statements from algorithmic standards,

© N o gk~ w N

Background information if applicable, including aprevious CMVP or CAVP official rulings or
guidance,

9. A concige statement of the problem, followed by a clear and unambiguous question regarding the
problem, and

10. A suggested statement of the resolution that is being sought.

All questions should be presedti writing. The providedinformation should include a bfieon-proprietary
description of the implementation and the FIPS-248rget security keel. All of this will enable a more

efficient and timely resolution of FIPS 14£0related questions by the CMVP and CAVP. The statéwfen
resolutionshall be statedri a manner which the CMVP and CAVP can either answer "YES" or "NO". The
CMVP may optiondy provide rationale if the answer is not in line with the suggested statement of resolution.

When appropriate, the CMVP and CAVP vdkrive general guidance from theoblem and response, and add
that guidance to this document. Note that general questiary still be submitted, but these questions should
be identified as not being associated with a particular validation effort.

Prefeably, questions should be npnoprietary, as their response will be distributed to ALETQaboratories.
Distribution maybe restricted on a casy-case basis.

NIST and CCCSPoints of Contact:
1 National Institute of Standards and Technologyi CMVP

CMVP@nist.gov
1 National Institute of Standards and Technology(NIST) i CAVP

CAVPask@nist.gov

1 Canadian Centre for Cyber Security (CCCS) i CMVP
CMVP@cyber.gc.ca
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G.2 Completion ba test report: Information that must be provided to NIST
andCCCS

Applicable Levels: All

Original Publishing Date: 02/25/1997
Effective Date: 02/25/1997
Last Modified Date: 11/30/2018
RelevantAssertions: General
Relevant Test Requirements:

Relewvant Vendor Requirements:

Question/Problem

What information should be submitted to NI8nhdCCCSupon completion of the CST laboratory
conformance testing in order for NIST aB&CSto perform a vidation review? Are there any other
additional requiremants during report COORDINATION?

Resolution

The following test report informatioshall be provided tdoth NIST andCCCSby the CST &boratory upon
report submission. The ZIP file and files within the ZIP §iteall follow all programmatic naming
convenions' andbe submitted to the CMVP using the specified encryption methods.

1. Non-proprietary Security Policy <pdf>

a. Referencd=IPS M40-2 Appendix CFIPS 1402 DTR Appendix @ndthe CMVP Implementation
Guidancefor requirements.

b. The nonproprietary searity policy shall not be marked as proprietary or copyright without a
statement allowingopying or distribution.

2. CRYPTIK v9.0c (or higher) Reports

The validation report submissiaall be output from the NIST provided CRYPTIK tool.
a. Signature page<insert PDF of signed signature page

1. If any of the algorithm validation testing was penfied prior to CAVS 17.5, the Algorithm
TestingAffirmation on theReport Cover Sheet in CRYPTI{&ka signature pagehall be
filled out for the algorithms tested witider CAVS versionslf all algorithms were tested
on CAVS 17.5 or later, CST labs aretmequired to fill out and include the Algorithm
Testing Affirmation on thé&keport Cover Sheet in CRYPTIK

b. General Venda/Module Information < PDF>
c. Full Report with Assessments £DF>
1. TE.01.12.01shall state whichCAVS versionwasused to test the algtiimsof the module.
If multiple versions were used, please indicate which version was used for each algorithm.

d. Certificate <DOC> or <DOCX> or <RTF>

1. DOCor DOCXfile format is preferred blRTFis accepted.
2. Shallinclude PIV Card Application certificatnumber reference as applicable.

1 CMVP Convention for #nail Correspondence
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e. Vendor Text file <TXT>
Export the validation data and include theendor.txffile.

3. PhysicalSecurity Test Report<pdfi mandatoryat FIPS 142 Section 4.5 Physical Security Levels
2,3 and 4>

The laboratory's physiteesting report with photos, drawing, etc. as applicable.

The physical security test eviderngeall be traceabléo the DTR by specifying the appropriate TE for
eachtest described in the physical security test report.

4. Revalidation Change Summary<PDFi if applicable

ReferencdG G.8for requirements.
5. Entropy Report <PDF> as required
The entropy reporhall follow the guidelines ihG 7.15
Note: Separat billing information is nodnger required as it is part of the CRYPTIkKendortxt output.
The PDF filesshall not be lockedAll PDF submission documents (exc&gcurity Policy)shall be merged
into a single PDF document in the following ordéigned Sgnature PageGeneraMendor / Module

Information; Executive Overview with Section Summari@msRe-Validation Report with AssessmenEull
Report with AssessmentBhysical Test Repods applicableandOtheras applicable

The submission documerdkallb e Z | P 6 endle filepehcoypteal (using the CMVP designated
application) and sent to the following NIST aB@€CSpoints of contact:

o NIST: CMVP@nist.gov
0o CCCS CMVP@cyter.gc.ca

Once the electmic report submission document is received by the CMVP it will be placed in the report queue
in order receivedThose reports marked to betéd, will appear in the weekly publishidulesin-Process

listing posted on the CMVP &b site. The listing andhé definition of the five stages of thMdodulesIn-
Procesdisting is found athttp://csrc.nist.gov/groups/STM/cmvp/inprocess.html

During the COORDINATION phastne CSTlaboratory will address each CMVP comment and update any
applicable files as necessary in addition to providing a response and additional clarificatiorssarpécehe
CMVP comments documerithe laboratory will resubmit the report in its eméty asabove (i.e. full report
submission) including the updated CMVP comments file.

6. CMVP Comments<DOC> or <DOCX>

Additional Comments

The naming convention fohé submitted ZIP file,-enail subject line, and files within the ZIP file is provided
tothe CST Labs in a separate docunteéktVP Convention for #nail CorrespondenceContact
cmvp@nist.govandcmvp@cybetgc.cafor the latest vesion of this document. THERYPTIK File 1/0 and
EMAIL function will generate the propesrgail subject line name depding on the transaction.

An initial or preliminaryreview will be performedo ensure that the guidelines outlined in @dVP

Conventia for E-mail Correspondencdocument have been followed and that required signatures have been
included. During thénitial review, the submission will not be checked for technical completefieegeport
information in the vendor.txffile will be imported to the CMVP Tracking DaBase and billing information,
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if applicable, will be sent to NIST billing. The weelijodulesIn-Procesdisting will be generated based on
this providedinformation

G.3 Partial Validations and Not Applicable Aread=ti®?S 1462

Applicable Levels: All

Original Publishing Date: 02/25/1997
Effective Date: 02/25/1997
Last Modified Date; 01/07/2014
Relevant Assertions: General
Relevant Test Requirements:

Relevant Vendor Requirements:

Question/Problem

Can a cryptographic module be validatedydor selected areas of Section 4 of FIPS-22Which areas of
Section 4 of FIPS 14Q can be markedlot Applicabl@

Resolution

NIST andCCCSwill not issue a validation certificate unless the cryptographic module meets at least the
Security Level 1 regeements for each area in Section 4 of FIPS-24Bat cannot be designatediast
Applicableaccording to the following:

1 Section 4.5 Physic&Security may be designated et Applicablef the cryptographic module is a
softwareonly module and thus ha® physical protection mechanisms;

9 Section 4.6 Operational Environment may be desigrabasNot Applicabledepending on the module
implemenation (e.g. if the operational environment for the cryptographic module is a lioriteoh
modifiableoperatiomal environment); and

1 Section 4.11 Mitigation of Other Attacks igpplicableif the modue has beepurposelydesigned, built
andpublicly documented to mitigate one or more specific attacks ([BH:1.1). Otherwisethis section
may be designated &kt Applicable

The CST laboratorghall provide in the validation test rept the rationale for marking sectionsiat
Applicable
Additional Comments

If a section idNot Applicable it will be identified as N/A on thenodule validation certificate entry. If
Section4.6 is N/A, depending on the module impientation, configuration information may still be required
on the module validation certificate (e.dfirmware module must prade the tested configuration)
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G.4 Design and testing of cryptographic modules

Applicable Levels: All

Original Publishing Date: 11/12/1997
Effective Date: 11/12/1997
Last Modified Date: 01/07/2014
Relevant Assertions: General
Relevant TesRequirements:

Relevant Vendor Requiremisn

Question/Problem
What activities may CST laboratories perform, regarding theydesid testing of cryptographic modules?
Resolution

The following information is supplemental to the guidance provided by NVLAP, and further defines the
separation ofhe design, consultingnd testing roles of the laboratories. CMVP policy in this &res
follows:

1. A CST Laboratorymay notperform validation testing on a module for which the laboratory has:
a. designed any part of the module,
b. developed original docuemtation for any part dhe module,
c. built, coded or implemented any part of the modate,
d. any ownership or vested interest in the module.

2. Provided that a CST Laboratory has met the above requirements, the laborayperform
validation testing on wdules produced by a compy when:

a. the laboratory has no ownership in the company,
b. the kboratory has a completely separate management from the company, and

c. business between the CST Laboratory and the company is performed under contractual
agreements, atone with other clients.

3. A CST Laboratory may perform consulting services to providdfidation of FIPS 142, the
Derived Test Requirements, and other associated documents at any time during the life cycle of the
module.

Additional Comments
Item 3 n the Resolution refereas "other associated documents”. Included in this reference are:

1 Documents developed by the CMVP for the Cryptographic Module testing progranC{@\¢p, and
FIPS 1402 Implementation GuidancEMVP FAQs CMVP Management ManuaNVLAP
Handbook 15@17:2012 Cryptographic Module Testing

Also, seelG G.9 regarding FSM and Security Policy consolidation and formatting
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G.5 Maintaining validation compliance of software or firmware cryptogcaph
modules

Applicable Levels: All

Original Publishing Date: 11/21/1997
Effective Date: 11/21/1997
Last Modified Date; 11/20/2015
Relevant Assertions: General
Relevant Test Requirements:

Relevant Vendor Requirements:

Question/Problem

For a valdated software or firmware cryptographic module, how may such a module be implemethtd so
compliance with the validation is maintained?

Resolution

The tested/validated module version, operational environment upon which it was tested ocaigintng
vendor are stated on the validation certificate. The certificate serves as the bé&rfonitie module
compliant configuration.

This guidance addresses two separate scenarios: actiend@can affirm or change® maintan a modulés
validationand actions asercan affirm to maintaim modulés validation.

This guidance isot applicablefor validated modules whefIPS 1402 Section 4.5 Physical Securityas been
validated at.evels 2or higher.Thereforethis guidance is only applicable at Level 1 fiomware or hybrid
modules.

Vendor

1. A vendor may perform postalidation recompilations of a software or firmware module and affirm the
modules continued validation compliance pr@ddhe follaving is maintained:

a) Software modules that do not require any source code modificatianschanges, additions, or
deletions of code) to be recompiled and ported to another operational environment must:

i) ForlLevel 1 Operational Environment, asoftware cyptographic module will remain compliant
with the FIPS 14 validation when operating @anygeneralpurposecomputer (GPC) provided
that the GPC uses the specified single user operating system/mode specified on the validation
certificate, oranother comatible single user operating system, and

i) ForLevel 2 Operational Environment, a softwarecryptographic module will remain compliant
with the FIPS 1442 validation when operating on any GPC provided that the GPC incorporates
the specified CC eluated EAL2or equivalent) operating system/mode/operational settings or
another compatible CC ewalted EAL2 (or equivalent) operating system with like mode and
operational settings.

b) Firmware modules (i.e. Operational Environmemtas applicable}hatdo not regire any source
code modifications (e.g., changes, additions, or deletions of codeyeodmapiled and its identified
unchanged tested operating system (i.e. same version or revision number) may be ported together
from one GPC or platform tanather GPCpo pl at f or m whi l e maintaining th

¢) Hybrid modules (i.e. Operational Zinonment may or may not be applicable depending if the
controlling component is software or firmwarepy be ported together from one GPC or platform to
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anotherGPCo operating platform whil e maithatthaydmi ng t he
notrequire any of the following:

i) software or firmware source code modifications (e.g., changes, additions, or deletions of code) to
be recompiled and its idéfied unchanged tested operating system (i.e. same version or revision
number)

i) hardware componentsilized by the controlling software or firmware is not modified (e.g.
changes, additions, or deletions)

The CMVP allows vendor porting and-cempilaton of a valdated software, firmware or hybrid
cryptographic module from the operational environnegcified on the validation certificate to an
operational environment which was not included as part of the validation testing as long as the porting
rulesare folloned. Vendors may affirm that the module works correttlthe new operational
environmentHowever, the CMVP makes no statement as to the correct operation of the oraithele
security strengths of the generated keyen so ported if the spéici operatimal environment is not

listed on the validation certificate

The vendoshall work with aCST laboratory to update tisecurity policyand submito the CMVPunder

one of the available revalidation scenarios (se&I8. The updatevould affirm and include references

to the new operational eimonment(s), GPC(s) or platform(s).h e mo dul e 6 s siBlleicludei ty Pol i
a statement that no claim can be made as to the correct operation of the moduseaurihestrengths of

the generated keys when ported to an operational environmentighichlisted on the validation

certificate.

2. Software ofirmware modules that require n@ecurity relevant source code modifications (e.g., changes,
additions, or dietions of code) to be recompiled and ported to another hardware or operational
environmet must be reviewed by aST laboratory and revalidateceplG G.8 (1)to ensure that the
module does not contain any operational environmpatific or hardware environmespecific code
dependencies.

3. If the new operational endnment and/or platform is requested to be updated ovetftation certificate,
the CST laboratoryshall follow the requirements for nesecurity relevant changeslié G.8 (1)and in
addition, perform the regression test suitepérational tests included i G.8 Table G.8.1 Underlying
algorithm validations must meet requirements specifid@it.4.

Upon retesting and validation, the CMVP provides the samarasse as the original operational
environment(s) as tdné correct operation of the module when ported to the newly listed OS(s) and/or
operational environme(s) which would be added to the modules validation web entry.

The vendor must meet all applidalvequirements iiFIPS 1402 Section 4.10

This policy only addresses the operational environment under which a sofiwavweare or hybridmodule
executes and doemt affect requirements of the other sections of FIRBE2L4A module must meet all
requrements of the level stated.

IG 1.3describes the difference in terminology betwesofawareand afirmware module.
IG 1.9describes thattributes and definition of a hyid module.

User
A user may not modify a validated module. Any user modifications invalidate a modules validatioh.

A user may perform postalidation porting ofa module and affirm the modules continued validation
compliance provided the following imaintained:

IAusermaypost al i dati on recompile a module if the unmodifi
Security Policy providespgcific guidance on acceptable recompilation methods to be followed as acspecifi

exception to this guidance. The methods in the Security Policy must be followed without modification to

comply with this guidance.
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1. ForLevel 1 Operational Environment, a softwarefirmware or hybridcryptographic module will remain
compliant with the FIPS 14R validation when operitg on any general purpose computer (GBC)
platformprovided that th&sPC for the soft@re module, or software controlling portion of the hybrid
module, uses the specified single user operating system/mode specified on the validation certificate, or
anoher compatible single user operating system, or tleaG#C or platform for the firmwaraodule or
firmware controlling portion of the hybrid module, uses the specified operating system on the validation
certificate, and

2. ForLevel 2 Operational Environmert, a software cryptographic module will remain compiiaith the
FIPS 1402 validation when operating on any GPC provided that the GPC incorporates the specified CC
evaluated EAL2 (or equivalent) operating system/mode/operational settings or anothdilter@ga
evaluated EAL2 (or equivalent) operating systeith like mode and operationatsings.

The CMVP allows user porting of a validated software, firmware or hybrid cryptographic module to
operational environment which was not included as patteofalidation testingThe user may affirm that the
module works correctly in the new eqtional environmerds long as the porting rules are followed.
However, the CMVP makes no statement as to the correct operation of the prathglsecurity strenlgs of
the generated keyghenported andexecuted in an operational environment notdisia the validation
certificate

Additional Comments

Usersinclude third party integrators or any entity that isthetoriginating vendor as specifiexh the validdabn
certificate.

G.6 Modules with both a FIPS mode and a4#RS mode

Applicable Levés: All

Original Publishing Date: 03/11/1998
Effective Date: 03/11/1998
Last Modified Date: 07/15/2011
Relevant Assertions: General
Relevant Test Requirements:

Relevant VendoRequirements:

Question/Problem

How can a module be defined, wheimitludes both FIPSpproved and neRIPS approved security
methods?

Resolution

A module that contains both FIRfproved and neRIPS approved security methosisall have at least one
"FIPS mode of operation“which onlyallows for the operation of FIRP&proved security methods. This means
that when a module is in the "FIPS mode", a-RtinS approved methoghall not be used in lieu of a FIRS
approved method (For exgle, if a module contains both MD5 and SHAthen wha hashing is required in

the FIPSmode, SHAL shall be used.). The operator must be made aware of which services are FIRS 140
compliant.

The FIPS 14 validation certificate will identify the crypgraphic module's "FIPS mode" of operation.

For modules that support both FIPS approvad norapproved modes of operatiothe certificateshall only
list what is used in the approved mode of operatiiend]l approvedand allowed algorithms implemeat within
the module) while the Security Poliepall list what is used in both approvadd norapproved modes.¢. all
the approved, allowed, and napproved algorithms implemented within the module)
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The selection of "FIPS mode" does not have to bioted to any particular operator of the module. Hmve
each operator of the moduleust be able to determine whether or not the "FIPS mode" is selected.

There is no requirement that the selection of a "FIPS mode" be permanent.

G.7 Relationships Aong Vendors, Laboratories, and NISOCS

Applicable Levels: All

Original Publishing Dat: 04/14/1998
Effective Date: 04/14/1998
Last Modified Date: 08/07/2015
Relevant Assertions: General
Relevant Test Requirements:

Relevant Vendor Requirements:

Question/Problem

What is theCryptographic Module Validation Program policy regardimgrelationships among vendors, testing
laboratories, and NISTICCS?

Resolution

The CST laboratories are accredited by NVLAP to perform cryptographic module validasting to determine
compliarce with FIPS 14€2. NIST/ICCCSrely on the GT laboratoris to use their extensive validation testing
experience and expertise to make sound, correct, and independent decisions base?| tirel@6rived Test
Requirements,ral Implementation Guidance. Onaevendor is under contract with a laboratory, NISTCS

will only provide official guidance and clarification for the vendor's module through the point of contact at the
laboratory.

In a situation where the vendor anddadtory are at an irresolvablapasse over a testing issue, the vendor may
ask for clardication/resolution directly from NISTUCCS The vendor should use the format required by
Implementation GuidancéG G.1 and the point of @ntact at the laboratorghall be carbon copied. All
correspondence from NISCCCSto thevendor on the issue will be issued through the laboratory point of
contact.

G.8 Revalidation Requirements

Applicable Levels: All

Original Publishing Date: 08/17/2001

Effective Date: 02/01/2017

Transition End Dates 11/07/20201 See Below
Last Modfied Date: 06/29/2020

Relevant Assertions: General

Relevant Test Requirements:

Relevant Vendor Requirements:
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Question/Problem

What is the Cryptographic ModriValidation Program (CMVP) policy regarding revalidation requirements
and validation o& new cryptographic module that is significantly based on a previously validated module?

Resolution

An updated version of a previoushglidated cryptographic moduéan be considered forravalidationrather
than afull validation depending on the exteaf the modifications from the previously validated version of the
module. (Note: the updated version may be, for example, a newrvefsam existing cryptographimodule or

a new model based on an existing model.)

There are eight possible submissiori&rios (1, 1A, 1B, 2, 3, 3A, 4, B)I Scenarios must be processed and
submitted to the CMVP by a CST Laboratory

Scenario 1

Scenaridl includes the following optian
1) Administrative updates (e.g. updating vendor contact information.)

2) Modifications aremade to hardware, software or firmware compontvasdo not affect any
FIPS 1402 security relevant items The vendor is responsiblerfproviding the applicable
doaumentation to the CST laboratory, which identifies the modification(s). Documentation may
include a previous validation report, design documentation, source code, source code difference
evidence, etc.

3) Post validation, approdesecurity relevant functions services for which testing was not available
(or vendor affirming was still permittecepthe CMVP/CAVP transition schedule) at the time of
submission to the CMVP for validation are now tested and are being submitteddisidn as a
FIPS approved funion or service. The CST laboratory is responsible for identifying the
documentation thas needed to determine whether a revalidation is sufficient, and the vendor is
responsible for submitting the requested documentatidimet CST laboratory. Documetitan may
include a previous validation report and applicable CMVP rulings, design dotatinensource
code, etc.

4) If a new operational environment and/or platform is added, then the CST labataddnyerform
the regression test suite of operationatdencluded in IG G.8able G.8.1

Modules with certifcates on th&/alidated FIPS 144 and 1402 Cryptographic Module Lighay be
submitted under any of the options listed.

Modules with certificates on tHeMVP Historical Validation Listmay only be submitted under option 1. The
CMVP will not accept optiom2 and 3 for modules with certificates on @dVP Historical Validation List

For options 2 and 3, the CST laboratshall:

1 review the vendesupplied documentath and identify any additional documentation requirements.

1 determineadditional testingas necessary to confirm that FIPS I48ecurity relevant items have not
been affected by the modification.

1 identify the assertions affected asituhll perform the testassociated with those assertions by:
o reviewing the COMPLETE list cdissertions for thmodule embodiment and security level;
o identifying from the previous validation report, the assertions that are newly tested,;
o identifying additional assertions thaere previously tested but should now béested; and
0

reviewing assions where spedif Implementation Guidance (IG) was provided at the time
of the original validation to confirm that the IG is still applicable.

The revalidation submissions made aftewember 7, 202@hat claim option 4 in this scenario: If applicable
perlG 7.14 entropy assessment repasisll be submitted to cover all newly added operational environments
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and/or platforms. The submitted sapily assessment reports may be similar to those used in the original
validation (with conpliance claimed either 6 7.150r |G 7.18), if the entropy source design wants it. If
the statistical testing was part of the original validation, then the Easeleof statistical testinghall be
performed for entropy sources associated with every newly added operational environmeiatfiol/ion.

As a reminder, moduleendors and users may take advantage of the porting provisions explaife@ i
Performing a revalidation and updating a validation certificate is not required.

Upon successful review and applicalbdsting as required, the CST laboratengall submit a signed
explanatory letter that ctains a description of the modification(s) and lists the affected TEs and their
associated laboratory assessment.

When the certiftate is being updated, the CST ladioryshall use the following format for listing the
modifications to the certificate. Betionsshall be marked using strikethrough and additiehall be
highlighted in yellow. This informatiorhall be listed in the ltange letter.

For example:
Current Cert. #5000 Change Requested Cert. #5000
Hardware Versioni 3.1 Hardware Versions 3,B.2
Firmware Version a.1, b.1 Firmware Version$ a.1, b.1c.1
FIPS Approved Algorithm$é AES (Cert#1); FIPS Approved Algorithms AES (Cert#1);
DRBG (Cert. #1); DSA (Cert. #1); ECDSA (Cer| DRBG (Cert. #1); DSA (Cert. #1); ECDSA (Cer
#1); HMAC (Cert. #1)KBKBF{vendor #1); HMAC (Cert. #1)KBKDF (Cert. #1); KTS
affirmed); RSA (Cert. #1); SHS (Cert. #1); Tripld (AES Cert. #1; key establishmentthodology
DES (Cert. #) provides between 128 and 256 bits of encryptig

strength);RSA (Cert. #1); 8S (Cert. #1); Triple
DES (Cert. #1)

Allowed Algorithmsi AES{Cert-#1,key Allowed Algorithms- DES
wrapping,-key-establishment-methodology

When the modul eds doc uha€STtlabdratomgmall usesthe fobowingdormapfat at e d
listing the affected TEs and their associated laboratory assessment. This infognatibe listed in the
change letter.

For example:

TE or SP Section | Related Change

Module Themodulename and firmware versions have been updated from version 04

Information version 06.

TE.01.03.02 Updated to reflect the updated firmware version, 06.

TE.01.08.01

References Updated security policy version number and added the vendor provided
document listhig thedifferences between the original validation and the
revalidation.

The assessmenhall include the analysis performed by the laboratory that confirms that natgeelgvant
items were affected. The lettenall also indicate whether the modifl cryptographic module replaces the
previously validated module or adds to the latter. If new algorithm certificates were obtainexhehbg
listed.

A new security paty shall be provided for posting if the modifications cause changes to it or updateswhe
services or functions that are now included in an approved mode of operation as a result of algorithm testing. If
the security policy represents multiple versiofia valdated module or multiple validated modules, the

versioning informatiorshall beupdated in the security policy with text that clearly distinguishes each module
instance with its unique versioning information and the differehetween each moduinstane.
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For aScenarial revalidation,he CST laboratorghall submit, at a minimurmgn encrypted ZIP file containing
the unsigned letterpdf>, image of the signed lettep&f> and the vendor.txffile. If the security policy or
validation certifica¢ are updated, the CST laboratehall include the updated security policpdf> and dré&
certificate <loc or docx or rtf. The ZIP file and files within the ZIP filehall follow the CMVP Convention
for E-mail Correspondencand submitted to the CMVP ing the specified encryption methods.

The CST laboratory may combine multifBeenarial revalidations into 1 submission provided ALL of the
changes are exactly the same for all certificates. If mlelpcurity policies are updated, the submissiwal
include a security policy for each certificate included in the submission.

Please notéhat if the changes that the lab requests require a higher level of effort to review due either to the
number oftcomments generated or the quantitysoEnaridl revaidations submitted, a Apoints ECR may be
levied against the lab.

Upon a satisfactory veew by the CMVP, lhe updated version or release information will be posted on the
Validated FIPS 144 and FIPSL40-2 Cryptographic Moduldist web site entry assoced with the original
cryptographic module. A new certificate will not be issued. Theatutiate for the certificate will not be
changed.

Note: aScenariol submissiorwill not be included on the CMVRPIIP list.

Alternative Scenario 1A

1. AlternativeScenaio 1A applies if there are no modifications to a module and the new module-is a re
branding of an already validated Original Equipment Manufacturer (OEM) module. The CST
laboratoryshallc heck t he OEM6s approval f orbradeeimodalendi ng an.
is identical to the OEM module. The test report submissiail include a l&ter requesting the
validation of the rébranded module and indicate the applicable documentation changes (e.g. vendor
name, address, POC information, versioning imégion, etc.).

2. AlternativeScenarial A applies if the module is a ported sciftip cryptgraphic subsystem. Please
seelG 1.20for detailed porting guidance

Foroptions1 and 2, only modules with certifies on theé/alidated FIPS 144 and 1402 Cryptographic
Module Listmay be used foscerario 1A modules. Modules with certificates on BMVP Historical
Validation Listshall not be used foScenarialA modules.

The CST laboratorghall use the followiig format for listing the information for the new certificate. This
informationshall be Isted in the change letter.

For example:
Current Cert. #5000 New Certificate Information
Hardware Versiori 3.0 Hardware Version AA
Firmware Versiori 8.3 Firmware Versioni XZ
Product Linki www.productA.com Product Linki www.productB.com
Vendor Namé Vendor A Vendor Namé Vendor B

The laboratoryshall provide an updatesecuriy policy which is technically identical to the originally
validated security policy andedcribes the reranded module.

For aScenarial A revalidation, he CST laboratorghall submit, at a minimunman encrypted ZIP file
containingthe unsigned lger <pdf>, image of the signed lettepdf>, the_vendor.txffile, the security policy
<pdf> ard draft certificate doc or docx or rtk. The ZIP file and files within the ZIP filehall follow the
CMVP Convention for #nail Correspondencand submitted tthe CMVP using the specified encryption
methods.

NIST CR is applicable. A new validation ceitite will be issued. The new validation certificate will inherit
the sunset date of the original certificate.
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Note: aScenariol A submissiorwill not be includled onthe CMVP MIP list.

Alternative Scenario 1B

A CST laboratory has been contracted to grenfaScenaridl revalidation for a validated module for which
the laboratory did not perform the testing on the module which is the basisSdaharidl revalidaton.

a. The vendoshall provide the laboratory with the design documentation and impletm@nta
(including source code, HDL, etc.) of the base validated module and of the module that has been
updated with the nerecurity relevant changes.

b. The laboratoryhdl determine that thprovided base documentation and implementation is identical
to thebase validated module.

c. The laboratoryhall examine each modification and confirm that the change issaourity relevant.

d. The laboratoryhall determine that no othenodifications, inalding unintentional, have been made

that are not documented and Yied to be norsecurity relevant.

Only modules with certificates on tMalidated FIPS 144 and 1462 Cryptographic Module Lighay be
used forScenariadlB modulesModules with certifiates on th&€MVP Historical Validation Listhall not be
used forSeenariolB modules.

The CST laboratorghall use the following format for listing the information for the new certificate. This
informationshall be listed in the chaye letter.

For exampe:

Current Cert. #5000
Firmware Versiao 3.1
Operational EnvironmenisTested as meting

New Certificate Information
Firmware Versiorl.1
Operational EnvironmenisTested as meeting

Level 1 with Windows Server 2008 R2 on a De
OptiPlex 755, SUSE Linux Enterprise 11 SP2 g

a Dell OptiPlex 755Cent0S-6-3-on-a-GigaVUE

Level 1 with Windows Server 2008 R2 on a De
OptiPlex 755, SUSE Linux Enterprise 11 SP2 g
a Dell OptiPlex 755 (single user mode)

FAL (single user mode)
Module Nam& Module A

Module Namei ModuleB

For aScenaridlB revalidation, the CST laboratosial submit, at a minimum, an encrypted ZIP file containing
the unsigned letterpdf>, image of the signed lettep&f>, the vendor.txffile, the security policy

<pdf> and draftcertificate <loc or docx or rtk. The ZIP file and files within the ZIP filehdl follow the
CMVP Convention for #nail Correspondencand submitted to the CMVP using the specified encryption
methods.

NIST CR is applicable. A new validation dfidate wi | | be issued with a referenc:
NVLAP code. The new valation certificate will inherit the sunset date of the original certificate. The new

entry will only reference the new version that reflects the-semurity relevantltange. Tl validation entry
caveat will include the following text:

This validation entrys a nonsecurityrelevant modification to Cert. #nnnn

Note: aScenariol B submissiomwill not be included on the CMVP MIP list.

Scenario 2

Scenario 2isforextthi ng t he modul ebs sunset date when a modul
thelatest standards, implementation guidance and algorithm testing in effect at the time the module revalidation

e
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package is submitted to the CMVRIless there is an impi@entation guidance transition that affects reports that
have been submitted.

The laboratoy shall confirm the module has not changed. If there are any changes to the module, it is a new
module and must be submitted aSa@enaria3 or5.

Modules with certicates on both thealidated FIPS 144 and 1462 Cryptographic Module Lighay be
used or Scenarid?, as well as modules with certificates on @MVP Historical Validation List

Upon successful review and applicable testing tdficonthe module has nathanged and meets the latest
standards, implementation guidance and algorithm testia@; 8T laboratorghall submit a signed explanatory

letter that contains a rationale for extending the sunset date, a statement from théhatnkdemmodule is stil

being supported by the vendor and an implementation guidance summary table whithmatesmo dul eds or i ¢
submission date, which implementation guidance was published or modified since that date, whether each
applies to the mode, and how the moduleeets the requirements found to be applicable. It is permissible to
include vendor contaaipdates as well as updates to the security policy, where these updates are added to meet
documentation requirements in the latest implementajuidance. The sectyipolicy may also be modified to

reflect the updates needed to comply with the tramsitides peiSP 800131A and with the new or modified
implementation guidancevhere the changes are made in documentation only and no changes were made to the
module.All changes to the security polighall be listed in the signed explanatory letter.

Fora Scenarid revalidation, the CST laboratospall submit, at a minimum, ag@ncrypted ZIP file containing
the unsigned letterpdf>, image of the signed lettepdf>, the _vendor.txffile, security policy 9df> (even if
the security policy has not changgedraft certificate doc or docx or rtf and the test reporipdf>. The ZIPfile
and files within the ZIP fileshall follow the CMVP Convention for Enail Correspondeceand submitted to
the CMVP using the specified encryption methods.

Additional documerdtion may be required if implementation guidance requiring the additiooahtentation
has been published since the modulebés original val i de

If applicable pelG 7.14 an upto-date entropy reporhall be sibmitted for allScenari@ revalidations.

Upon a satisfactory review by ti@gMVP, the security policy will be posted on tWalidated FIPS 144 and
FIPS 1402 Cryptgraphic Module Listveb site and the sunset date will be extended 5 years from rewalidati
date.

Note: aScenarid2 submissiowill not be included on the CMVP Mifst.

Scenario 3

Modifications are made to hardware, software or firmware compotiattaffect some of the FIPS 14@

security relevant items An updated cryptographic modularcbe considered in this scenario if it is similar to

the original module with only minor changes in the security policy and FSM, and less than 30% of the modules
secuity relevant featurés

The CST laboratory is respsible for identifying the documentan that is needed to determine whether a
revalidation is sufficient and the vendor is responsible for submitting the requested documentation to the CST
laboratory. Deumentation may include a previous validation repar applicable CMVP rulings, design
documentation, source code, etc.

Modules with certificatesvith Validation Status a&ctiveor Historical are eligble for Scenarid3 revalidation

The CST laboratgrshall identify the assertions affected by the mamifion andshall perform the tests
associated with those assertions. This keidjuire the CST laboratory to:

! For example, security relevant featuresyninclude addition/deletion/change of minor components and their
composition, ddition/deletion of ports and interfaces, addition/delete/modification of security functions,
modification of the physical boundary and protection mechanisms. These changaféectalyany TE's yet be
considered a minor change (<30%), or affect few TH'®ge gross change (>30%).
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a. Review the COMPLETE list of assertions for the module embodiment and security level,

b. Idenify, from the previous validation report, the assers that have been affected by the
modification,

c. ldentify additional assertions that were NOT previously tested but should now be tested due to the
modification, and

d. Review assertions where specificdlementation Guidance (IG) was provided to confirm that the IG
is still applicable.

Forexample, a region to a firmware component that added security functionality may require gectan
assertions in Section 1.

In addition to the tests performed agstithe affected assertions, the CST laboratbgfl also perform the
regression test #@ of operatbnal tests included imable G.8.1

The CST laboratorghall use the following format for listing the affected TEs dneir associated laboratory
assessment. This informatiehall be listed in the beginningf thetest report.

For example:
TE or SP Section Assessment
General The modul ebébs name has been chan
1. Cryptographic Module | 01.03.02 and 01.08.05 have been updated for clarification on how to
Specification the module inheapproved mode of operation.

01.06.02, 01.08.03, 01.08.04, 01.08.07, 01.08.10, 01.13.01, 01.14.01
been updated to reference to the new security policy.

01.06.03nhas been updated to mention the new test platforms.
01.08.01 has been updated to refeeghe updated operating environme

01.12.01 has been updated to mention the CAVS tool version used fo
CAVS testing, the new algorithm certificates.

01.12.02 hasden updated to clarify which ngfiPS approved algorithms
are available to the user oktimodule.

01.08.02 has been updated to mark some bullets as not applicable.

2. Cryptographic Moduleq 02.01.01, 02.01.02, 02.01.03, 02.04.01, 02.0902.11.01, 02.12.01 have
Ports and Interfaces been updated to reference to the new security policy.

02.06.01has been updated to updated the testing approach.
3. Roles, Services, and | 03.02.01, 03.11.01, 03.14.01 have been updated to reference to the n
Authentication securitypolicy.

03.06.01, 03.06.02 have been updated to better reflect the services
avaiable toeach role.

03.02.01, 03.02.02 and 03.02.03 have been marked as not applicable
4. Finite State Model 04.05.01 has been updated to add the state transitions.

04.05.02 ha been updated to clarify the differences between the crypt
officer and user ral.

5. Physcal Security No change

6. Operational 06.04.01, 06.06.01 have been updated to reference to the new securit
Environment policy.

06.05.01 has been updated to clarifyt th@ module does not support key
generation.

06.07.01 has been updatedéference totte new files comprising the
module.

CMVP 22 08/28/2020



Implementation Guidance for FIPS PUB 12@nd the Cryptographic Module Validation Program
National Institute of Standards and Technology

06.08.02 has been updated to reference to the new module's file vers
and naming.

06.05.01 has been updated to replace the D§érithm with RSA.
7. Cryptographic Key 07.01.01 has been updatedreéference tthe new security policy.

Management 07.02.01, 07.02.02 has been updated to clarify the RSA signature
verification mechanism available by the module replacing the DSA
algorithm.

07.03.01 has been updated to clarify that the module does not suppor
generation.

07.13.01, 07.13.02 have been updated to the adtBegsl5

07.23.01 has been updated to clarify that the SP8FODRBG
implementation is automatically seeded by the module.

8. EMI/EMC 08.02.01 hakeen updated to emtion the new test platforms FCC
evidence.
9. Self-Tests 09.06.02 has been modified to mention a new testing approach.

09.07.02 has been updated to add the transitmn the operational state
to the error state.

09.09.02 and 09.22.07 habeen updatedtoe p| ace t he t
modul ed with the term fAkernel I

09.07.01, 09.18.01, 09.18.02, 09.18.03, 09.22.01, 09.22.02, 09.22.05,
09.22.06, 09.24.01,9035.01, 09.35.02, 09.35.03, 09.35.04 have been
updated to replace thedA signature vefication with RSA.

09.16.01 has been updated to update the last paragraph regarding thg¢
chaining modes.

09.16.02 has been updated to reflect the new KATs peefbbig the
module.

09.20.01 has been updated for a new source code review

09.22.03 has len updated to replace the DSA algorithm with RSA.
09.35.05 has been updated to modify the kernel component that was
09.42.01 has been updated to remove ANSRE8 from the FIPS
approved algorithms.

09.43.01 has been updatedriention the DRBG whit is the only
approved RNG for the module.

10. Design Assurance 10.01.01, 10.02.01, 10.02.02, 10.02.03, 10.02.04 have been updated
remove CVS which has been fully rapéd by GIT.

10.03.02, 10.23.01 have been updated to reference tweth security
policy document.

11. Mitigation of Attacks | No change

The CST laboratory must provide a summary of the changes and rationale of why this meets the <30%
guideline.The CMVP upa review, may determine that the changes are >30%izaitbe submitted as a full
report The CST laboratorghall document the test results in the associated assessments and all affected TEs
shalbe annot-atseteds 0l bneshalKifnit 4 tasbreporiat specifiedli@ G.2

describingthe modification and highlighting those assertions that have been modified and retested (selecting
the retested option in CRYPTIK). Upon a satisfactoeyiew by theCMVP, the updated version will be
revalidated to FIPS 14D.

NIST CR is applicablef-or a Scenarid3 revalidation,he CST laboratorghall submit, at a minimunman
encrypted ZIP file containing thevendor.txffile, the security policy gdf>, test repdr<pdf>, and draft
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certificate <doc or docx or rtf. The ZIP file and files within the P file shall follow the CMVP Convention
for E-mail Correspondencand submitted to the CMVP usingetepecified encryption methods.

If applicable peilG 7.14 an upto-date entropy reporhall be submitted for albcenaria3 revalidations.

Upon a satisfactory review by the CMVBetupdated security policy and information will be posted on the
Validated FIPS 144 and FIPS 1442 Cryptographic Moduld.ist. A new certificate will be issued and will
have a sunset dafeyears from the validation date.

Note: aScenarid3 submissiowill be included on the CMVP MIP list.

Alternative Scenario3A:

A CST laboratory has been contractegérform a revalidation for a module on which the vendor has made
FIPS 140 securityelevant changes in response to one or more CVEs (GomValnerability and Exposure).
For more information about CVEs please B#ps://cve.mitre.org/

The purpose of the 3A revalidation scenario is to provide thdoresmmeans to quickly fix, test and revalidate
amodule that is subject toszcurityrelevantCVE, while at the same time providing assurance that the
module stillmeets the FIPS 14D standard. If a CVE does not require security relevant changedrasadt,
then the vendor may pursue a Scenarnievhlidation.

To complete a Scenario 3A revalidation:

a. The CST laboratorghall determine thasecurity relevanthanges to the module are only to
correct the vulnerability disclosed in the C\ftonsecurty relevant changes, as defined in
Scenario 1, are permissible)

b. The CST laboratorghall examine each modification and confirm that the change does not
conflict with the requirements of FIPS 140

c. The CST laboratorghall determine that no bersecurityrelevantmodifications have been
made.

d. The CST laboratorghall identify the assertions affected by tecurityrelevant
modification andshall perform the tests asciated with those assertions.

e. The vendor is not required to address IG$ izae beemublished since the original
validation.

f. If the fix to address the CVE is in the scope of an algorithm implementation, then this
algorithmshall be CAVP tesed agairto obtain a new CAVP cdficate with the new
module version.

In addition b the testperformed against the affected assertions, the CST labositaliyalso perform the
following regression suite of operational tests

TE.01.03.02 The tester shalhivoke the Approved mode of operation using the vendor provided
instructions found in theonproprietary security policy.

TE.01.04.02 (levels 3 and 4)he tester shall use the vendor provided instructions described in the
non-proprietary securitpolicy to obtain the Approved mode of operation indicator.

TE.02.0602 - To the extent thate cryptographic module design and operating procedures allow, the
testershall cause the cryptographic module to enter each specified error state and verifydttat all
output viathe data output interface is inhibited.

TE.02.06.04 To the extent thahe cryptographic module design and operating procedures allow, the

testershall command the module to perform the-setts and verify that all data output via thega
outputinterface is inhibited.
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TE.04.05.08 The ester shall exercise the crygtaphic module, causing it to enter each of its major
statesf the Finite State Model

TE.07.41.02 The tester shall note which keys are present in the modul@isiatki the zeroize
command.

TE.09.09.02 Thetester shall poweunp the module and vdyithat the module performs the powgy
self-tests without requiring any operator intervention.

Because the changes to address the CVEs are considered secudtyt réhevCST lab must submit an
updated test rept. The CST laboratorghall use theScenario 3 tabldormat for listing the affected TEs and
their associated laboratory assessment. This informattiathbe listed in the beginning of the test report.

Modules with certificates on the40-2 Cryptograplic Module Listand on theCMVP HistoricalValidation
List may be used faBcenaridcBA modules.

NIST CRis not applicable. Thiaboratoryshall submit aScenaridBA revalidationby using the 3SUB
process and-mail transmittal code, bwthall clearly indicate in the letter that this is a revatidn in response
to a CVE, and provide the relevant CVE number(s). The submitted paagkageinimunshall consist of an
encrypted ZIP file containindné unsignedetter <pdf>, image of the signed lettepdf>, the vendor.txffile,
the updated secuyipolicy <pdf>, test report gdf>, and draft certificate @oc or docx or rtf. TheZIP file and
files within the ZIP fileshall follow the CMVP Conventiorfior E-mail Correspondencand submitted to the
CMVP using the specified encryption methods.

A new valdation certificate will not be issueahd the original sunset date will not be extended for modules on
the active list. Because the change to the moduie addresa securityrelevant CVE, the previous version of
the module is no longer considered datied and will be removed from the certificate; exceptions may be
made if the vendor shows how the CVE can be mitigated by policies included in theySealicit, whle still
adhering to the FIPS 14D standard.

Note: aScenarid3A submissiorwill not be included on the CMVP MIP list.

1 A securityrelevant CVEHs one that affects how the module meets the requirements of the FIF2S 140
standard.

2 Please ate that ECRmay still be applicable.

Scenario 4

Modifications are made only the physical encloare of the cryptographic module that provides its
protection and involves no operational changes to the modul&@he CST laboratory is responsible for
ensuring that thehange only affects thghysical enclosuréntegrity) and has no operational impacttba
module. The CST laboratoshall fully test the physical security features of the new enclosure to eitsure
compliance to the relevant requirements of the stahda

Only modules with certificates on tMalidated FIPS 144 and 1462 Cryptographic MduleList may be
submitted undeBcenariod. Modules with certificates on t@&MVP Historical Validation Liswill not be
accepted.

The CST laboratorghall sulmit aletter to the CMVP that:

a. Describes the change (pictures may be required),

b. States thattiis a security relevant change,

c. Provides sufficieninformation supporting that the physical only change has no operational impact,
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d. Describes the tests performedthg laboratory that confirm that the modified enclosure still provides
the same physicgrotection attributes as the previously validatediuie. For physical security
levels 2, 3 and 4, the laboratasiyall submit an updated Physical Security Test Report

An example of such a change could be the plastic encapsulation of the Level 2 talehashbeen
reformulated or colored. Therefore, tim@lding or cryptographic boundary has been modified. This change is
security relevant as the encapsulation proviesopacity and tamper evidence requirements. But this can be
handled as a letter onljrange with evidence that the new composition hasdahee physical security relevant
attributes as the prior composition.

The CST laboratorghall include a new secuyi policy for posting if the modifications cause changes to the
areas addressed in FIP&12 Appendix C. If the security policy representsltiple versions of a validated
module or multiple validated modules, the versioning informatioadl be updatedn the security policy with
text that clearly distinguishes each module instance witimitgue versioning information and the differences
between each module instance.

The CST laboratorghall use the following format for listing the modifications to trestificate. Deletions
shall be marked using strikethrough and additishall be highlichted in yellow. This informatioshall be
listed inthe change letter.

For example:
Current Cert. #5000 New Certificate Information
Hardware Versions AX12, AX13, and AX14 Hardware Versions AX12, AX13, AX14and
with FIPS kit AX00 AX15 with FIPS kit AX00

The CST laboratorghall use the following format for listing the affected TEs and their associated laboratory
assessment. This informatiehall be listed in thehange letter.

For example:

TE or SP Section Related Change

TE.01.08.02 New version of the &rdware. Added to Bill of Materials.
TE.01.08.03
TE.01.08.12
TE.02.09.01 Updated hardware version and power supply added.
TE.02.09.02
TE.10.02.01 Updated version of configuration items.
TE.10.02.02
TE.10.02.03
TE.10.02.04

For aScenariod revalidaion, the CST laboratorghall submit, at a minimurman encrypted ZIP file containing
the unsigned letterpdf>, image of the signed lettepdf>, the vendor.txffile and physical security test
report pdf>. The ZIP file and files within the ZIP filehall follow the CMVP Convention for f#nail
Correspondence and submitted to the CMVP using the specified encryption methods.

Upon a satisfactory review by the CMVRetupdited security policy and information will be posted on the
Validated FIPS 144 and FIPS140-2 Cryptographic Moduld.ist web site entry associated with the original
cryptographic module. A new certificate will not be issued. The sunset date of theatertifit not be
changed.

Note: aScenariod submissiomwill not be included on the CMVP 2 list.
Scenario 5

If modifications are made to hardware, software, or firmware compotieitdo not meet any of the above
criteria, then the cryptographic moduéall be considered a new module asidill undergo a full validtion
testing by a CST ladratory.The CST laboratorghall submit a test report as specified@® G.2 Scenario 5 is
also applicable for a module thateikgible for Scenarid3 but the original laboratory is not f@ming the
revalidation.NIST CR is applicable. A new certificate will be issued.
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Note: aScenaricb submissiomwill be included on the CMVP MIP list.

Additional Comments

A cryptographic modle that is changed under change Scenarios 1, 1A, 1B, 3A, and 4, must be listed on the
Validated FIPS 1461 and 1482 Cryptographic Modules Ligtt the time of submission and must meet ALL
standards, implementation guidance and algoritssting that werenet at the time of original validation. A
module does not need to meet requirementsithet added since the time of original validation. Modules on
the CMVP Historical Validation Lisare not eligible for revalidations undgcenaris 1 (including 1A andLB)

or 4. The only exception is to allow vendor contact updates \Batararial.

A cryptographic module that is changed under Scenarios 2, 3 and 5 above, must meet ALL standards,
implementation guidance and algorithm testing in efféthe time the made report is submitted to the

CMVP unless there is an implementation guidance trangtianaffects reports that have been submitted. The
CST laboratory is responsible for requesting from the vendor all the documentation necedstayrtme

whether he cryptographic module meets the current standards and implementation guidance. This is
particularly important for features/services of the cryptographic module that required a specific ruling from the
CMVP.

For example, a cryptographicodule may have le@ validated with an implementation of KBKDF prior to when
KBKDF testing was availablef the same cryptographic module is later submitted for revalidation under
Scenarig 3 and 5, this KBKDF implementation to be used in an approveé ofatperatiorshal be tested and
validated agains$P 800108 and the cryptographic module must meetpglicable FIPS 14Q requirements,
e.g., seHtests.

This IG makes it clear that revalidation Scenarios 1 (4), 2 and 3 require a submission of an entropy report (if
applicable petG 7.14 At the time this IG wakast modified, an entropy report is not required Fa t
following Scenaris: 1 (1), 1(2), 1(3), 1A, 1B, 3A and 4.

If the overall Security Level of the cryptographmodule is lowered, the module may be submitted as a 3SUB
with full testing on the indildual section(s) that is being lowered.

If the overallSecurity Level of the cryptographic module is raised or if the physical embodiment changes, e.g.,
from multi-chip standalone to multthip embedded, then the cryptographic module will be considered a n
module andshall undergo full validation testing by CST laboratory.

The sunset date for the module is determined based on the scenario:

Scenario 1 sunset datenchanged

Scenarios 1A and 1Bsunset date is inherited from the originettificate

Scenario 2i sunset date is extended 5 years fronrévalidationdate

Scenario 3 new certificate issued; sunset date will be 5 years from the validizten
Scenaric3A - sunset datenchanged

Scenario 4 sunset datenchanged

= =4 =4 =4 -4 -4 -9

Scenario 5 new certificde issued; sunset date will be 5 years from thiglaibn date.
The NIST CR schedule is available on the CMVP wigh.

CMVP 27 08/28/2020



Implementation Guidance for FIPS PUB 12@nd the Cryptographic Module Validation Program
National Institute of Standards and Technology

CMVP

Table G.8.11 Regression Test Suite

Regression Testing Table

AS

TE

Security Level

1

2 | 3 |

Section 1- Cryptographic Module Specification

AS.01.03 | TE.01.03.0]

X

x | x|

Section 2- Cryptographic Module Ports and Interfaces

AS.02.06

TE.02.06.0]

X

X

TE.02.06.0;

X | X

AS.02.13

TE.02.13.03

x

AS.02.14

TE.02.14.0]

X
X
X

AS.02.16

TE.02.16.0]

AS.02.17

TE.02.1702

x
X I X | X | X [X

XX [ X | X [X[X

Section

3- Roles,Services and Authentication

AS.03.02

TE.03.02.0]

TE.03.02.0

AS.03.12

TE.03.12.0

AS.03.13

TE.03.13.0]

AS.03.14

TE.03.14.0]

AS.03.15

TE.03.15.0]

XX [ X | X | X [X

XX [ X | X |X[X

XX [ X | X |X[X

AS.03.17

TE.03.17.0]

AS.03.18

TE.03.18.0]

XIX X [X|X|X]|X]|X

AS.03.19

TE.03.19.0]

TE.03.19.0

AS.03.21

TE.03.21.0]

AS.03.22

TE.03.22.0]

AS.03.23

TE.03.23.0]

X

X | X | X [X[X

X | X | X [X[X

Section

4- Finite State Model

AS.04.03

TE.04.03.0

X

x

AS.04.05

TE.04.05.0

X

Section 5- Physical Security

NONE

Section 6- Operational Environment

AS.06.05

TE.06.05.0

AS.06.06

TE.06.06.0

AS.06.07

TE.06.07.0

AS.06.08

TE.06.08.0]

X [ X | X [X

AS.06.11

TE.06.11.0]

TE.06.11.0

AS.06.12

TE.06.12.01

TE.06.12.0

AS.06.13

TE.06.13.0]

TE.06.13.0

AS.06.14

TE.06.14.0]

XX [X[X|X[X|X[X]|X
X |IX[X[X|X[X|X[X]|X

X|IX[X[X|X[X|X[X]|X
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TE.06.14.0

AS.06.15 | TE.06.15.0]

AS.06.16 | TE.06.16.0]

X | X [ X[ X

AS.06.17 | TE.06.17.0]

AS.06.22 | TE.06.22.0]

TE.06.22.0

AS.06.24 | TE.06.24.0]

TE.06.24.0

XXX | X [X[X]|X]|X]|X

AS.06.25 | TE.06.25.0]

XXX | X [X[X]|X]|X]|X

Section 7- Cryptographic Key Management

AS.07.01 | TE.07.01.0] X

AS.07.02 | TE.07.02.0]

AS.07.15 | TE.07.15.0]

TE.07.15.0

TE.07.5.04

AS.07.25 | TE.07.25.0]

AS.07.27 | TE.07.27.0]

AS.07.28 | TE.07.28.0]

XX [ X | X |X|X[X|X

AS.07.29 | TE.07.29.0]

XX [X[X[X[X]|X[X]|X

AS.07.31 | TE.07.31.0;

AS.07.39 | TE.07.39.0]

XXX |IX[X[X|X|X|X|X|[X[X

X | X

AS.07.41 | TE.07.41.0]

XXX |IX[X[X|X|X|X|X|[X[X

Section 8- EMI / EMC

As Require

Section 9- Self Tests

AS.09.04 | TE.09.04.0

AS.09.05 | TE.09.05.0

AS.09.09 | TE.09.09.0]

AS.09.10 | TE.09.10.0]

AS.09.12 | TE.09.122.02

AS.09.22 | TE.09.22.0]

AS.09.35 | TE.09.35.0

AS.09.40 | TE.0940.03

TE.09.40.0;

X XXX [X|X|[X|X|[X]|X

AS.09.45 | TE.09.45.0

X [X X [X[X[|X[X|X|[X]|X]|X
X [ X X [X[X[|X[X|X|[X]|X]|X

AS.09.46 | TE.09.46.0

x

X [ X X [X[X[|X[X|X|[X]|X]|X

Section 10- Design Assurance

x

AS.10.03|TE.10.030] x | x |

Section 11 - Mitigation of Other Attacks

| NONE | | |

Appendix C - Cryptographic Module Security Pdicy

‘As Require4 ‘ ’
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G.9 FSM, Security Policy, User Guidance &ngpto Officer Guidance
Documentation

Applicable Levels: All

Original Publishing Date: 05/292002
Effective Date: 05/29/2002
LastModified Date: 08/01/2016
Relevant Assertions: General
Relevant Test Requirements:

Relevant Vendor Requirements:

Question/Problem

May a CST laboratory create original documentation specified in FIP24Be specific documents in
guestion are the Finite State Model (FSM), Security Policy, Gsiétance and Crypto Officer Guidance.

Resolution

FESM and Security Policy:

A CST labor#ory may take existing vendor documentation for an existing cryptographialenfEbstdesign
and postdevelopment) and consolidate or reformat the existing infoomgfrom multiple sources) into a set
format. If this occurs, NIST an@CCS shall be notifed of this when the validation report is submitted.
Additional details forte individual documents are provided below.

FSM: The vendoiprovided documentation mustadily provide a finite set of
states, a finite set of inputs, a finite set of outpaitsyapping from the sets
of inputs and states into the set of states (i.atestransitions), and a
mapping from the sets of inputs and states onto the set of s\fifgut an
output function).

Security Policy: The vendoiprovided documentation must By provide a precise
specification of the security rules under which a twgpaphic module must
operate, including the security rules derived from the requirenoé i S
140-2 and the additional security rules imposed by the vendor.

In addition, a GT laboratory must be able to show a mapping from the consolidated or rixéalfRE&M
and/or Security Policy back the original vendor source documentation. The g@)pinust be maintained by
the CST laboratory as part of the validation records.

Consolidating and reforratting are defined as follows:

1 The original source documentgere prepared by the vendor (or a subcontractor to the vendor) and
submitted to the CST®boratory with the cryptographic module.

1 The CST laboratory extracts applicable technétalements from the original source documentation to
be used in the FSM arad/ Security Policy. The technical statements maly be reformatted to
improve readabity of the FSM and/or Security Policy. The content of the technical statements must
not bealtered.
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1 The CST laboratory may develop transitional statements in the R8MreSecurity Policy to improve
readability. These transitional statemestigll be speified as developed by the CST laboratory in the

mapping.
User Guidance and Crypto Offic&uidance:
A CST laboratory may create User Guidance, Crypto Officer Guaand other nedesign related

documentation for an existing cryptographic module (plesign and postevelopment). If this occurs, NIST
andCCCsSshall be notified of this whetthe validation report is submitted.

Additional Comments

Source code informimin is considered vendgrovided documentation and may be used in the FSM and/or
Securiy Policy.

G.10 Physical Security Testing for fRalidation from FIPS 144Q to
FIPS140-2

Applicable Levels: All

Original Publishing Date: 03/29/2004
Effective Dde: 03/29/2004
Last Modified Date: 03/29/2004
Relevant Assertions: General
Relevant Tet Requirements:

Relevant Vendor Requirements:

Background

FIPS 1402 IG G.2 specifies that all report submissions musiude a separate physical security test report
section for Levels 2, 3 or 4.

Question/Prodem

Questions have been asked regardeigalidation test reports where a previous separate physical security test
report may not have existed or evidence such agéesjatc. had not been provided with the original validation
test report. What should ti@&ST laboratory provide if the physicakcurity requirements have not changed?

Resolution

If a previousseparatephysical security test report did not exist for thedule undergoing realidation testing

and the physical security features of the modhalee not changed, theST laboratory muscompile the

physical security test evidence that has been maintained from their records from the original tested module and
create and submit a neseparatephysical security test report. If the records no longestéecause they were
generated outsidhe period of the ST laboratories record retention period specified in the quality manual,

then retestingshall be requiredo provide such evidence. It is not required thaSa @boratory perform re

testing sinply to create new photographic imageattmay not have been saved or generated during the

original testing

Additional Comments

If the CST laboratory was not the ofigal testing laboratory and therefore does not have access to the previous
test recordshen the modulehall be retested to be able to provide such evidence. Without the prior records,
the new GT laboratory cannot make a detgnation that the physicakcurity has or has not changed.
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G.11 Testing using Emulators and Simulators

Applicable Levels: All

Original Publishing Date: 09/12/2005
Effective Date: 09/12/2005
Last Modified Date; 09/12/2005
RelevantAssertions: General
Relevant Test Requments:

Relevant Vendor Requirements:

Background

Vendors of cryptographic modulese independent, accredited Cryptograimd Securityl esting (GST)
laboratories to have their modules tested for conformance to the requirements of FIP ®igilizations
wishing to have testing performed would contract with the laboratories foequéed services. The Derived
Test Requirements (DTR) document desesithe methods that will be used by accredited laboratories to test
whether the cryptographic molé conforms to the requirements of FIPS -P4® includes detailed

procedures, inspedatis, documentation and code reviews, and operational and physisghétshe tester

must follow, and the expected results that must be achieved for the cryptograyglule to satisfy its
conformance to the FIPS PUB 120equirements. These detaile@timods are intended to provide a high
degree of objectivity during thtesting process and to ensure consistency across the accredited testing
laboratories.

Definitions:

Anemulatorat t empts t o fAmodel 6 or Ami mi co hdchrectnesshavi or
of the emulators' behavior @&pendenbn the inputs to the emulator and how the emulator was

designed. It is not guaranteed that the actual behaltbe@ryptograpic module is identical, as many

other variables may not be modeled cotigeor with certainty.

A simulator exercises the actual module source code (e.g., VHDL code) prior to physical entry into the
module (e.g., an FPGA or custom ASIEjom a behaviolgerspective, the behavior of the source code
within the simulator maydlogically identical when placed into the module or instantiated into logic
gatesHowever, many other variables exist that may alter the actual behavior (e.gelagt d
transformation errors, noise, environmentat¢). It is not guaranteed that thetual behavior of the
cryptographic module is identical, as many other variables may not be identified with certainty.

Question/Problem

May a CST laboratory testerae module emulatn and/or simulation methods to perform cryptographic
module testing?

Resolution

There are three broad areas of focus during the testing of a cryptographic module: operational testing of the
module at the defined boundary of the modulgpathm testingand operational fault induction error testing.

1. Operational Testing
Emulation or simulation is prohibited for the operational testing of a cryptographic module. Actual

testing of the cryptographic module must be performed utilizing theetkports andnterfaces and
services that a module provides.
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2. Operational Fault Induain

An emulator or simulator may be utilized for fault induction to test a cryptographic néedule
transition to error states as a complement to the already allowezbsmde reviewRationale must
be provided for the applicable TE why a method doegrist to induce the actual module into the
error state for testing.

3. Algorithm Testing

Algorithm testing utilizing the defined ports and interfaces and services thadale providess the
preferred method. This method most clearly meets the requirenfd@dl.4

If this preferred method is not possible where the m@dulefined set of ports and interfaces and
services do not allowcaess to interralgorithmic engines, two alternative methods may be utilized:

a. A modulemay be modified by the €T laboratory for testing purposes to allow access to the
algorithmic engines (e.g. test jig, test API), or

b. A module simulator may be utilized

When submittig the algorithm test results to the CAVP, the actual operational emerdron which
the testing was performed must be specified (e.g. including modified module identification or
simulation environment). When submitting the module tgstnteto the CMVRPAS.0L.12must

include rationale explaining why the algorithm testingswat conducted on the actual cryptographic
module.

An emulator may not be used for algorithm testing.

G.12 Postvalidation Inquiries

Applicable Levels: All

Original Publishing Date: 01/26/2007
Effective Date: 01/26/2007
Last Modified Date: 08/07/2015
Relevant Assertions: General
Relevant Test Requirements:

Relevant Vendor Requirements:

Background

FIPS 1402 conformance testing that is performed bydheredited Cryptograph&nd Security Testing (CST)
laboratories and validation of thowsst results by NIST andCCSprovide a level of assurance that a module
conforms to the requirements of FIP&2 and other underlying standards.

Once a module isalidated and posted on the NIST CMVP web site, many parties review and scrutinize the
meiits of the validation. These parties may be potential procurers of the module, competitors, academics or
others

If a party performing a postalidation review beliegs that a conformance requirement of FIPS-24@s not
been met and was not determinedlidg testing or subsequent validation review, the party may swapmit
inquiry to the CMVP for review.

Question/Problem

What is the procedure and process for subngjtéin inquiry for review and how is the review performed? If a
review is determined to kia merit, what actions may be taken regarding the module's validation status?
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Resolution

An Official Requestmust be submitted to the CMVP in writing with signaturiéofeing the guidelines ihG

G.lIfther equest or represents an organization, the offici
Theassertions must be objective and not subjective. The modsebaiudentified by reference to the

validation certificate number(s). The specific teichhdetails must be identified and the relationship to the

specific FIPS 1442 Derived Test Requiremenassertions must be identified. The request must be non

proprietary and not prevent further distribution by the CMVP.

The CMVP will distribute the umodified official request to the&TL that performed the conformance testing
of the identified moduleThe CSTL may choose to include participation of the vendor efittentified module
during its determination of the merits of the inquiry. Once tB8&lChas completed its review, it will provide
to the CMVP a response with rationale on the technical validgarding the merits of the official request.
The CSTL will state its position whether its review of the official request regarding the module:

1. is without merit and the validation of the module is unchanged.
2. has merit and the validation of the moddaffected. The STL will further state its
recommendations regding the impact to the validation.
The CMVP will review the GTLs position and raticle supporting its conclusion.

If the CMVP concurs that the official request is without merit, ndhierraction is taken.

If the CMVP concurs that the official ragst has merit, a security risk assessment will be performed regarding
the nonconformane issue.

G.13 Instructions fo¥alidation Information Formatting

Applicable Levels: All

Original Publishing Date: 06/28/2007
Effective Date: 06/28/2007
Last Mddified Date: 08/28/2020
Relevant Assertions: General
Relevant Test Requirements:

Relevant Vendor Requirements:

Question/Problem
How are the various fields in a FIR80-2 validation provided to the CMVP for validation?
Resolution

The CST laboratgrshall use the CMVP supplied CRYPTIK tool to document the module test information.
The est report information is presented to the CMVP for review and validation as indicée&ia.

These instructions describe how the informatioall be formatted to appear on thNéST CMVP validation
web page via entry into CRYPTIK.

Laboratory Informati on
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1. Lab Name- the name of the CST laboratory. Please include any registration marlecial sharacters
2. NVLAP code [nnnnnn-n] - the code assigned by NVLAP to the CST laborator

Vendor Information

1. Vendor Name- the name of the vendor (including Conmg¢., Ltd., etc.) that developed the cryptographic
module. Please include any regiswatimarks or special characters
Examples:  AcmeSecurity, Inc.
Acmeproducts(R), Ltd.
AcmeSecurity, Inc.and Acmeproducts(R), Ltd.
The FIPS 144 and FIPS 14@ VendorListing isan alphabetical list of vendors who have implemented
validated cryptographimodules. It is desirable that the vendor name be consistent on validation

certificates issued for modules from the same venttwe.listing can be found at:
http://csrc.nist.gv/groups/STM/cmvp/documents/1-401401vend.htm

Address- the street, building, post office box, suite, etc. components of the vendor's address
City - the city of thevendor's adress

State / Prov- the state or province of the vendor's address
Postal Cocke - the postal code of the vendor's address
Country - the country of the vendor's address

Web Site- generally the vendor's main URDo notinclude the prefixhttp://

© N o ok~ b

Product Link T a URL that may be specific to the module or products which utilize ttula.Do not
include the prefixhttp:// or duplicate the Web Site URL.

9. POCL1 - the primary vendor point of contact which may include phone number, fax number ahd emai

10. POC2 - the secondary vendor point of contact which may include phone number, faxmamooemail
Module Information

1. Module Name(s)- the complete name of the cryptographic module. Do not include the version number
with the name unless by vendor choitee name of the cryptographic modatell be consistent withG
1.1and the naméound in the security policy and test report. Please include any registration marks or
special charactefs

Examples: Crypto Acceleration Token

Secure Cryptographic ToolKitE

Best Crypto©
If the test report represents multiple modules, list all moduleesam
Examples: Crypto Sensor AM-5000 and AM-5010

Crypto 8000 PCI, Crypto 9000 PCI and Crypto Plus++ PCI

2. Hardware, Software andFirmware Versioning - the specific versioning information representative of
each of the crypto modules elements. This nurabel be of sufficient level such that
updates/upgrades/changgsll be reflected in a newevsion. For example, version 4 may bet
sufficient if the releases are numbered 4.0, 4.1, 4.2, etc. The version number may also include letters, for
example, 4.0a,.8b, 4.0c, etc. Thishall include the version numbers for each element; hardware,
software, and firmware, if applicable. Eaelfements version number (e.g. hardware, firmware, software)

1 The special symbols may not translate to_thendor.txtproperly. The special symbol may be indicated as
follows: (R) for ®, (C) for ©, (TM) fork , et c.
2The special symbols may not translate to thendor.txtproperly. Tke special symbol may be indicated as

follows: (R) for E, (C) for E, (TM) for E, etec.
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shall be separated by a serdlon. If a module does not include dareent, leave the field blank; do not
enter "NA". The version numbes$all be the samesathe ones found in the security pgli€or example,
hardware version: 4.2; software version: 4.0a.

If possible, a hardware version of a modsiell represent all ofhe components of the module, included
(AS.01.08 or excluded AS.01.09. If there are may additional components, include&ig.01.0§ or

excluded AS.01.09, that are inside the module boundary but are not within the scope of the hardware
version then thenodule certificateshall list these additional components separately in the hardware
version field. Bracketshall be used to group hardware versions with their corresponding components. If
the module is a collection of different hardware componentsjded AS.01.0§ or exclude (AS.01.09,

and does not contain a hardware version, themthdule certificateshall list all of the components of the
module in the hardware version field without referencing any hardware version.

If there are multiple modsk listed on the certifite, or if there are multiple part numbers with different
versians of firmware for example, bracketisall be used to clearly indicate the pairings between the
versioning information and/or the module names.

Examples: (Hardware Version: 4.2; Software Versim: 4.0a Hardware)
Hardware module with software embeddedhmitit.

(Hardware Versions': 5.2 and 5.3, Build 3; Firmware Version: 2.45Hardware)

Two different hardware modules, each with the same embedded firmware. All of the
components in these hardrme modules must be considered: includsg.01.09 or
excluded(AS.01.09.

(Hardware Versions: 5.2 [1] and 5.3 [2], Build 3; Firmware Versions: 2.45 [1] and
2.50 [2} Hardware)
Two different hardware modules each with the spedifiersion of embeddedtiware.

(Hardware Version: 88X8868; Software Version: 1.0Software-Hybrid)
Software hybrid module referencing the hardware and disjoint software components.

(Hardware Version: BN45; Firmware version 1.0; Software Version 2.0Sdtware-
Hybrid)

Software hybrid module referencing the hardware and disjoint softwaren®rhe
hardware component also has firmware embedded within it.

(Hardware Version: 88X8686; Firmware Version 1.4; FirmwareHybrid)
Firmware hybrid module referemg both the hardware and disjoint firmware versions.

Note the use of the commas, sernions and colons.

(Hardware Version: [XYZ1, XYZ2, and XYZ3 with components 1234, 1235, 1236]
and [ZY X1, ZYX2 and ZYX3 with components 1234, 5123, 6123]; Firmware
Version: 1.0; Hardware)

Hardware module contains multiple hardware versions that have adHditiona
corresponding components that are include8.01.0§ or excluded AS.01.09.

(Hardware Version: P/IN 5432, 7654, and 4321; Firmware Version: 1.0; Hardware)
Hardwae module that is a collection of hardware components that are included
(AS.01.08 or exclded AS.01.09 rather than a versioned hardware module.

3. PIV Certificate [#nnnn] - When a module implements a validated PIV application, the application
validation cetificate type and numbeshall be included. Additional information relating to PIV
versioring can be found ihG 1.18

4. Certificate Caveat- This caveat may be modified or expanded by the CMVP during the validation
process. Cryptographic modules may not have a caveat if the module only has a single FdR&dapp

L Version will be changed to plural during the posting by the CMVP
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mode of operation.

Examples: <no caveat>
The module can only be installed ancegted in an approved mode of operation
(i.e. FIPS mode).

When operated in FIPS node
The module can be installed or operated in either an approved capproved mode of
operation.

When installed, initialized and configured as specified in Section [seoti number]
of the Security Policy

The module can be installed, initialized and¢onfigured in order to be considered a
FIPS recognized modulgVithout this configuratio, the module is not considered a
FIPS-compliant module. After this configuration, adule may run in FIPS mode or
non-FIPS mode (if supported by the module) whicly meguire additional
configuration and/or procedural guidance to invoke.

The <tamper evident seals> and <security devices> installed as indicated in the
security policy

Installation of the referenced components required for the module to operate in an
approved mode of operation.

When operated in FIPS mode and initialized to overall level 2 pesecurity policy
The module can be initialized to operate at different overall levels.

Example A module can be initialized to either support level 2 tmdsed
authenication or initialized to suppodnly level 3 identitybased authentication.

When operaed in FIPS mode with module [module name] validated to FIPS 149
under Cert. #xxxx operating in FIPS mode
The modul eds validation iogapticonoduld. t o anot her

Example: A software cryptographic module which requires services fronthan
validated software cryptographic module operating in the same operational
environmentApplication services are available from either module.

This module contahs the embeddednodule [module name]validated to FIPS
1402 under Cert. #xxxx operatingin FIPS mode
If the module incorporates an embedded validated cryptographiclmodu

Example: A software cryptographic module which is compiled with a privately
linked validated software cryptographic module operating in the same operational
environmentApplication services are only available from the module indicated on
thecertificate.

Example: A hardware cryptographic module which has embedded within its
physical baindary a validated cryptographic module.

This validation entry is a nonsecurity-relevant modification to Cert. #nnnn
If the lab submits a revalidation under segio 1B. Please refer tis G.8

When operated only on the specific platforms specified on the certificate
For a firmware at overdllevel 2, 3, or 4 module or where FIPS 12a(bection 4.5
Physical Secuty is level 2, 3 or 4. Please referi@ 1.3

When utilizing a Trusted Path as specified in the security policy
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If the use of the Tried Path is needed to meet the FIPS-24@mpliance requirements
whenSection 4.2 is validated at Security Levels 3 and 4. Please rdferad.

The module generates cryptographic keys whose strengths are modifibg
available entropy
Please refer toG 7.14

The module generates random strings whose strengths are modified by available
entropy
Please refer tdG 7.14

The module geneates cryptographic keys and random strings whose strengths are
modified by available entropy
Please refer taG 7.14

No assirance of the minimum strength of generated keys
Please refer taG 7.14

When entropy is externally loaded, nassurance of the minimum strength of
generated keys
Please refer taG 7.14

The output of the DRBG may not be used to generate keys
If the module im@ments a DRBG where the module does not theetquirements fo
the entropy source explained in IG3 7.14 |G 7.15and|G 7.18.

The protocol (s) <TLS, S S bperated in FI®$ raodd not be
If the module implements a KDF from NIST SP-838rev1 and this KDF has not been
validated by the CAVP. Please referi@®D.11

5. Type - the module type is one of the followingardware, Firmware, Software, Software-Hybrid or
Firmware -Hybrid . If a module is hardware with embedded software and/or firmeva t he modul e d s
is simply labeled Hardware.

6. Overall Level [n] T the overall levebf the crypto module. This value is tloevestvalue of the individual
levels.

7. Section Level(s) [n} for each of the 11 areas, include the specific level. For FIB 1the Operating
System security level, the physical security level and Mitigatiobtbér Attacks level may not be
applicable and if sgshall be marked aBl/A.

If a module meets level 3 physical security and also has been tested for EFP and/oisER the
annotated on the certificate a&vel 3 +EFPor +EFT or +EFP/EFT

Note: If FIPS 1462 Section 4.5 is level 3 with EFP/EPT, this is selected in CRYPTIK by selecting level 3
for FIPS 1462 Section 4.5 and selection of the optional EFP/EFT bu@&Y.PTIK will then present the
appropriate set of assessments. However, the genérafedertificateand_vendor.txwill not reflect the
optional EFP/EFT annotation. Currently this must be added manually during validation posting.

8. Operational Environment - the specific operational environment(s) or configuration(s) that was
employed dung testing by the CST laboratosyall be specified for all module types. (e.g. software,
firmware, hardware and hybrid). Thésall match the information in the testport inAS.01.08 The
operational environment includes the operatipgtem(s), the testl platform(s), and the processor(s).

For asoftwarec r y pt ogr aphi c modul e at sueecruodd)shallbelinelvdedl 1, t he
For Java applets, thilava environment (JRE, JVM) versienall be specified for all secuyi levels. For
multiple operating environment entries, separate each with acs#ari; do not use "and".
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Examples: Microsoft Windows XP with SP2 running on a Dell Optiplex Model 4567%vith an
Intel i7-8550U;

Sun Solaris Version 2.6SE running on a Sun i SPARC-1 workstation with an
Intel Xeon X5670;

Microsoft Windows XP with SP2running on an HP Pavilon 4.5 with anAMD A8 -
3850;

HP-UX 11.23running on an IBM RISC 6000RB2 with an Intel Xeon E31230
(single-user mode)

The following example for eirmware cryptographic mdule;

Example: BlackBerry® 7230 with BlackBerry OS® Versions 3.8, 4.0 and 4.1 with Qualcomm
Snapdragon S4 Plus

If the firmwaremodule's physical security meets FIP®-P4ASection 4.5 levels 2, 3 or 4, the hardware
platformshall include applicable specifieersioning information.

Example: Little OS® Version 3.7b running on a Crypto Unit (Hardware Version: 1.0) with
AMD Duron 800

The following exampledr asoftwarehylrid cryptographic module;

Example: Debian GNU/Linux 4.0 (Linux kernel 2.6.17.13) runningon a4402A ViPr Desktop
Terminal with Intel i7 -8550U (singleuser mode)

The following example for eirmware-hybrid cryptogmaphic module; the certificathall specfy the
operating environment (operating system and hardware platform with processorghaed for testing.

Example: BlackBerry OS Version 4.2running on a BlackBerry 8700c with Qualcomm
Snapdragon S4 Plus

The operational environment includes tiperting system(sthe testegblatform(s)and theprocessor(s)

The operating system may algepresent virtual environments. Virtual environments are run by computer
software, firmware or hardware called a hypsovi Native hypervisors run directly on theshcomputer.
Hosted hypervisors run on a conventional operating system.

A For a Type 1 (pnative) hypervisor, the OE listirgpall include the platform, guest OS, hypervisor
and processor using the followingrieat:

Operational Environment: <Guest O$ on <hypervisor running on<platform> with <processor
An example is: Windows XP on VMWaEeSX 5 running on a Dell Optiplex 5460 with an Intel Core
i5

A For a Type 2 (or hosted) hypervisor, the OE listihgll include the platform, guest OS, hypervisor,
hostOS and processor using the following format:

Operational Environment: <Guest OS$ on <hypevisor> on <Host OS> running on<platform>
with <processor

An example is: Windows 7 on Oracle VM VirtualBox Gmacle Solaris 11 running on a HP Model
20 with Intel Xeon E52670v3
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The tested platform itself may be procured with a single processor oakeiffarent processors. As
shown above, the processor(s) on which the module was testédlobe listed orthe CMVP certificate,

security policy and test report.

Example: Wind River Linux 6.0 running on a Xerox Explorer 60 with Intel Atom E3800

SEPOS running on Apple TV 4K with Apple A10X Fusion
Tintri OS 4.5 running on a EC6030 with Intel Xeon E52609

If this field is not applicable, mark the field as N/A.

9. FIPS ApprovedAlgorithms - the approved security functions included in the cryptographitutecand
utilized by the modul e6s c &dskcaritylfuaction s listed ancetisen ther
applicable algorithm Certificate number in patteeses. Do NOT include the modes or key lengths (e.g.,

ECB, CBC; 128 bits). All algoritim entries must be separated by seolons. The security functions

shall belisted in alphabetical order using the official CAVP security function name.

If a module ontains within it or is bound to an already validated cryptographic module, all approved
security functions thatagsedby t he modul ed6s c adl funatiorisseall lse@nnetated e s

on the certificate (e.g. both those within the embeddeatbonodule and in addition to the

embedding/binding module). Algorithms that are nevéedahall not be listed on the certificate. An
algorithm that can only bealled by a service that performs the delts alsshall not be listed on the
certificate however, t he magehillhhve dnentrg ferthe coirespondipgsedi andy

explain that this algorithm can only be executed when running-teself

The algorithnshall meet all three (3) conditions to be listed as FIPS approved:

1.anapproved security function as specified in FIPS-248nnexes A, C or D and validated the

CAVP or vendor affirmed per CMVP implementation guidance;
2.meet all regirements of FIPS 142 (KAT, etc.); and

3. used in at least one FIPS approved cryptograpfmiction or service for that cryptographic

algorithm in a FIPS approved mode of operation.

Examples: AES (Cert. #1880);
AES-CBC-CS! (vendor affirmed);
CKG?2(vendor affirmed);

CVL 3 (Cert. #4);
DRBG* (Cert. #12);
DSA® (Cert. #200);
ECDSA? (Cert. #100);
ENTY,

HMAC 8 (Cert. #23);
KAS?® (Cert. #33);

1 SP 80038A Addendum

2 Cryptogaphic Key Generation; SP 8433 andG 7.8

3 Component Validation List; s€@AVP CVL andIG G.20

4 Deterministic Random Bit Generator; SP SIDA

5 FIPS 1862 (for Signature Verification only) or FIPS 186

5 FIPS 1862 (for Signature Verification only) or FIPS 186

7 An entropy source tested to SP 8#IB. No algorithmcertificate number is needed.
8Includes Truncated HMACs pé&6 A.8

9 Key Agreement Scheme; tested to either SPHEDO or SP 8066A Rev3
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KAS! (SP 80056Arev2, vendoraffirmed);

KAS? (SP 80656Arev2 with CVL Certs. #24 and #32, vendor affirmed);

KAS? (SP 80056B, vendor affirmed)

KAS-SSC! (vendor affirmed);

KAS-SSC (Cert. #A66);

KAS (KAS-SSC Cert. #A66, KDA Cert. #A11, CVLCert. #A43)°

KAS (KAS-SSC Cet. #A66, CVL Cert. #153)7

KAS-RSA-SSC (Cert. #A91);

KAS-RSA (KAS-RSA-SSC Cert. #A91, CVL Certs. #153 and #155, CVL Cert. #A4%);

Note. Two different CVL certifcates, #153 and #155 demonstrate the KDF validation
testing. The CVL certificate #A41 dwnstrates the tested key confirmation functionality.
There are several possible reasons for obtaining more than one CVL certificate for KDF
testing. As with any othrealgorithm, the vendor might have performed an dflgor testing

in multiple operating mvironments. The vendor could have also chosen to test different key
derivation functions separately and to obtain different certificates. Even when testing the
samealgorithm (or a CVL function) in the same operateryironment, the vendor may

decide o test various functionalities and different parameter sets (such as key lengths)
separately and have multiple certificates issued by the CAVP.

KBKDF 1 (Cert. #2);
KDA 1 (vendor affirmed);
KDA 12 (Cert. #A25);

Note 1. Obtaining a CVL certificate for &sted TLS 1.3 KDF does not lead to granting the
vendor a KDA algorithm certificate; in order to receive a KDA certificate, the

i mpl ement ati on 6 s -56CdRewlloi Revaicakbe tested SepPara®&ly.0This
testing may include either a osep ley derivation, or a twstep key derivation (shown in
Sections 4 and 5 of SP 888C Rev1/2, respectively), or both.

1 Key Agreement Scheme; vendor affirmed to SP-86A Rev2

2 Key Agreement Scheme; neor afirmed to SP 80%6A Rev2 Two different CVL certificates, #24 and #32
demonstrate the validation testing of the SP-888 Revicompliant KDFs that can be used with this KAS

3 Key Agreement Scheme; vendor affirmed to SP-B6B. See Scenario 2 t6 D.8.

4 Shared Secret Comptitan using the Discrete Logarithm Cryptography; vendor affirmed to SP5880

Rev3 per IG D.1Rev3

5 Tested for a compliance with one or more shared secret computation schemes in Section 6 -&63P 800

Rev3. The informatin about he schemadengdduriist ydoxumented in the mo
6 An SP 80656A Rev3 compliant key agreement scheme, where testing is performed separately for the shared
secret computation, an SP 886C Revl or Rev2 compliant KDFpé a keyconfirmation.

7 An SP 80056A Rev3 compliant key agreement scheme, where testing is performed separately for the shared
secret computation and for a KDF compliant with either SRI8®Rev1 or RFC 8446 . No key

confirmation.

8 Tested for a ampliancewith the derivation ofhe shared secret as shown in SP-B6Br2. The information
about the derived shared secret security strength is
9 An SP 80656Br2-compliant key agreement scheme, where testipgiiformed separately for the ared

secret computation, for a key derivation function compliant with SP1380Rev1 and/or RFC 8446, and for

the key confirmation.

10Key Based Key Derivation Function; SP 8008

11 Key Derivation Algorithm; vendor affined toSP 80056C Revl per IG [10 as a standlone algorithm.

12 Key Derivation Algorithm compliant to SP 8@BC Revl or Rev2.
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Note 2.A KDA algorithm certificate obtained biyre vendor may also be used to claim the
correctimplementation of the HKDF key derivati function, but only if the KDA certificate
has been issued for testing the t8tep key derivation documented in Section 5.5Bf800
56C Revl/2using HMAC for therandomness extraction in Step 1, as shown in Eidun
SP 80056C Rev1/2 T h e SeaurtyuPolieydhall provide the justification for
claiming a compliant implementation of the HKDF.

The HKDF key derivation function is documented in the IETF BBG9 which references
the following paperhttps://eprint.iacr.org/2010/264.ptffor t he al gor i t hmés det

KMAC ! (SHA-3 Cert. #33, vendor affirmed)

KTS? (vendor affirmed);

PBKDFS3 (Cert. #A25);

PBKDF* (vendor affirmed);

RSAS (Cert. #133);

RSA® (SHA-3 Cert. #55, vendor affrmed);

SHA-37 (Cert. #55);

SHA-3-Customized (SHA-3 Cert. #100, vendor affirmed)
SHS(Cert. #23);

Skipjack® (Cert. #45);

Triple -DES (Certs. #78 and #122);

Triple -DES MAC ° (Triple -DES Cert. #78, vendor affirmed)

For multiple certificate enti e s, t h eshalibee np IAWCrea Itioz e d (shallbeplacedCer t s) ,
between the last two certificate numbers andthbelb e a fA#0 i nmbder. ont of each nu
Examples: Triple -DES (Certs.#118 and #133);

SHS (Certs. #103, #115 and #119)

If the module supports symmetric key wrapping, one of the following annotatiafi$e used,
depending on the approved wrapping algorithm:

KTS (Triple -DES Cert. #50; key establishment methodology provides 112 bits of
encryption strength) i an implementatio has been tested for its compliance with theg
Triple-DES TKW and this mode of the TripIRES is used for key wrapping. Trip[2ES
cert. #50shall be listed sepately on the approved line.

KTS (AES Cert. #100)i an implementatiohas been tested fds compliance with AES
KW and/or AES KWP and this mode of AES is used for key wrapping. AES cert.s#a00
be listed separately on the approved line.

1I1G A.15; vendoraffirmed to SP 80185

2Key Transport Scheme; vendor affirmed to SP-868

3 Tested Password Based Key Dation Function; SFB00-132

4Vendoraffirmed Password Based Key Derivation Function; SRBER SedG D.6.

5 FIPS 1862 (for Signature Verification only) or FIPS 186

5 FIPS 1864 and FIPS 202. RSA signaturegtwonlythe SHA3 hash functions.

"FIPS 202

8 One or more of the hash functions listed in IG A.15; veradfimed to SP 80485

9 Only decryption is approved for Skipjack

0 Shall specify the underlying TpH ES al gor i t hm cer t irfddorafat meddambavewith
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KTS (AES Cert. #200)- has been tested for its compliance with AES GCM (or angroth
authenticated emyption mode) and this mode of AES is used for key wrap@ii cert.
#200shall be listed separately on the approved line.

KTS (AES Cert. #300)- has been testedrfiis compliance with both AES KW and AES

GCM and each of these two s of AES may besed for key wrapping. The AES cert.
#300shall be listed separately on the approved line. Each tested AES mode, KW and GCM
(and any other) will be shown in the AES @dighm certificate. The security polighall

explain how each applibte mode of AES isised for key wrapping.

KTS (AES Cert. #700 and HMAC Cert. #200) Example of CAVP testing of disjoint AES
encryption and HMAC authentication with appropriate stren§ES cert. #700 and HMAC
cert. #200shall be listed separately on thgproved line.

KTS (AES Cert. #750 and HMAC Cert. #250; key establishment methodology provides
192 bhits of encryption strength) - Example of CAVP testing of disjoint AES encryption
and HMAC authenticatiorwhere an AES wrapping key may be of lower lengtinth
wrapped keyAES cert. #700 and HMAC cert. #25Mall be listed separately on the
approved line.

KTS (AES Cert. #300 and HMAC Cert. #355; key establishment methodology provides
128 or192 hits of encryption strength)i a combination of AES in any modedmessage
authenttation using HMAC is used for key wrapping. There is a range of AES key lengths.
AES cert. #300 and HMAC cert. #356all be listed separately on the approved line.

KT S (AES Cert. #400 and AESCert. #10; key establishment methodology pvides
between 128nd 256 bits of encryption strength)} a combination of AES in any mode
and message authentication using AES CMAC or GMAC is used for key wrapping. AES
certs. #10 an#400shall be listed separately on the approved line.

KTS (AES Certs.#10, #20 and #C551d AES Certs. #100, #200, #300 and #C66; key
establishment methodology provides 128 or 256 bits of encryption strengtha

combination of an AES in any mode (with tAES algorithm certificates #10, #20 and

#C55) and message authentiica using AES CMACQor GMAC (with the AES algorithm
certificates #100, #200, #300 and #C66) is used for key wrapping. An AES algorithm with
all certsshall be listed separately on thepmpved line. An AES encryption/decryption may
be performed with thAES key sizes of 128nd 256 bits.

NOTE 1: The AES or the TripkDES algorithm certificate will provide information on the length of
the wrapping key. To make a decision if this lengthuifficient to avoid adding a strength caveat, one
has to know the range of the possilelegths of the wrappédcys.AS.07.19requires that the

wrapping key used in key transport be equal or of greater strength than the wrapped key. If the
strength of tie largest key that can be established by a cryptographic module is greater than the
compaable strength of theriplemented key establishment method, then the module certificate and
security policyshall be annotated with, in addition to the other requaoadeats, the caveaikey
establishment methodology provides xx bits of encryption strery)"? for that key etblishment
method as allowed ilG 7.51 Strength of Key Establishment Methols stremgth caveat is required

if the wrapping key used in key transport be equal or of greesrgsh than the wraggl key. This
applies to both an approved KTS, or the allowed key establishment methods (see section 18 of this
G.13for allowed key establishment methods). A similar caveat is used wkenis established

using a key agreement protocol that might cause the resulting cryptographic strength of the key to be
less than the key length in bits.

1 When two algorithm names are included in a symmégiebased KTS scheme caveat, the first name shows

an algorithm used to perform the encryption and the secont iieemessage authentication.

2While this caveat only has angile encyption strangth claimed, other examples included in @sG.13

indicate that the strength caveat may have a range, depending on the key sizes used for the key establishment
methodology.
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NOTE 2: Thestrength of an HMAC key and the size of the hash output are not reflected in the
computaibn of the equivalengncryption strength.

If the module supports an RS#ased key encapsulationfencapsulation and the vendor obtains an
algorithm certificate of ampliance with SP 8886Br2 then one of the following annotaticsizall be
used, depend@on the necessity taddress the algorithm strength:

KTS-RSA (Cert. #A100)

KTS-RSA (Cert. #A100; key establishment methodology provides 112 bits of encryption
strength)

KTS-RSA (Cert. #A100; key establishment methodology provides between 112 and 150 bits
encryption strength)

NOTE: The modul ebés validation cert i f-hasedkey wi | | not
establishment algorithm supports the key encapsulakiey urencapsulation, or both. This
informationshall be included in the Security Roy.

If the module supportsaRSAbased key agreement and the vendor obtains an algorithm certificate of
compliance witiSP 80056Br2 then one of the following antationsshall be used, depending on the
necessity to address the algorithm strength:

KAS-RSA (Cert. #A25)

KAS-RSA (Cert. #A25; key establishment methodology provides 112 bits of encryption
strength)

KAS-RSA (Cert. #A25; key establishment methodology prodies 112 or 128 bits of encryption
strength)

NOTE: The modul ebds v allindiadicatoowhichcapproved R¥Besal key wi |
establishment algorithms (KAS1 or KAS2, or both)
certificate specify whether trepported schemes include any form of key confiimna The

information about the key ofirmation testing will be found in the KARSA algorithm certificate

and |isted in the modulebés Security Policy.

If the module implements a key agreement schersedan the use of the finite field or the elliptic
curve technology and the vendor obtaan algorithm certificate of compliance with SP -&BRA

Rev3 then one of the following annotatimsisall be used, depending on the necessity to address the
algorithmstrength:

KAS (Cert. #A72)
KAS (Cert. #A72; key establishment methodology provides 112its of encryption strength)

KAS (Cert. #A72; key establishment methodology provides between 112 and 256 bits of
encryption strength)

NOTEZL: This entry indicates comlnce with a key agreement scheme fi®f80056A Rev3 It
uses a key derivation functi@mompliant withSP 80056C Revlor Rev2

NOTE2: The modul edés validation certificate wild/l not
testing of the key cditmation portion of a key agreement scheme. ififi@mation about the key
confirmationt est i ng wi | | be found in the KAS algorithm

Security Policy.
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10. Allowed algorithms? - cryptographic algorithms that are not apmd but are allowed to be used in a
FIPS approvednode of operation.

All allowed algorihmsshall be identified in the security policy and listed on the validation certificate.
Allowed algorithmsshall be listed in alphabetical order on the certificate.

Examples: AES? (Cert. #300, key unwrapping);
Diffie -Hellman?® (shared secret computatioi
Diffie-Hellman* (key agreement);
MQV ® (CVL Certs. #5 and #6, key agreement);
EC Diffie-Hellman® (key agreement);
EC Diffie-Hellman” (CVL Cert. #4 with SP800-56C, vendor affirmed, key agreement);
EC MQV (CVL Cert. #12 with SP 80656C, vendr affirmed, key agreement);
MD58;
NDRNG?,
RSA° (key unwrapping);
RSA!! (key wrapping);
RSA2 (CVL Cert. #10, key wrapping);

1 Through Jun&0, 2017 section 1®f this IG (Allowed algorithms) will be labelle@ther algorithmson the
certificate and will include allowed and napproved algorithms. Starting July 1, 2017, section 10 of this IG
(Allowed algorithms) will be labelledllowed algoithmsand will only include allowed algorithms. Starting
July 1, 2017, norapproved and neallowed algorithmshall only be listed in the security policy.

2This is an allowed but ne8R-800-38~compliant key unwrapping, where the key used in key trah#pof
equal or greater strength than the unwrapped key and therefore the strength caveat is not required.

3 Only the untested shared secret computatiamifivie is implemented.

4 A key agreement scheme with no claim of compliance with SP5880share secretomputation nor with

an approved key derivation method (SP-88C or SP 80{135).

5 Composite of two disjoint tested components (DLC and KDF) witinins key agreement. The composite is
not tested by the CAVP.

6 A key agreement scheme with nointeof campliance with SP 8086A shared secret computation nor with
an approved key derivation method (SP-88C or SP 80135). Shalluse t he -HeEECm®nodf i e
annotation not the ECDH notation.

7 Composite of two disjoint components (tested DLC amitleeaffirmed KDF) which forms key agreement.
The CVLshall be referenced as shown here if the key agreement scheme utilizes this component. The
composite isiot tested by the CAVP.

8 May be allowed in an approved mode of operation when used as pammbravel key transport scheme

(e.g. SSL v3.1) where no security is provided by the algorithm.

9 An entropy source that meets the requirements of IG MNbkclaim of compliance with SP 8680B.

The module does not support RSA key wrapping but doesognRBA key unwrapping with no claim of
compliance with any testable component of SP-B6B.

11 No claim of compliance with any testable component of SPSBH0 If the module supports both RSA key
wrapping and unwrapping in this way, or just key wrappioge, tte certificateshallonl y i ncl ude a fke
wrappingo entry without a separate fikey unwrappingo e
12The RSADP component of an R$ased key transpastheme is tested by CAVP for its compliance with
SP 80056B. The module supports both the wraygpand he unwrapping of the cryptographic keys using
RSA, hence the annotation in this example states ndke)
certificate applies only to the key unwrapping schemes. This CVL certificalebe referenced as sha

hereif the implemented key transport scheme does utilize this component. Note: the RSgheftnpt
reference the KDF CVLs, as these are not dirgudly of RSA key transport scheme.
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Triple -DES! (Cert. #200, key urwrapping);

For the norFIPSapprovedkey establishment schemes refer to I8 andD.9.

For algorithm implementations that have both approved anehpproved and not allowlge.g. RSA)
components, the approved componemll be listed on the FIPS approved limed the norapproved and
not allowed componerhall be listed only in the security policy. The security poktyll indicate all
uses of the algorithm.

All non-FIPSapproved and not allowed algorithsisall be listed in the security policy but NOT oreth

certificate. A noAFIPS approved implementation meyist for what appears to be an approved algorithm

where a CAVP validation or the requirements of FIPS246.g selftest) are not met. These nbiPS

approved implementations are considered-appoved and noitompliant andshall be described in the
security npnedmplienp &® fihat it is cl| eaghallhohbeusadigaor i t hm i
approved mode of operation.

NOTE: Encryption strengths represented on a validation entryasedon algorithm key sizes in bits
only. As indicatecabove the calculation of the encryption strength based on key size is perforn@d per
7.5. The effective encryption strength may be less depgngibon the amount of available entropy. See
IG 7.14 1G 7.15 1G 7.18and this IG for additional guidance and applicable cavea

In the following key establishment examples, skrength caveatoesapply (i.e., the security strength of
the key establishment scheme implemented by the madnléelessthan that of the agreed or wrapped

key).

If the module supports, for a parlar key establishment method, a single strengtn the caveathall
state the strength provided by the keys.

Examples: Diffie-Hellman (key agreement; key estaldhment methodology provides 112 bits
of encryption strength)

RSA (key wrapping; key esablishment methodology provides 112 bits of
encryption strength)

RSA? (key unwrapping; key establishment methodology provides 112 bits of
encryption strength)

EC MQV 3 (shared secret computation provides 192 bits of encryption strength)

If a moduleonly implements two specific key sizes for Diffigellman, then:
Diffie-Hellman (key agreement; key establishment methodology provides 112 or
128 bits of encryption strengh)
If a module implements a key establishment scheme with several key sizes foHsllifiren, MQV,
RSA, EC DiffieHellman or EC MQV then only the range end points are indicated:

MQV (key agreement; key establishment methodology provides between 112 and
256 bits of encryption strength)

1 This is an allowed but ne8R-800-38~compliant key unwrappingvherethe key used in key transport is of
equal or greater strength than the unwrapped key and therefore the strength caveat is not required.
2The module des not support RSA key wrapping but does employ RSA key unwrapping witkb2048
modulus.

3 Thisentry my reflect either Scenario 6 or Scenario X2 of IG D.8.
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RSA (key wrapping; key establishmenmethodology providesbetween 130 and 180
bits of encryption strength)

EC Diffie-Hellman (key agreement; key establishment methodology provides
between 112 and 256 bits of encryption streyth)

If a module implements a key establishment scheme of severaldesyand also lesisan 112 bits of
strength, then only the approved range end points are indicated.

Diffie-Hellman (key agreement; key establishment methodology provides between
112and 256 bits of encryption strength)

If a module supports a key agment algorithm sucthat the shared secret computation portion of the key
agreement is tested for its compliance v8th 80656A and issued a CVL certificate, then an example of
the certficate annotation would be:

EC MQV (CVL Cert. #17, key agreement; keestablishment methalology
provides between 128 and 256 bits of encryption strength)

If, in addition, the module states compliance with another part of the key agreement protocolsthen th
alsoshall be caveated in the certificate. For example:

Diffie-Hellman® (CVL Cert. #3 with SP 800656C, vendor affirmed, key agreement;
key establishment methodology provides between 112 and 150 bits of encryption
strength)

EC MQV 2 (CVL Cert. #17 with CVL Cert. #6, key agreement; key establishment
methodology provides between 112 and 192t§ of encryption strength)

If the module supports only a portion of the key establishment scheme and this portion was tested for its
compliance with its associatedstlard (i.eSP 80056A, SP 80056B, SP 800135evl, etc.) and issued

a CVL certificatethen the FIP@\pproved Algorithms line would include the CVL certificate but the
Allowed algorithmdine would notinclude the key establishment scheme, since the @Vvdificate covers

the implementation. For exate, if the module only implements the sbé secret computation of the
Diffie-Hellman scheme, and this was CVL certified to comply BiEh80056A, then the CVL certificate
would be listed on the approved atghms line but the DiffieHellman wouldnot be listedon thealowed
agorithm line.

If the module supports a key establishment scheme such that part of the scheme has a CVL certificate, but
the CVL certificate does not cover all of the curves or kegssthat the scheme implements, then these

would be split into separate entries on thdifieate - one with the approved CVL reference, and the other
without. For example:

EC Diffie-Hellman (CVL Cert. #842, key agreement; key establishment
methodology provides 128 or 192 bits of encryption strendt); EC Diffie -Hellman
(key agreement; key emblishment methodology provides 112 or 256 bits of
encryption strength)

If the module supports the key unwrapping algorithms that are not complianBRi80038F then this
shall be annotated in the certificatéor example:

AES (Cert. #300, key unwrapjing; key establishment methodology provides 128 or
192 bits of encryption strength)

L A key agreement scheme that includes a shared secret computation validated te&66R 808 a key

derivation function vendeaffirmed to be compliant with either SP 886C or SP 80&6C Revl The &act

revision version of SP 8086C does notneedtobehown i n the modul ebs certificat
2 A key agreement scheme that includes a shared secret computation validated t&66R 800 a key

derivation function validated to SP 8035 Revl.
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Triple -DES (Cert. #114, key unwrapping; key establishment methodology provides
112bits of encryption strength)
If AES MAC is implemented for OTAR, ishall be specified as
AES MAC (AES Cert. #2, vendor affirmed; P25 AES OTAR)
All other uses of AES MAC are nesompliant andshall only be listed in the security policy (as non
compliant)

Note: In all cases, the CMVP report reviemraust ascertain the correctness of the dddareat(s) and the
most accurate wording and the best interpretation to give to the Federal users.

If the Allowed algorithms field is not applicable, mark the fiakdN/A.

For nonFIPS approved algorithms thiaéve names similar to approved securitycfions, they are

considered nompproved and nenompliant andshall be listed in the security policy but NOT on the

certificate. Theyshallb e descr i-dorapl aams 0fimant he secuwarthe y policy s«
algorithm implementatioshall not be used in the approved mode of operation.

11. Embodiment Type - the cryptographic modulghall be specified as one of the three typdsiti -chip
Standalone Multi -chip Embedded or Single-chip.

G.14 moved toW.14

G.15moved tow.2

G.16 Requesting an Invoice Before Submitting a Report

Applicable Levels: All
Original Publishing Date: 05/10/2016
Effective Date: 05/10/2016

Last Modified Date:

Relevant Assertions:

Relevant Test Requirements:
Relevant Vendor Requirements:

Background

NIST Cost Recovery (CR) is currently levied on all 1A, 1B, 3 and 5 submissions. Curren@R ti®cess is
initiated upon receipt of the report submission and typically adds aagevef 60 days to the validation
process.

Question/Problem
Can the CR prcess be initiated before the report submission?
Resolution

The following requirementshall be met in order to initiate the CR process before the report submission.
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1 The labsend an IUTA indicating the correct number of modules, overall security level and
submission typeThe IUTA can be submitted without requesting that the module be pladeé on
Implementation Under Test (IUTist. The IUTA must be successfully processed yNIST CMVP
automated systen{This includes 1A and 1B submission typa&henthe submission isuccessfully
processed, the | ab wi |l |IThankegeudor yowr suammissi@anut o mat ed r esp

1 Atany time dter thelab receives the automated responsthedUTA, the lab has the option to send
an IUTB to initiate the CR process before submitting the reddnen the IUTB is successfully
processed, the lab willreceiv an a ut o maThan# you feryquroregsesihe cdst recovery
process for thisubmission has been initated Changes to the overall secur
type will not be accepted.

o Ifthe lab sends an IUTB for a 1SUB, it is assumedittiata 1A or 1B and CR applies.

o Ifthe lab sendan IUTB and then needs to cancel iteoice, the lab must send an IUTC.
When the IUTC is successfully processed, the lab will receive the automated response,
fiYour request has been received and will lecpssed. If there are any issues in cancelling
theinvoice, you will be notified 0

A Only unpaid invoices can be cancelled.

o0 Nofiles are required for an IUTB or IUTC. Only a properly formatted subject line is
required.

1 When the cost recovery process stamo changes to the Security Level or Submissigrewill be
accepted.

1 When the invoie is paid, there are no refunds regardless of when the CR process is initiated.

If a report has not been received by 90 days after the IUTB was accepted, the nibtelenoved
to On Hold and removed from theT list. The module can be automaticallyn@/ed from On Hold
andplaced orthe Modulesln Process (MIPJist by sending the report.

If the lab chooses to not send an IUTB, the CR process will initiate @waeiving the report submission.

G.17RemoteTesting for Software Modules

Applicable Leels: land?2
Original Publishing Date: 08/072017
Effective Date: 08/072017
Last Modified Date: 11/30/2018
Relevant Assertions: General
Relevant Test Requiremisn

Relevant VendoRequirements:

Background

Section 4.1.2 of Cryptographic Modulehtiation Program Management Manual
(http://csre.nist.gov/groups/STM/cmvp/documents/CMVPMM, pdfst update 07 M&017) states that the

testing of the Cryptographic Module can befpemed either by providing the cryptographic module to the

| aboratory or preparing it for testing atrdwarbe vendor ¢
module which ha selfcontained operational environment and can only be physicaifyed either in the

| aboratory or itgafortestihge Fovasoftdamerymographia module that relies on an

operating environment outside of thedule's logical boundg, the CMVP Management Manual is unclear

whether it is permissiblfor the testing to be performed by providing the compiled binary code as software
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cryptographic module to the laboratory but preparing its operating environmeatdotti ng at t he vendo
facility.

Modern day networking enables the testing and deplaywfesoftware remotely on@eneralPurpose

Computer (GPC) that is either not necessary or even not possible to be physically accessible by the human

operator. A vendr may have satellitdevelopment centers or remotely working developers who test their

software on GPCs located elsewhere via the corporation private intranet. Laboratory personnel conducting
testing at the vendor 6s dperatinglenvitoymernhatthe testeli dbels noehavee up ut i
physical access to and controloverr avel i ng to the vendorés facility and
remote operating environment not only costs time and money but also does not make a teffleréceledon

the test esults in comparison to performing the test on the same remotgingesnvironment directly from

the laboratory, as long as the network connection (e.g. VPN connection, SSH connection) between the local

test console and the remoést operating environemt provides the same level of security as testing onsite.

The opeational testing requirements of FIPS 128hould be able to use these technologies in a way that is

practical and secure for all parties involved. This IG is intendedidress the neefty testing a software

module on a remote operating environmentl&vhbtaining the equivalent assurance as if the test were
performed at the vendords facility.

Question/Problem

Under what conditions can a software cryptographic rfeoble tested on a reri@operating environment?

Resolution

A software cryptographic motkishall only be tested on a remote operating environment if the following
conditions are met:

1. A software cryptographic module is provided by the vendor to the ladvgrand itsboundary and
version is verified on screen against the Security Policy.

2. The retwork access to a remote test operating environsaiezitbe authorized and controlled by the
vendor. A ¥ party cloud systerthat provides its own operatirgvirorment such as an operating
system and hardware upon which the tester has no c@obsible examples arédmazon Web
Services Microsoft Azure, and Google Cloudhall not be used. The tester must have control of the

operating environment duringstingThe | abds network must be connect e
via a secure VPN connection SSH connection. If a tester wishes to work offsite per Lab Bulletin
LB-962016 then the tester must connect dtoa 6tshe | abds

network to test the module.

3. The operating environment information (e.g. operating sysi@me and version, processor family,
hardware platform model) as requiredI®/G.13shall be obtained and verified againséthperating
environment infomation listed on the CAVP algorithm certificates for thistdule.

4. The tester must initialize, install, and stapt the module while connected to the remote operating
environment.

5. If atest harness is usedsitall be revieved or written by the ladt shall beverified to have been
maintained properly with noeandor manipulation prior to its executiorhe test results on the remote
operating environmerghall be captured and transmitted back to lab without the risk of being
modified. The testeshall verify the test harness runs properly on its operating emviemt. The
tester must verify the integrity of the testing sessisnvell as theompleteness and accuramfithe
test results.

6. The vendor may provide assistanc®lain evidence of tésesults such as printing out reports,
taking screenshots or regtag the operating environment as a means to recover from the induced
error state of the cryptographic module.
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7. The remote testinghall cover the same set of FIPSQ12 requirements inclling but not limited to
the following list, as if the operating eéinenment were local to the tester:
a. The services listed in the module Security Policy can be invoked and verified by the tester.
b. For a software module to be validaistd_evel2 or 3 for FPS 1402 Section 4.3the role
based or identipased authenticatn shall be performed and verified by the tester.
c. The failure of seltests and the subsequent transition to an error state where module data
output interfaces are iitbited can be observeahd verified by the tester.
d. The singleuser requirements of AS.@8L can be verified for Level 1 software module.
e. Entropy can be effectivelgnalyzedand an entropy report can be generated by the lab.
8. The test reporshall documemhow the above condins are met.

The vendor must provide a signed affirmation letibethe labdescribing the remote testing process and access
control mechanism that allows the lab to perform the test on the remote operating environment andhgrotects t
integrity of the tet results. The labhall provide a signed lettdo the CMVPstating that the module had been
tested remotely, affirming that the vendor provided their affirmation letter, stating what TEs were tested
remotely, and explaining how tmequirements of thiks were met during the remote testing.

Additional Comments

1. Itisthe responsibility of the tester to determine if a module is eligible to be tested remotely. If the
tester cannot demonstrate a test requirement during remote téstinghe modulehall not be fully
tested remotely. If the tester wishes to testila®t of test requirements remotely, the remaining test
requirementshall be tested onsite.

2. Rule #2 and Lab Bulletin L®6-2016 are subject to change.

3. The tester mudie able to confirm that the operating environment exactly matches the agreed upon
test ervironment, including any virtual environments used. A Virtual Machine may not be used in
lieu of an OS, unless the VM has been agreed to be part of the test enniramehevill be listed on
the certificate.

G.18 Limiting the Use of FIP$86-2

Applicable Levels: All

Original Publishing Date: 08/16/2019
Effective Date: 08/16/2019
Transition End Date: 09/01/2020
Last Modified Date: 12/03/2019
Relevant Assertios: AS.01.12
Relevant Test Requirements: TE.01.12.0102
RelevantVendor Requirements: VE.01.12.0102

Background

FIPS 1862, Digital Sighature Standard/as replaced biIPS 1863 in June 2009.FIPS 1863 was, in turn,
replaced byFIPS 1864 in July2013. Nevertheless, algorithm testing-I®S 1862 has continued in the
following area:

i domain parameter validation, public key validation and digital signature verification,
i tested as part of an OEM revalidati®@cénarialA), and
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 RSA signature gendian when the modulus lengtiienis 4096 bits.

The latter provision had been reintrodddecausgIPS 1864, as published, does not allow the RSA
modulus bit sizes other than 1024 (later disallowed), 2048, and 3072. Hence the &A8d¥bloped tests
only for these lengths aflen However, later standards, suchS#s800131Arevipublished in November
2015, allowed the use of any RSA modukrsgth no smallethian 2048 bits. The existing RSA signature
generation test tBIPS 1862 with nlen=4096 was used to provide at least some testing mechanism for this
modulus size.

Question/Problem
Will testing toFIPS 1862 continue to be accepted gés having the statard itself retired?

Will the CMVP continuevalidating and revalidating the cryptographiodules that have the algorithm
certificates showing the i mpl emeRRS482?20nsdé compl i ance

Resolution

Algorithm testing of signatu verification implementations for their compliance WHliPS 1862 will
continue to belbbwed (for legacy purposes).

The CAVP will stop validation testing to all other provisiond=t®S 1862 on July 1, 2020.0n September
1, 202Q the CMVP will placeon the historical lismodules that wer€AVP tested foFIPS 1862 RSA
SigGen with modlus size lower than 4096 &iPS 186-2 RSA KeyGen of any modulus size.

If a module falls into this category above and is headed for the historical list, the meguteremoved from
this list and remain active (or be moved back to the active list therhistorical list if the modelsubmission
is after September 1, 2020), if at least one of the following submission scenarios are followed:

1 1subwhere there are nchanges to the module itself. The sunset dates will not be extended. A
module may falinto one of the following three 1sub scenarios:
1. The moduledoes not support any provisions that are uniqueR& 1862 in the FIPS
approvednode except possibly fodigital signature verificatioandSigGen at 409®its.
Unique, in this context, meatisat despite theverlap betweeRkIPS 1862 andFIPS 1864
standards, this modul eds RBSAS86G4.nDwdurmentatiornt at i on i
may need to be updat¢o indicatehe module does natilize FIPS 1862 functionalityin
the approved mod@.g. the Security Policy approved algorithms table mag teeemove
references t&IPS 1862 or otherwise affirms that while testing agaiRtPS 1862 was
performed the module itself does not make use of those capabititibe approved mode
2. New ACVP testing: During this revalidatiohd moduleRSA imdementation that was
originally tested again$tlPS 1862 successfully repasses CAVP (ACVP) testingrtBS
186-4 without any modifications Documentatiorshall be updated to include the new
ACVPerti ficates. A FIPS IBea4fuactiomality simgll e éested ot adl d
modulus sizes that is supported by the ACVP, including up to-ba86
3. The vendomovesFIPS 1862 functionality (except for digital signature verification) into
thenonrapprovedmode of operation from the approvedde of operation The labshall
provide assurances thalPS 1862 functionality is not used to meet any FIPS 240
requirements (key generation, key storage, integrity test, firmware/software loadingy etc.)
IGs (e.g.G 1.2for sharing CSPs between modes). Documentation would need to be
updated to indicatthe module does natilize FIPS 1862 functionalityin the approved
mode of operation.
1 3subwhere there are sarity relevant changes to the module. The rules for this 3sub are the same as
defined inlG G.8 and a new certifate will be issued upon validation. For this transition, the
following two 3sub scenars may apply:
1. Changes were made to the modsllBSA implementation in order to comply withis
transition ACVP testing td~IPS 1864 is required.
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2. Changes were made the modulétself to meet FIPS 14@ requirements even though the
RSA implementationtself may nothave beemodified. For exampldf moving alevel 3
hardware modufe EIPS 1862 functionalityinto thenon-approvednode causes theodule
to fail to meet AS01.04 requiremen(SIPS indicatoy, then the module must addgethis
requirementind would be submitted as a 3sub, asithéecurity relevanthange

In the Change Letter, the CST laboratehall indicate which of the above scenario (or a camabion of
scenarios) the module complies with when submitting thdidatmn package tthe CMVP.

Additional Comments

1. Modules that support testing FdPS 1862 RSA KeyGerwill be moved to the historical list on the date
referenced above (even if tegjiwas only conducted at 468& modulus) because it is unclear how the
module utilizeghis norapproved key generation functionality. However, modules that support tasting
FIPS 1862 RSA SigGen only at 4096it modulus size wilhotbe moved to thaistorical list because
FIPS 1864 SigGen testing at 4096it modulus was not made avdila until ACVP was later developed
and 4096bit testing was only available FIPS 1862 form via CAVs. So, when a module testel®S
186-4 SigGen for modulus lessah 4096 (2048 and/or 3072), but only tested SigGenRRIS 1862 at
4096 bits, it was asumed to be done as an added assurance rather than claiming comphdiR&eli86
2.

G.19 Operational Equivalency Testing févW Modules

Applicable Levels: All

Original Publishing Date: 10/23/2019
Effective Date: 10/23/2019
Last Modified Date: 10/23/2019
Relevant Assertions: General
Relevant Test Requirements:

RelevantVendor Requirements:

Background

Currently the CMVP requires full testing of any modtiiat the vendor wishes to list on the certificate. This
is to provide the CMVP assuramthat the module operates as specified in compliance to the FIPS 140
standad.

Question/Problem

In the case where a vendor wishes to group multiple hardwarelesaduhe same report, and therefore on the

same certificate, under what conditions taalab perforniull operational testing on one module, dimdited
operationatesting on theestof themodules and still provide the assurance that all of the tesdneet the

FIPS1462 st andard? What i s t he mithmimustbe peafernedbythefab? mi t ed

Resolution

This IG defineghe following Equivalency Categoriegalled Equivalency Category Xjased on technology
types either othe modules or used by the modul@s$e technology types listed within each categoryio®
context as opposed to serving as an exhaustive list.

- Memory/Storage Devices

o HDD, SSD, DRAM, NAND, NOR, ROMSolid State Memory Device, Optical Disk Drive,
Magnett Tape Drive, USB Flash Drive

- Field Replaceable and Stationary Accessories
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o Power Supplies

o Fans
- Interfaces (I/O Portshcluding:
Port Count
Line Card Count
Serial: RS232, RS422, RH8
SAS, SATA, eSATA
Fiber Optic, FCoE, Fiber Channel
Ethernet, FireWireDVI, SCSI, USB
- Computational Devices

o Refer to CAVS equivalency criteria for guidance
- Progmammable Logic Devices

0 CPLD, FPGA, PAL

For details a the Equivalency Categories, pleaseBaigle G.19.2 This fable describes each category,
technologies within@&ch category, and their differences as they relate to FIP2.140

O O O O o

For modules that have differences within eacthoke categories, the level of testing required depends on
what the difference actually.isSome differences require analysis only, whileeos require full or limited
regression testing. The following are the general categories of the levels of t@$tengctually testing
required depends on the Equivalency Category [&&ée G.19.andTableG.19.9:

- Analysis Only (AO) for Equivalency Category X: Once tquivalency evidence/argument is
provided and/alidated for the Equivalency Category X, there is no additional test other than the proof
of its physical existence geired on a module with the equivalent components in Category X to the
module that has lea fully tested under the same validation.

- Requied Testing (RT) for Equivalency Category X:

o If amodule has some security relevant differences in the Equivalenegd@atX, the
module must be tested against all of the listed TEs for that categbapia G19.1

o If amodule claims equivalency in multiple categories in comparison to a fully tested module
under the same validion, all of the required TEs for each claim equivalency categaaly
be satisfied.
- Focused Testing (FT) for Equivalency Category X:

0 The use of some technologies may introduce Security Relevant differences that cannot be
predicted by this IG. For exaray Programmable Logic Devices may be used to support the
Cryptographic Module in a numbef different ways that are security relevéaiy.
authentication). It is up to the lab to determine what section of the standard is affected by
this security releantdifference andpply the regression tests of the corresponding section of
IG G8Table G.8.1" Regression Test Suitd-or other sections not affected by this
difference, Regression Testing geable G.19.Xhall be performed.

- Complete Regression Testing (CRTfan equivalency justification cannot be made, all modules,
which lack an equivalency justification must, according to their security level, satisfy each TE listed
in IG G.8Table G.8.1' Regression Test Suite

In each eport where the vendor wishes to claim equivalency, thelhai:

- List the Equivalency Category, and specific component types being claimed in TE.01.08.01. The lab
mud justify the component categorizations. The assumption is that the vendor inhimated t
Equivalency Category argument while the lab performed the analysis.

- List the additional testing performed (if any) between the modules. Thistitbe provided aan
addendum to the test report.

For example:
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2 devices to be on the sarertificate hae Hard Drives with different storage capacities, so testing
requirement is Analysis Only, e.g. proof that both modules exist as claimed by the vendor.

2 devices to ben the same certificate have different types of Solid State Memory: asnd®R

Flash ad the other has NAND. This will require a small selection of testingl ggle G.19.1
Regression Test Suite Selections.

2 devices to be on the same certificate have different types of stonagda®a HarBisk and the
other has a Solid State Drive. This will require complete regression testimalgerG.8.1

Additional Comments

CMVP

The kbshall perform full testing on at least one module.
This IG only applieso Operationatesting of Hardware modules

Physical security testing (section 4.5) is not addressed in this IG for Level 2 and above. In other
words, this IG does not exempt thé from performing physical security testing for modules at Level
2 or aboveThis is becase the lab needs to examine each module for, e.g., opacity and tamper
evidence, if there are physical differences between the modules.

Components considered equivdlemay still affect the entropy generated within the modules in
different wgys. This musbe accounted for in the entropy report, if entropy is applicable.
Equivalency considerations of the main processors/CPUs is out of scope of this IG. If the CPU is
different between modules on the same certificate, then the full Regressib8uite mudbe run
(e.g.Table G.8.1

Table G.19.1 Regression Test Suite

o Q
Q
g 8 P % n
S g2yl =8
AS TE & s | 2SSl Ex
Rl = O
58| 5 |58 &3
£S a 5258 =)
Qo O L E O e o
=0 = L c<<| QO
Section 1Cryptographic Module Specification
AS.01.03 TE.01.03.02 | X | X | X | X
Section 2 Cryptographic Module Ports and Interfaces
TE.02.06.02 X X X
AS.02.06 TE.02.06.04 X X X X
AS.02.13 TE.02.13.03 X X
AS.02.14 TE.02.14.02 X
AS.02.16 TE.02.16.02 X
(Level 3 and 4)
AS.02.17 TE.02.17.02 X
(Level 3 and 4)
Section 3 Role, Services, and Authentication
AS.03.02 TE.03.02.02
AS.03.02 TE.03.02.03
AS.03.12 TE.03.12.03 X
AS.03.13 TE.03.13.@
AS.03.14 TE.03.14.02 X
AS.03.15 TE.03.15.02 X
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S 82yl =38
AS TE 7 aS2| ES
>0 2 g2l EQ
§8| 5 |x53| 83
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3 o 28| 28
=0 = L g <<| 0O
AS.03.17 TE.03.17.02
(Level 2)
AS.03.18 TE.03.18.02
(Level 2)
TE.03.19.02
(Level 3 and 4)
AS.03.19 TE.03.19.03
(Level 3 and 4)
AS.03.21 TE.03.21.02
AS.03.22 TE.03.2202 X
(Level 2, 3 and 4)
AS.03.23 TE.03.23.02
Section 4 Finite State Model
AS.04.03 TE.04.03.01
AS.04.05 TE.04.05.08 X X X
Section 5 Physical Security
Not Applicable
Section 6 Operational Environment
AS.06.05 TE.06.05.01
(Level1 only)
AS.06.06 TE.06.06.01
(Level1 only)
AS.06.07 TE.06.07.01
AS.06.08 TE.0608.02 X
TE.06.11.02
(Level2, 3and 4)
AS.06.11 TE.06.11.03
(Level2, 3 and 4)
TE.06.12.02
(Level2, 3and 4)
AS.06.12 TE.06.12.03
(Level2,3 and 4)
TE.06.13.02
(Level2, 3 and 4)
AS.06.13 TE.06.13.03
(Level2, 3 and4)
TE.06.14.02
(Level2, 3 and 4)
AS.06.14 TE.06.14.03
(Level2, 3 and 4)
AS.06.15 TE.06.15.02
(Level2, 3 and 4)
AS.06.16 TE.06.16.02
(Level2, 3 and 4)
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AS.06.17 TE.06.17.02
(Level2, 3and 4)
TE.06.22.02
(Level 3 and 4)
AS.06.22 TE.06.22.03
(Level3 and 4)
TE.06.24.02
(Level3 and 4)
AS.06.24 TE.06.24.03
(Level3 and 4)
AS.06.25 TE.06.25.02
(Level3 and 4
Section 7 Cryptographic Key Management
AS.07.01 TE.07.01.02 X
AS.07.02 TE.0702.02 X
TE.07.15.02
AS.07.15 TE.07.15.03
TE.07.15.04
AS.07.25 TE.07.25.02
AS.07.27 TE.07.27.02
AS.07.28 TE.07.28.02
AS.07.29 TE.0729.02
AS.07.31 TE.07.31.04
(Level3 and 4)
AS.07.39 TE.07.39.02
AS.07.41 TE.07.41.02 X X X
Section 8 EMI/EMC
Not Applicable
Section 9 Self Tests
AS.09.04 TE.09.04.03
AS.09.05 TE.09.05.03
AS.09.09 TE.09.09.02 X X X
AS.09.10 TE.09.10.02
AS.09.12 TE.09.12.02
AS.09.22 TE.09.22.07 X
AS.09.35 TE.09.35.6
TE.09.40.03
AS.09.40 TE.09.40.04
AS.09.45 TE.09.45.03
AS.09.46 TE.09.46.03
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Section 10 Design Assurance
AS.10.03 TE.10.03.02 | X | | |

Section1l Mitigation of Other Attacks

Not Applicable
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G.20Trackingthe Component Validatio List

Applicable Levels: All

Original Publishing Date: 08/12/2020

Effective Date: 08/12/2020

Last Modified Date: 08/28/2020

Transition Date 12/31/20D7 See belw
12/31/2047 See below

Relevant Assertions: AS.01.12

Relevant Test Requirements: TE0112.0104

Relevant Vendor Requirements: | VE01.12.0104

Background

In response to vendor and user requirements, the CAVP have identified several componenppoftbd a
algorithms that they can test. When these components are successfully tegted dnes issued the CVL
(Component Validation List) certificates.

The reasons for introducing and testing these algorithm components differ. It can be thatuteepadorms
only a shared secret computation shown in the original versiSi® &056A or only a key derivation
procedure of a key agreement scheme, aadd¢ndor wants to test and receive the credit for the correct
implementation of this componenélternatively, it can be that the module performs both the shared secret
computation anthe key derivation and each of these two functions is compliant wétobthe standards and
can be tested but the overall key agreement scheme is not approvesithedesult, is not testable.

In another example, the module may perform a cryptodeagipnature generation computation without
computing the hash of thmessage as this hash has already been precomputed by another entity. Component
testing allows oa to verify the correctness of the remaining portion of the signgtmerating routine.

Question/Problem

How to find the available testable componentsefapproved algorithms? Which documents specify the
functions that each of these componentsqrer§?

Resolution
The following components can be tested and documented as CVLs imtdeunln e ds v al i dati on

1. A shared secret computation per Section 6 of the original publicati8R 80056A covering both the
FFC and the ECC schemeBhemal u | e 6 s S e chalrstate whichiPfonttionaligysuch as, the
Full Unified Model,C(2, 2, ECC CDH) or a Hybrid Orfdow C(1, 2, FFC DH))s covered by the CVL.

2. An ECC CDH primitive from the original publication 8f 80056A. The test performs ¢h
multiplication of a point on a NISfecommended elliptic curve by an integer and vesithat the x
coordinate of theasulting point has been computed correctly. The integer in question is deftBed in
80056Aas a product of takbydhames tt died -factorhivye®s pgmoi v a

3. An RSA (PKCS1v1.5 and PSS) or ECDSA signatigeneration peFIPS 1864 without the computation
of a hash which is presumed to have already been computed.

For RSA, the test verifies the correctness of the R§freentiation when performed as part of the digital
signature generation. The test uesintegersn, d andn, wheren is an RSA modulug] plays the role

of the private RSA key anth stands for the quantity based on the message to be signtdd sedcted
approved hash function and the chosen RSA signature scheme (RKGS¥ PSS). Tdprimitive
computes & | T A andis described iRKCS#1 v2.1: RSA Cryptography Standard, RSA
Laboratories, June 14, 2002ection 5.2.1a. If thevalue is siccessfully verified, the test passes.
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There is also a test for a signature generation component (no magttatian) using the Chinese
Remainder Theorem (CRT). This method of signature generation is described in the same standard,
Section 5.2.1b.

Forthe ECDSA signature generation component, the test is the same as when the full ECDSA signature
generation algrithm is tested except that the supplied messages are viewed as being already hashed,
therefore no further hashing is performed. A binary strépgesenting the hash is supplied to the test.

The length of the supplied string is not tested for beinglvaFa details, please see the following CAVP
publication:https://csrc.nist.gov/CSRC/media/Projects/Cryptograptgorithm-Validation-
Program/documents/dss2/ecdsa2vs,@#Hction 6.4.1.

4. An RSA decryption operation using an exponentiation for key encapsulation céffedda Section
7.1.2.1 ofSP 80056B published in August 2009 and in the section of the same number17df.3P
800-56Br2 published in March 2019.

As of August2020, there is no test for the decryption operation using the CRT, as shown im Sectio
7.1.2.3.

5. The key derivation functions from the following protocols and standards documel8BdBi00135 Rev
1: IKEvl, IKEv2, TLS 1.0, 1.1 and 1.2, SSHv2, SRTP, SNMPv3, TPMv1.2, ANSI X208 KDF and
ANSI X9.42-2001 KDF.

6. The TLS 1.3 key derivatiofunction documented i8ection 7.lof RFC 8446.

7. The key confirmation functionality described in the standards for the key agreement and key transport.
The key confirmation can be unigaitil or bilateral. See Sections 5.9 and 6.3.3RB0B56A Rev3and
Sections 5.6, 8.2.3, 8.3.3 and 9.2.456f 80056B ReVv2. Key confirmation may be tested as a stalahe
function or as part of an efrtd-end testing of a key establishment schemehérformer case, a tested
key confirmation is documented as a CVL.

The Security Policyghall individually list thetested components shown in timo d u C\4_&estificatesthat
may be callediuring the operation of the module.

Additional Comments

1. The esting of compliance t8P 80056A Rev3will consist of testing of each of the shared secret
computation scheas defined in Section 6 of this standard and implemented by the module. SRhile
800-56A Rev3further shows how to apply the key derivation fumas defined irSP 80056C Rev] the
computation of a shared secret is viewed as a core functionality défiigsRI80056A Rev3 Therefore,
testing of this computation is not viewed as fAcompo
passes thedests, it will be awarded an algorithoartificate, KASSSC, rather than a CVL certificate.
This IG does notover the KASSSC testing.

2. Atthis time, no algorithm components are selected for vendor affirmation. This might change, as the
CMVP may start giing vendors an opportunity to affirrhé correct implementation of a component of a
cryptographic algorithm tere the entire approved algorithm has not been implemented in the module.

3. The use of the CVL certi fi cathlacongpbnenidfasgheraen al gor i t h
defined in tke original publication oSP 80056A (Resolutionl and 2 abovey subgct tothetransition
rule announacgin SP 800131A Rev2 These CVL certificatewill become obsolete aft®recember 31,
2021. Newreportsubmisions(3SUB and 5SUBYvith these CVLs wll not be accepted paBtecember
31, 2020

4. The details of the CAVP coponent testing are providedidtps://csrc.nist.gov/Projectsiptographie
algorithmvalidationprogram/Componeritesting

5. Refer tolG 9.4for the applicability of seHests to the tested components that have been issued the CVL
certificaes.
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Sect t@my dt ographic Modul e Speci f

1.1 Cryptographic Module Name

Applicable Levels: All

Original Publishing Date: 02/27/2004

Effective Date: 02/27/2004

Last Modified Date: 02/27/2004

Relevant Assertions: AS.1.05,AS.0.08 andAS.QL.09

Relevant Test Requirements: TEO01.08.03,04 and 05 and TE01.09.01 ang
Relevant Vendor Requirements: | VE.(01.08.03 and/E.(01.09.01

Question/Problem
How shall the name of a cryptographic module relate to the defined cryptographic boundary?
Resoltion

The provided name of the cryptographic module (which will be on the validation certifitatiélpe
corsistent with the defined cryptographic boundary as defined in the test report.

It is not acceptable to provide a module name that represertddwdathat has more components than the
modules defined boundary. If it is desired to have a name that giwesest a larger entity, then the
cryptographic boundary must be consistent. All components residing within the cryptographic boundary must
eitherbe ircluded AS.01.08 or excluded AS.01.09 in the test report.

Additional Comments

Example: The providedame of a cryptographic module is tGeypto Card However, the defined

cryptographic boundary in the test report is a small black encapsulatgodmentplaced in one corner of the
card. The named card also has additional components that were not reféeegckatteries, connectors). If

the defined boundary in the test report specifi®i._Ythe black encapsulated component, it is clearly NOT the
CryptoCard. A unique different namehall be provided to be consistent with the defined boundary. To
represehthe entire card, the boundary must be redefined and must include all the components and address
them properly (include/exclude).
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1.2 FIPS Aoproveal Mode of Operation

Applicable Levels: All

Original Publishing Date: 03/15/2004

Effective Date: 03/152004

Last Modified Date; 05/02/2012

Relevant Assertions: AS.1.02,AS.d.03 andAS.d.04

Relevant Test Requirements: TE01.03.0102 andTE01.0401-12

Relevant Vendor Requirements: | VE.01.03.0102 andVE.(1.04.0%
02

Definition

Approved mode of operah: a mode of the cryptogphic module that employs onlgroved security functions
(not to be confsed with a specific mode of ap@oved seaity function, e.g. AES CBC mode).

Question/Problem

Are there any operational requirements when switchingd®at mods of operation, either from amparoved
mode of operation to a neapproved mode of operation, or vice versa?

Resolution

CSPg«efined inan pproved mode of operatiarnall not be accessed or shared while in a-approvel mode
of operationCSPsshall not be generated while in a napprovel mode.

Note: An pprovedDRBG may be used in a neapproved modetHowever,the gpprovedDRBGsseedor seed
key shall not beaccessed or shared in the rapproved mode.

Additional Comments

Preventing the aces or sharing of CSPs mitigates the risk of untrustedlivey of CSPs generated in an
approved mode of operation.

Examples:

- amodulemay not geerate keys in a negpproved mode ofjeration and then switch to appoved
mode of operation and use thengrated keys for jpproved services. The keys miagve been
generated using nespproved methods and their integrity and pratectannot be assed.

- a module may not electronically irafi keys in plaintext in a negpproved mode of operation and
then swichto an @proved mode of ggration and use those keys fppaoved services.

- amodle may not generate keys in gopaoved mde of opeation ard then switch to a neapproved
mode of operation anase the generated keys for rggproved services. Thetegrity and the
protection of the pproved keg cannot be assured in the rapproved mode of operation
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1.3Firmware Designation

ApplicableLevels: All

Original Publishing Date: 04/28/2004
Effective Date: 04/28/2004
Last Modified Date: 06/12/2010
Relevant Assertions: AS.A.01
Relevant Test Requirements:

Relevant Vendor Requirements:

Background

Cryptographic modulethe set of hangare, software,rad/or firmware that implementpproved security
functions (including cryptographic algoritlenand key generation) and is contained within the cryptographic
boundary.

Firmware the programs and data components of a cryptographic mddtlare stored in hardware (e.g.,
ROM, PROM, EPROM, EEPROM or FLASH) within the cryptographic boundary anabtde dynamically
written or modified during execution.

Theoperational environmenrdf a cryptographic module refers to the management ofottvwage, firmware,
and/or hardware components required for the module to operate. The operational envicammernton
modifiable (e.g., firmware contained in ROM, or sadte contained in a computer with I/O devices disabled),
or modifiable (e.g., firmware contained in RAM or software executed lgeaeralpurposecomputer).

A limited operational environmeméfers to a static nemodifiable virtual operational environme(e.g.,
JAVA virtual machine on a neprogrammable PC card) with no underlyinghgeal purpose operating system
upon which the operational environment uniquely resides.

If the operational mvironment is a limited operational environment, the operatystem requirements in
Section 4.6.1 do not apply.

Question/Problem

How shall a software cryptographic module running on a limited operational environment be designated as?
Resolution

If the Operational Environment is a limited operational environmerd,iaindicated as NA on the certificate,
then the cryptographic modutéall be degynated as irmware module.

Additional Comments
- The reference tested OS must be indicated on the validartificate for all software and firmware
cryptographic moduke It will be referenced on the CMVP validation list web page as follows:

o If the Operational Environment is applicabl@perational Environment: Tested as meeting
Level x with ...

o If the Operational Environment is NATested: ...
- For anoverallLevel 2 3, or 4moduleor where FIPS 14Q Section 4.%°hysical Securitys Level 2,3 or
4, the reference hardware platfomith appropriate specific versioning informatiased during

operatioral testingshall also be listedThe certificate cawatshall minimally indicate:When operted
only onthe specific platforms specified on tetificate
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- For JAVA applets, the tested JAVA environment (JRE, JVM) and operating system need to be specified
for all Security Levels.

PerlG G.5 porting of software modules is only applicable to modufesating on &eneralPurpose
Computer (GPC) and when the Oper at ivalidaidnwiEbevi r onment i
maintained if no changes are madeaunderlying source code.

If the operational environment is not applicable, a firmware uteoat overall Level 1 (with FIPS 14D

Section 4.%Physical Securitat Level 1)and its identified tested Q8gether may be ported from one platform
toanother platform while mglceh.&iomi g rimwvarmodwlded € 6valti
applets, the firmware module, its identified tested OS thadested JAVA environment (JRE, JVM) mbst

moved together when porting from one platdorm to anot
validation.

For dl other cases, the validation of the cryptographic module is not mainthipeded

1.4 Binding of Cryptographiglgorithm Validation Certificates

Applicable Levels: All

Original Publishing Date: 01/21/2005
Effective Date: 01/21/2005
Last Modified Date: 07/152011
Relevant Assertions: AS.A.12
Relevant Test Requirements: TE01.12.01
Relevant VendoRequirements: VE.(01.12.01

Background

Cryptographic algorithm implementations are tested and validated under the Crypmgigphithm
Validation Program (CAVP). The cryptographic algorithm validation certificate states the nawersiod
number of the validatedlgorithmimplementation, ad the tested operational environment.

Cryptographic modules are tested and validateder the Cryptographic Module Validation Program
(CMVP). The cryptographic module validation certificatetass the name and version number of the validated
cryptogrghic module, and the tested operational environment.

The validation certificate serseas a benchmark for the configuration and operational environment used during
the validation testing.
Question/Problem

What are the configuration control and operati@mvironment requirements for the cryptographic algorithm
implementation(s) embeddedthin a cryptographic module when the latter is undergoing testing for
compliance to FIPS 14P7?

Resolution

For a validated cryptographic algorithm implementation telmedded within a software, firmware or
hardware cryptographic module that undergossrtg for compliance to FIPS 14) the following
requirements must be met:
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the implementation of the validad cryptographic algorithm has not been modified upon riatem
into the cryptographic module undergoing testing; and

the operational environméeunder which the validated cryptographic algorithm implementation was
tested byCAVP must be identical to thoperational environment that the cryptographic module is
being tested under by theST laboratory.

Additional Comments

1.

CMVP

What are examples of aperational environment change?

If an implementation has been tested on dsitprocessor (e.g. 3Bit, 64-bit), can a claim be made
that theimplementation also runs on different bit size processors?

No. An example: An algorithm implementation waséelsand validated on a 3#t platform.This

was used in a previous it version of a software module thaasvwalidated for conformance to
FIPS140-2. Now the software module is undergoing testing on-hiéplatform.This software
modulecannotoperae on a 3zvit platform without change. In this case the operational environments
are not the saméhereforethe algorithm implementations mus retested on the 64it platform.
Memory size, processor frequency, etc. are not relevant.

If an implemenation has been tested on one processor, can a claim be made that the implementation
also runs on a differentgcessor when it is submitted forodule testing?

The answer to this question is dependent orsdoarity assuranceelel ofthemodule validathn and
on whether or not the two processors ardisecturally compatible or not.

If the module is being valated as a Level 1 validation atiee two processors are architecturally
compatible platforms, the answerMgs.For example, if a Level 1 sofawe module is undergoing
testing under Windows 2000 on a DellGatewayPro PC, but the algorithms were teédlections
2000 IBMHPClone PC, the gdbrithm validations do not need to betested as both the
DellGatewayPro and IBMHPClone PC's are considereatkeé Purpose Computers (GPC).

If the two processors are not architecturally compatible, then algorithnatiafidests need to be

rerun on bth processord-or example, a firmware module is undergoing testing on a BlueLiteing
processor running Handy G8.0. The underlying algorithm implementation was tested on a SlowJoe
Processor running Handy OS v0.2. In casech as this, the algorithm fiware implementations

must be reested.

If a Level 2 software module is undergoing testing under an evalupégdtimg system (OS) and
specific platform identified by the evaluation and there is no extensibility providedinderlying
algorithm implematations must be tested under the exact same operational environment (platform
and OS).

If an algorithm implemetation has been tested on one operating system, can a claim be made that the
implementation also runs on ahet operating system when itdensideredor module testing?

No, the algorithm implementation must have been tested on every operating dgstesd by the
software module at Level The algorithm certificate may include other operating systems &s wel
but they are not relevant toetmodule under tedtor example, if a Level 1 software module is
undergoing testing under Windows 2000, Wind®@8sand Linux, the underlying algorithm
certificates must indicate at a minimum that the algorithms weraltastéer Windows 2000,
Windows 98 ad Linux.

Another example: A vendor may-tese algorithm implementations between like operational

environmentsHowever if the algorithm implementation testing was only performed on Windows
2000, and the algorithm implemtation is to be reised in a saivare module undergoing testing
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4.

under Windows XP, the algorithm implementations must Hested under WindowxP.

Who is responsible for finding out what operational environment (processor, operating system) the
algorithm implementation is tested ortlife testing is done by the vendor and not t&& Cab?

If algorithm testing is not performed directly by th&TCLab (i.e., if test vectors are provided to the
vendor), the ST Lab is responsible for asking the vendostipply the operating environment
(processor and/or operating system) on which they ran the algorithm implementation and with which
they generatethe RESPONSE filedtisthe ST Labsd responsibility to
RESPONSE files wereemerated using the specified operating environment.

If an algorithm is implemented in HDL on a Field Programmable Gate Array (FPGA) device and
there is no underlying "OS" impigented in the FPGA, can the algorithm implementation be
classified as firmwarand, when validated, ported as is to other FPGAs and still be considered
validated?

No. We do not validate HDL (which is equivalent to sourcde)oThe algorithm implementatio
would be validated in the FPGA as hardware.

Once the FPGA device is valigat, one could take the HDL on this FPGA and reuse it in creating a
new FPGAIf this were done, the algorithm implementations would need to datedl on the new
hardware becae they would be considered as new hardware implementations.

Additional information regarding operational environment can be found iC&P FAQ GEN.12

1.5 moved tA.1

1.6 moved tA.2

1.7 Multiple ApprovedModes of Operation

Applicable Levels: All

Original Publishing Date: 09/12/2005

Effective Date: 09/12/2005

Last Modified Date: 05/02/2012

Relevant Assertions: AS.1.03 andAS.d.04

Relevant Test Requirements: TE0103.0102 and TE01.04.002

Relevant Vendor Requirements: | VE.(01.03.0102 andVE.(1.04.0%
02

Background

FIPS 1402 Section 4.1does not precluegla vendorom implementing more than on@proved mode of
operationin a cryptographic module. Arpproved node of operationlG 1.2) employs the set @pproved
security functions which are associated with the seervices and CSPs implemented in the module. A
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module may be desigd to employ multiple definegpproved mdes of operation, where each defined mode
empl oys a s ub s epproeeflsectrity éunctivos] servieed asrd GSPs. An example of a module

with multiple approved modes of operation is one where the module supports a primary mode that employs all
of theapproved security functions, services and CSPs of the module to personaéagpathe module, as

well as a secondary moaéich employs onl a subset of@roved security functions for normal operation

and use

Question/Problem

May a modulemplemeat more than one definegparoved modes of operation, each employardgefined set
or subset of thegproved security functions? What are the iegyuents for a madle to implement more than
one gproved modes of operatidn

Resolution

A cryptographic mod@ may le designed to support multiplp@oved modes of operation. For a
cryptograplic module to implement more than onppaoved modes of operati, the followingshall apply:

1 the security policyshall contain the following information describiregach aproved mode of
operation implemented in the cryptographic module:

o the definition ofeach aproved mode of operation;

how each pproved mode of agration is configured;

the services available in eaghpsoved mode of operation;
the algorithmsused in eaclapproved mode of operation;
the CSPs used in eacpproved mode of operation; and

the selftests performed in eaclpproved mode of operation;

O O0Oo0Oo0oo

1 upon reconfiguration from onepprovel mode of operation to another, the cryptographic module
shall reinitializeand perform all poweup selftests associated with the nepprovel mode of
operation:

o0 at a minimum, poweup selftestsshall be performed orheapprovel security functions
used in the new selectagprovel mode of operation as specifiedRIPS 1462 Section 4.9
including AS06.08in FIPS 1462 Section 4.6.1 (if applicable), and

0 powerup selftestsshall be performed in the new selectaobrovel mode of operation
regardless if it had been performed in a papprovel mode of operation.

To confirm thecorrect operation of the several defireggbrovel modes of operation, the tessérall:
9 verify the documentation describing eagprovel mode ofoperation;

1 use the vendor provided instructions described in thepnoprietary security policy to invoke dac
approvel mode of operation;

1 verify that, for eactapprovel mode of operation, only the security functions employed for that
approvel mode of opeation areaccessible and that security functions not implemented for that
approvel mode of operation are nand

91 verify that the requirements 8{S.01.03and/orAS.01.04are met for eachpprovel mode of
operation.

Additional Comments

CSPs may be sharégtween mitiple approvel modes of operation
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1.8 Moved toW.13

1.9 Definition and Requirements of a Hybrid Cryptographic Module

Applicable Levels: Level 1

Original Publishing Date: 03/10/2009

Effective Date: 03/10/2009

Last Modified Date: 03/19/2010

Relevant Assertions: AS.A.01 andAS.@..08
Relevant Test Requiremts:

Relevant Vendor Requirements:

Background

Cryptographic modulethe set of hardware, software, and/or firmware that implenaguovel security
functions (including cryptographic algorithms and key generation) and is contained within thg@aygpio
boundary.

Software the programs and data componenithin the cryptographic boundary, usually stored on erasable
media (e.g., disk), tit can be dynamically written and modified during execution.

Firmware the programs and data components ofy@tographic module that are stored in hardware (e.g.,
ROM, FROM, EPROM, EEPROM or FLASH) within the cryptographic boundary and cannot be dyatigmic
written or modified during execution.

Firmware DesignationlG 1.3
Question/Problem
Define what ehybrid cryptographic mdule is and specify the requirements applicable to this module type?

Resolution

A hybrid cryptographic module is a special type of software or firmware cryptographic module that, as part of
its composition utilizesdisjoint special purposeryptographichardwaré componentinstalled within the

physical boundary of the GPC or opengtenvironmentA hybrid cryptographic module implemented as
disjointhardware and software components isrdias a Softwarklybrid. A hybrid cryptographic module
implemented adisjoint hardware and firmware components is defined as Firmwgkeid.

In addition to the requirements applicable to a softwarer firmware cryptographic module, the
following requilements are also applicable to the additi@mgbtographichardware of théybrid
cryptographic module:

1 Cryptographic Module SpecificatioAll the components of thieybrid cryptographic module must be
fully specified by type, part numbers and version nns

o Manufacturer and model of the special purpose hardware component(s) and platform(s) on
which testing was performed;

0 Operating system(s) on v testing was performed; and

A If Software-Hybrid: modifiable operatig system

L e.g cryptagraphic hardware accelerator cards, cryptographic ranelehip(s), etc.
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A If Firmware-Hybrid: the limitedor nonmaodifiable operating system
o All additional special purpose hardware and firmware components as applicable

1 Cryptographic Module Ports aridterfacesBy policy, all statusandcontrol ports and interfaces the
hybrid cryptographic modulghall bedirected through the software component logical interface if a
software module (controlling component), and through the firmware interfaceniadre module
(controlling component);

1 Roles, Services and Authentiica: All the services provided bihe mmpositeof thehybrid
cryptographic module must be specified,;

91 Physical SecurityFIPS 1462 Section 5 Physical Securitys applicabldor ahybrid modulesince a
hardware component is specified as part of the hybrid composite

1 Cryptographic Key Managesnt Key exchanged within the boundary of the GPC or operating platform
and between two or more components ofttierid cryptographic module maye transfered in plaintext;

1 Self-Tests Self-tests requirements are applicable to all components diytiréd cryptographic module;
0 A strong integrity tesshall be performed on the software component,

o A firmware integrity testAS.09.22 shall be perbrmed on ay applicable special purpose
firmware component, and

o All other applicable poweup or conditionaldsts are applicable to all components as
required.

1 Security Policy The security policy must specify all the components ohiftwid cryptographt module
by type, part numbers and version numb&re security policy must contain a picture of the hardware
components of the modul&€he security policy must specify all the services andsarigices provided by
each component of thg/brid cryptograpic module.

1 Operational EnvironmenFIPS 1402 Section 6 The operating system requirements mawapglicable
for ahybrid module.

o If the module is a &twareHybrid module; this section is applicable; or
o If the module is a IFmware-Hybrid module; this sction is not applicable.
IG G.13provides information guidance drow to complete the FIPS certificate for a hybrid module.
Additional Comments
Hybrid cryptographic modules shall be only applicabk at FIPS 1402 Level 1
The hybrid cryptographic module may be ported to other compatible environmeiB G

Changes t@nycomponent of théybrid cryptographic module require thevalidation of the complete
modue as petG G.87 Revalidation Requirements

The hardwareomponents and applicable firmware components ofiyheid module are considered an
extension of the software or firmware module to perform oelacate cryptographic operatioms.a hybrid
module, the hardware components can only exchange @&®Rntol informationwith the controlling
software or firmware @mponent of the module.

1.10 moved t&\.3
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1.11 moved t®.1

1.12 moved tcC.1

1.13 moved tA.4

1.14 moved t&\.5

1.15 mwed toA.6

1.16 Software Module

Applicable Levels: All

Original Publishing Date: 12/23/2010

Effective Date:

Last Modified Date: 12/23/2010

Relevant Assertions: AS.1.01,AS.(.06,AS.(.08,

AS.A.09,AS01.14,AS.(®%.01,
AS.(6.02,AS.0.22,AS.®.34,
AS.®.35 andAS.4.02

Relevant Test Requirements:
Relevant \éndorRequirements:

Backgroundi FIPS 14062

Cryptographic modulethe set of hardware, software, and/or firmware that implenagusovel secirity
functions (including cryptographic algorithms and key generation) and is contained within the cryptograp
boundary.

Software the programs and data components within the cryptographic boundary, usually stored on erasable
media (e.g., diskthatcan be dynamically written and modified during execution.

Theoperational environmenrdf a cryptographic made refers to the management of the software, firmware,
and/or hardware components required for the module to operate. The operationaheewican be non
modifiable (e.g., firmware contained in ROM, or software contained in a computer with I/O ddig&eled),

or modifiable (e.g., firmware contained in RAM or software executeddsnaralpurposecomputer).

A modifiable operational environemtrefers to an operating environment thaybe reconfigured to

add/delete/modify functionality, and/arayinclude general purpose operating system capabilities (e.g., use of
a computer O/S, configurable smart card Of§rogrammable firmware). Opédiag systems are considered
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to be modifiable operational environments if software/firmware components caodiféenh by the operator
and/or the operator can load and execute software or firmware (e.g., a word process@9 tiwtincluded as
part of the validation of the module

If the operational environment is a modifiable operational environment, thatimgesystem requirements in
FIPS 1402 Section 4.6.Ehall apply.

FIPS 1462 DTR1 Software

AS.01.01: (Levels 12, 3, and 4) The cryptographianodule shall be a set of hardware, software,
firmware, or some combination thereof that implements cryptograpic functions or processes, including
cryptographic algorithms and, optionally, key generation, and icontained within a defined
cryptographic boundary.

AS.01.06: (Levels 1, 2, 3, and 4) If the cryptographic module consists of software or firmware
comporents, the cryptographic boundaryshall contain the processor(s) and other hardware components
that store and protect the software and firmware comonents.

AS.01.08: (Levels 1, 2, 3, and 4) Documentatiashall specify the hardware, software, and firmware
components of the cryptographic module, specify the cryptographic boundary surrounding these
components,and describe the physical configuration othe module.

AS.01.09: (Levels 1, 2, 3, and 4) Documentatiashall specify any hardware, software, or firmware
components of the cryptographic module that are excluded from the security requirements of this
standard and explain the rationale for the exclsion.

AS.01.14: (Levels 1, 2, 3, and 4) Documentatiashall specify the design of the hardware, software, and
firmware components of the cryptographic module. Highlevel specification languages for
software/firmware or schematics for hardwareshall be usel to document the design.

AS.06.01: (Levels 1, 2, 3, and 4) If the operational environment is a modifiable egational environment,
the operating system requirements in Section 4.6shall apply.

AS.06.02: (Levds 1, 2, 3, and 4) Documentatioshall spedfy the operational environment for the
cryptographic module, including, if applicable, the operating systemraployed by the module, and for
Security Levels 2, 3, and 4, the Protection Profile and the CC assuraniexel.

AS.0.22: (Levels 1, 2, 3, and 4h software/firmware integrity test using an error detection code (EDC)
or Approved authentication technique (eg., an Approved message authentication code or digital
signature algorithm) shall be applied to all vdidated software and firmware components wihin the
cryptographic module when the module is powered up.

AS.0.34: (Levels 1, 2, 3, and 4) If software dirmware components can be externally loaded into the
cryptographic module, then the following softwae/firmware load testsshall be performed.

AS.09.35: (Levels 1, 2, 3, and 4) An Approved authentication technique (e.g., an Approved message
authentication code, digital signature algorithm, or HMAC) shall be applied to all validated software
and firmware components when the components are exteriglloaded into the cryptographic module.

AS.14.02: (Levels 1, 2, 3, and 4) The cryptographic module securipplicy shall consist of:

a specification of the security rules, under which the cryptographic modulehall operate, including the
security rulesderived from the requirements of the standard and the additional security rules imposed
by the vendor.
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Question/Problem
How is asoftwae cryptographic module defined?
Resolution
A softwaremodule is a cryptographic module implemented entirely in exeleutalinked codexecuting in a
modifiable operational environment.
A The physical boundary of a software ratalis the platform whickhe software and operating system
reside peAS.01.01andAS.01.06

A The logical boundary of a software module is théngel set of software components that implement
the cryptographic mechanisms. The logical boundary is wholtyained within the physid
boundary.

A All components of the cryptographic moduleall be defined peAS.0L.080r excluded per
AS.01.09

A FIPS 1402 Section 4.2efines the physical ports and logical interface requirements. A software
modules logical irgrfaceshall be definedIf applicable, physical ports that map to logical interfaces
shall be defined.

A FIPS 1402 Section 4.5may be marked notpplicable (NA) fora softwaremodule.

A The powetup approvel integrity testhall be performed over the definsdftwareimages) within
the cryptographic module logical boundary (RS.01.01andAS.01.06) perAS.06.08

A The loading of software within trdefined logical boundarghall meetAS.09.34-35 and guidance in
IG 9.7

1.17 Firmware Module

Applicable Levels: All

Original Publishing Date: 12/23/2010

Effective Date:

Last Modified Date: 12/23/2010

Relevant Assertions: AS.0.01,AS.0.06,AS.0.08,AS.0..09,

AS.(.14,AS.6.01,AS.(6.01,AS.(®.02,
AS.®.22 AS.®.34,AS.®.35 and
AS.14.02

Relevant Test Requirements:
Relevant Vendor Requirements:

Background1 FIPS 1402

Cryptographic modulethe set of hardware, software, and/or firmware that implenagmovel security
functions (including crypto@phic algorithms and key generation) and is contained within the cryptographic
boundary.

Firmware the programs and data components of a ogypphic module that are stored in hardware (e.g.,

ROM, PROM, EPROM, EEPROM or FLASH) within the cryptograplocibdary and cannot be dynamically
written or modified during execution.

CMVP 72 08/28/2020



Implementation Guidance for FIPS PUB 12@nd the Cryptographic Module Validation Program
National Institute of Standards and Technology

Theoperational environmendf a cryptographic module refers to themagement of the software, firmware,
and/or hardware components required for the module to operate. The opé¢tiironment can be non
modifiable (e.g., firmware contained in ROM, or software contained in a computer with I/O devices disabled),
or modifiabe (e.g., firmware contained in RAM or software executed bgreeralpurposecomputer).

A limited operatioml environmentefers to a static nemodifiable virtual operational environment (e.qg.,
JAVA virtual machine on a neprogrammable PC card) wittorunderlying general purpose operating system
upon which the operational environment uniquely resides.

If the operationalmvironment is a limited operational environment, the operating system requiremeiRSin
1402 Section 4.6.1 do not apply.

FIPS 1402 DTR1 Firmware

AS.01.01: (Levels 1, 2, 3, and 4) The cryptographic modukhall be a set of hardware, sttware,

firmwar e, or some combination thereof that implements cryptographic functions or processes, including
cryptographic algorithms and, optionally, key generation, and is contained within a defined
cryptographic boundary.

AS.01.06: (Levels 1, 2, 3, ah4) If the cryptographic module consists of software or firmware
components, the cryptographic boundaryshall contain the processor(s) and othehardware components
that store and protect the software and firmware components.

AS.01.08: (Levels 1, 2, 3,rrd 4) Documentdion shall specify the hardware, software, and firmware
components of the cryptographic module, specify the cryptographic boundargurrounding these
components, and describe the physical configuration of the module.

AS.01.09: (Levels 1, 23, and 4) Docunentation shall specify any hardware, software, or firmware
components of the cryptographic module that are excluded from the sectyirequirements of this
standard and explain the rationale for the exclusion.

AS.01.14: (Levels 1, 2, 3, and) Documentationshall specify the design of the hardware, software, and
firmware components of the cryptographic module. Highlevel specificationlanguages for
software/firmware or schematics for hardwareshall be used to documet the design.

AS.05.01: (Levels 1, 2, 3, and 4) The cryptographic modulghall employ physical security mechanisms
in order to restrict unauthorized physical access to theontents of the module and to deter unauthorized
use or modification of the module(including substitution of the entire module) when installed.

AS.06.01: (Levels 1, 2, 3, and 4) If the operational environment is a modifiable operational environment,
the operating system requirements in Section 4.6 dhall apply.

AS.06.02: (Levels 12, 3, and 4) Documentatiorshall specify the operational environment for the
cryptographic module, including, if applicable, the operating system employed by the module, afior
Security Levels 2, 3, and 4, the Protection Profile and the CC assurance level

AS.09.22: (Levels 1, 23, and 4) A software/firmware integrity test using an error detection code (EDC)
or Approved authentication technique (e.g., an Approved messagethentication code or digital
signature algorithm) shall be applied to all validated software and firmware conmponents within the
cryptographic module when the module is powered up.

AS.09.34: (Levels 1, 2, 3, and 4) If software or firmware components carelexternally loaded into the
cryptographic module, then the following software/firmware load testsshall be peformed.
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AS.09.35: (Levels 1, 2, 3, and 4) An Approved authentication technique (e.g., an Approved message
authentication code, digital signaturealgorithm, or HMAC) shall be applied to all validated software
and firmware components when the components & externally loaded into the cryptographic module.

AS.14.02: (Levels 1, 2, 3, and 4) The cryptographic module security poliehall consist of:

a specification of the security rules, under which the cryptographic modulehall operate, including the
secuiity rules derived from the requirements of the standard and the additional security rules imposed
by the vendor.

Question/Problem
How is afirmware cryptographic module defined?
Resolution
IG 1.3defines thdirmwaremodule designation, referencing, versioning and porting guid@xétional
guidance:
A The physical boundary of a firmware moduwseheplatform which the firmware and operating
system reside p&S.01.01andAS.01.06

A The logical boundary of irmware module is the defined set of firmware components that implement
the cryptographic mechanisms. The logical boundary is wholly cwdawvihin the physical
boundary.

A All components of the cryptographic moduleall be defined peAS.01.06 AS.01.08 or excluded
perAS.01.09

A FIPS 1462 Section 4.2efines the physical ports and logical interface requirements. A firmware
mo d u | e él ;mterfacegdnall be definedlf applicable, physical ports that map to logical interfaces
shall be defined.

A FIPS #0-2 Section 4.5s applicable for a firmware module.

For Level 1the firmware modulshall prevent access by other processes to plaintext pravete

secret keys, CSPs, and intermediate key generation values during the time the firmware module is
executirg/operational. Processes that are spawned by the firmware module are owned by the module
and are not owned by external processes/operatorschmiographic processeasall not interrupt
thefirmware module during executiohe firmware shall be installel in a form that protects the

software and firmware source and executable code from unagtiaisclosure and modification.

Note: These requiremens cannot be enforced by administrative documentation and procedures, but
must be enforced by tHemware module itself.

Required Vendor Information - Firmware Module (Level 1 only)

VE.05.01.01: The vendosshall provide a description of the mechamisised to ensure that no other

process can access private and secret keys, intermediate key generatiomndladgr CSPs, while
the cryptographic process is in use.

VE.05.01.02: The vendashall provide a description of the mechanism used to enkateb other
process can interrupt the cryptographic module during execution.

VE.05.01.03: The vendarhall provide a list of the cryptographic firmware that are storedhen t
cryptographic module anghall provide a description of the protection meclsams used to prevent
unauthorized disclosure and modification.

Required Test Procedured Firmware Module (Level 1 only)

TE05.01.01: The testeshall perform cryptographic foctions as described in the crypto officer and
user guidance documentation. Whtite cryptographic functions are executing, the same or another
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testershall attempt to access secret and grévkeys, intermediate key gaation values, and other
CSPs.

TEO05.01.02: The testeshall perform cryptographic functions as described in tlygter officer and
user guidance documentation. While the cryptographic functions are operating, the santieeor ano
testershall attempt to execute another process.

TEO05.01.03: The testahall attemptto perform unauthorized accesses and unauthorized
modifications to software and firmware source and executable code.

A The mechanisms that define, control and mankg@aonmodifiable or limited operational
environmenshall be identified peAS.06.02andare considered security relevant mechanisms.

A The powerup integrity tesshall be performed over all neexcluded firmware image(s) defined
within the cryptographienodule boundary (REAS.01.01andAS.01.06) perAS.09.22

A If the Section 4.5 physical seity is Level 1, the loading of firmware within thefiteed logical
boundaryshall meetAS.09.3435 and guidance itG 9.7.

A If the Section 4.5 physical security is Level 2, 3 or 4, the loading of firmware within the defined
physical boundarghall meetAS.09.34-35 and guidance itG 9.7.

1.18 PIV Reference

ApplicableLevels: All

Original Publishing Date: 04/23/2012

Effective Date:

Last Modified Date: 04/23/2012

Relevant Assertions: AS01.06 and AS01.08
Relewvant Test Requirements:

Relevant Vendor Requirements:

Backgroundi FIPS 1402

Cryptographic moduletheset of hardware, software, and/or firmware that implemapgsovel security
functions (including cryptographic algorithms and key generationjsaoahtained within the cryptographic
boundary.

A hardware cryptographic moduleapnhave an embedded PIVirdapplication component that has been
validated by the NPIVP. The PIV card application validation is a prerequisite to the module validation. For
module validation, the PIV card applicatienall be tested on the module to beidated (i.e. same operatial
environment).

Question/Problem

How should a PIV card application component that is included as a component of a cryptographideodule
referenced on the module validation entry?

Resolution

The cryptographianodulevalidation entryshall provide refeence to the PIV card application component(s)
validation certificate number.
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The PIV card application validation ensizall include the followng information:

1. the name of the PIV card application component,

2. the name of thergptographic module the Plcomponent was tested on, and

3. the complete versioning information of the modnleluding the PIV component(s)

(G G.13.

The crypt og rvarpidningcinformatbrehallenglisdethe complete versioningformation of the
moduleincluding the PIV component(dtach PIV component(s) namkall be clearly distinguishable as a
PIV component.
IG G.13defines how the PIV Certificataumber is referenced on a modukdidation.
The NPIVP validation entries can be found at:

http://csrc.nist.gov/groups/SNS/piv/npivp/validation_lists/PIVCardApplicationVatdaist.htm

Additional Comments

If a PIV card application aqoponent will be used on different cryptographic module operating environments,
thePIV card applicatiorshall be tested and validated by the NPIVP on each of the unique operating
environments mployed.

1.19 norApproved Mode of Operation

Applicable Levels: All

Original Publishing Date: 04/23/2012

Effective Date:

Last Modified Dae: 06/20/2012

Relevant Assertions: AS01.02, AS01.03 and AS01.04
Relevant Test Requirements: TE01.03.0102 and TE01.04.0112
Relevant Vendor Requirements: | VE01.03.0102 and VE01.04.002

Background

Approved mode of operatiom mode of the cryptogphic module that employs onlgpprove security
functions.

A cryptographic modulshall implement at least @approve security function used in approvel mode of
operation. Norapprove security functions may also be included for use inamorovel modes of operation.

The operatoshall be able to determine when approvel mode of operation is selected. BacurityLevels 1

and 2, the cryptographic module security policy may specify when a cryptographic module is performing in an
approvel mode of opration. For Security Levels 3 and 4, a cryptographic mosdutgl indicate when an
approvel mode of operatiois seleted.

Question/Problem

Are there any operational requirements when switching betweapmovel mode of operation to a non
approvel modeof operation, or vice versa?
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Resolution

A cryptographic module may be designed to support botpprovel mode ofoperation(IG 1.2), multiple
approvel modes of operationG® 1.7) and a norapprovel mode of operation. For a cryptographic module to
implementanapprovel mode of opett#on (one or more) and a nespprovel mode of operatiorall applicable
requirements of FIPS 14®shall applywith specific attention to the fallving areas

AS.01.03: The operatorshall be able to determine when an Approved mode of operation is selected

AS.01.04: For Security Levels 3 and 4, a cryptographic modulghall indicate when an Approved mode
of operation is selected.

AS01.12: Documetation shall list all security functions, both Approved and nonrApproved, that are
employed by the cryptograptic module and shall specify all modes of operation, both Approved and
non-Approved.

AS03.14: Documentatiorshall specify the services, operation®or functions provided by the
cryptographic module, both Approved and nonrApproved, and for each serviceprovided by the module,
the service inputs, corresponding service outputs, and the authorized role(s) in which the service can be
performed.

AS04.02:The cryptographic module shall include the following operational anderror states: User states
States inwhich authorized users obtain security services, perform cryptographic operations, or perform
other Approved or non-Approved functions.

AS14.07: Thesecurity policy shall specify; all roles andservices provided by the cryptographic module.
IG 1.2 Generation and sharing of CSPs.

IG 1.7 Multiple approvel Modes of Opett#on; if applicable.

IG 9.5 Module Initialization during Powedp.

IG 14.1 Level of Detail when Reporting Cryptographic Services

In summarythe security policyshall contain thefollowing information

9 instructions for the operator to determine when the module isap@rovel or nornrapprovel mode
of operation;

9 instructionsfor the operator for theonfiguration to ampprovel or norapprovel mode of operatign

o0 is the nodule caonfigured during initialization to operate only in approvel or norapprovel
mode of operatiomhen n the operational stater

o when in the operational statan the modulalternateservice by service betweapprovel and
non-approvel modes obperation

9 list all security functionemployed by the module in bo#ipprovel andnon-approvel modes of
operdion; and

1 list all roles andservicesoperations or functiongrovided by the cryptographic modufeboth
approvel and norapprovel modes obperation

o for nonapprovel servicenameghat referencapprove terms, references or functions, the
c a v emmrtc ofir(p | EBhalllbé gpmended to the service name to alleviate misinterpretdtion
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approvel servicesand

0 keys or otheparameters associdtaith norrapprovel services do not need to be provided.

If the module is configureduring powerup initialization to operate only inneapprove ornon-approvel
mode of operation

1 a poweron reseshall be performed to reonfigure he module during itialization from a non
approvel mode of operation to approvel mode of operation or vicgersa; and

1 the coditional selftests in FIPS 14@ Section 4.2 are not requiradhen in a norapprovel mode of
operationwith thefollowing exception

0 the moduleshall not allow the loading of software/firmware components as addressed in FIPS
1402 Section 4.9.50ftwareFirmware load tesfi.e. AS.09.39.

Additional Comments

This implementation guidance is a further clarificationh&FIPS 1402 clausesand ofexisting
implementation guidance.

1.20Sub-Chip Cryptographic Subsystems

Applicable Levels: All

Original Publishing Date: 03/02/2015
Effective Date: 09/152015
Last Modified Date: 02/062017

Relevant Assertions:
Relevant Test Requirements:
Relevant Vendor Requirements:

Background

Increased levels of integration in IC design, such as ASIC, FPGaster8on-Chip (SoC), have been
developed with heterogeneous computing characteristics. Heterogeneous computing may include multiple
processors diunctional engines, with isolated secyriubsystem designs that may baised in multiple
configurations ogenerations of products.

Question/Problem

What is asub-chip cryptographic subsystemnd what are the requirements ifatial validation? Once
validated, how can theub-chip cryptogaphic subsysterbe revalidatedif modified? How can a nhemodified
sub-chip cryptographic subsystele ported and reusexh other singlechip implementation®

Resolution
The following terminology isised in the aatext of this IG:

HDL 1 Hardware Design Language; examples are Verilog and VHDL.

Security relevani relevantto the requirements of FIPS 120

Soft circuitry core’ an uncompiled hardware subsystem of an ASIC, FPGA or SoC.

Hard circuitry corei a fixed a precompiled hardwarsubsystem of an ASIC, FPGA or SoC.

For a hardware module, the minimum defipdysicalboundaryin FIPS 1402 is a singlechip. For single
chip hardware modulessaib-chip cryptographic subsystem may be defined as the set of hatal st

circuitry caes and associated firmwansdich represents sub-chip cryptographic subsystem boundafya
single-chip hardwaremodule. The sulehip cryptographic subsystem is integrated on the sicigile which
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may contain other functional subsgsts (e.gprocessqis), memory /O and internal bus controls, sensors,
etc.) and associated firmwatdpon fabrication of the complete physicsihglechip, the HDL will be
transformed to a gate or physical circuitry representation which may or mayaiontareeihable internal sub
chip cryptographic subsystem boundary

1. Initial validation or security relevant re -validations
(3SUBor5SUB)

1 The physical boundaryhall be defined as the singtip physical boundary;
o FIPS 1402 Section 4.5 requiremendgball apply atthe physical boundary

1 FIPS 1402 defines the Cryptographic boundary as an explicitly defined cantperimeter that
establishes the physical bounds of a cryptographic module, and contains all the hardware, software,
and/or firmware componentd a crypbgraphic module. According 16 1.16 the physical boundgr
of a software module is the platform in which the software and operating system reside per AS.01.01
and AS.01.06. The logical boundary ad@ftware module is the defined set of software components
that implements the cryptographic mechanisms. The Ibgaandary is wholly contained within the
physical boundary. Similarly, for the suhip cryptographic subsystem, the physical boundary is the
single-chip physical boundary while its logical boundary (the-shlp cryptographic subsystem
boundary)s defired as the set of hard and/or soft circuitry cores and associated firmware that
comprises the subhip cryptographic subsystem.

1 Ifthere is ay associated firmware externally loaded into the -shiip cryptographic subsystem, the
associated firmwarehall meet requirements of software/firmware load t&§@9.29 AS09.34
AS09.35andAS09.39.

1 Except for externally loaded firmware, the associdiradwareshall be stored and loaded inside the
sub-chip cryptographic subsystem, asithll meet software/firmwarategrity test AS09.13
AS09.22 andAS09.36.

1 The ports and interfaces (FIPS 12®ection 4.2%hall be defined at the suthip cryptographic
subsystentboundary.

o For operational testing purposes, access to thelsiplcryptographic subsystem
boundaryportsshall be requirecand a mappinghall be providedThese may be
mapped to physical I/O pinmternal test interfaces (e.g. Level SensiBoan Design
(LSSD)) or thesubchip boundary data and control poifée testeshall demonstrate
that the pats at sukchip cryptogaphic subsystem boundary aecessible via the
singlechip'sother functional subsystems in a mansgch that followingour kinds of
information areprovably unmodifiable and under control of the test program

Data input,

Data ouput,
Controlinput, and
Status output,

> > >

even in the presence of intervening other functional subsystems.

Note 1: Typically, the test program aoti on behalf of the tester with direct access to
the ports and interfaces defined at the-ship cryptographi subsystem boundary
provides the required demonstration of port access.

Note 2: In singlechip embodiments, #re may be intervening functioralibsygtems
(or intervening circuitry) other than the sabip cryptographic subsystem subject to
testing.There is a security concern that such intervening subsystems might act
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maliciously (e.g. intercept, modifandstore CSPs, or attempt a replay attanki/or
manin-the middle attack). The testehall provide a rationale in the physical security
test report gplaining existing risks and mitigations. The CMVP may provide additional
guidance in the future on how taalyze and document such potentialséyg risks.

Note 3: If applicable,VE03.26.01and TE03.26.01shall be considered at the level of
the testedugh-chip cryptographic subsystem and potential differences between the
internal and externatith respect tdhe sibsystem boundary single chip cksshall be

accounted for properly.

1 Depending on the leveh¢ requirements for Cryptographic KEgtablisiment and Ky Entry and
Output(FIPS 1402 Section 4.7.43hall be applicable at the defined sabip cryptographic
subsystenboundary.

(0]

If Key estalishment and Key Entry and Outpatcur acrosghe physical boundary dlfie
single-chip embodimentAS07.29and AS07.30shall apply.

Transferring Keys/CSPs including thetmpy input between a suthip cryptographic
subsystem and an intervening functibsigbsystenfor Levels 1 and &n the same single

chip is considereds nothaving Key Establishment and Keytgy and Output crossing the
boundary of the subhip moduleperlG 7.7. Nevertheless, the above Notéo® the ports

and interfaces is applicable fiire transferring of Keys/CSRs well. That is, the testehall
provide a rationale in the physical security test report explaining risks and mitigations to the
malicious act by such intervening subsystems.

A For Level 3 and Level 4 modules, key establishment is ED / EE as sta@d in
e

Versioning informatiorshall be provided for the

(0]

0
0

physical singlechip including any excludetlinctional subsysterfirmware (shall be
specified in the OE field of the validatign)

the subchip cryptographic subsystesoft and hard circuitrgores and

the associated firmware

Processor subunctions outside theub-chip cryptographic subsystelnoundary butvithin the
physical boundy such as @rocessor, memory macros, I/O controllers, gtay be excluded under
AS01.09 However,the data pths used to meet eith&602.16andAS02.18or AS02.17and
AS02.18shall not be excluded.

2. Non-security relevant re-validations associated with clanges withinphysical boundary
(1SsuBand 4SUB)ExistinglG G.8guidance is applicable.

3. Sub-chip cryptographic subsystem porting
Thesub-chip cryptographic subsystemaybe ported to other singiehip implementationsvhich may be
different chip technologies, and/or different reecurity relevanfunctionalsubystems

A sub-chip cryptographic subsystem that was previously validatediingte chip can be ported to other
single-chip constructs as a 1SWEBSUB submission to the CMVP. The following is applicable to validate
this new sigle-chip module as a 1SUB/4USB:

il

CMVP

The laboratoryshall verify that there are no security relevahtinges in the suthip cryptographic
subsystem;

If an entropy source is cornted within the suizhip cryptographic subsystemnaw entropy
estimateshall be provided;
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Note 1 A new entopy estimate may not be required, if the entropy is collecteddeutise sub

chip cryptographic subsystem, depending on changes to the enropg sr the subsystem
housing it.Please refer t&G 7.14andIG 7.15for details on entropgstimates and applicable
caveats.

Note 2 Single chip embodiments may implent a NDRNG or a DRBG linked to a dedicated
entropy source (NDRNG) inside the physical bound@nch cases nyebe implemented (a)

inside the sulhip cryptographicubsystem or (b) in two or more sahip cryptographic
subsystemsThe case (b) represemtsiltiple disjoint subchip cryptographic subsystems (see 4 of
this IG).

1 Approva security functionshall be etestecand validated by the CAVIRPimplemented in aaft
circuitry core recompiled in a different part configuration.

Note 3: If the original d&gorithm testing was performed as statediGnG.11in a module simulator,
and there is no change to the sudte, no additional algorithm testing is required.

1 Operational regression testinfaple G.8.] shall be performed on the new sghip cryptographic
subsystem a&ér fabrication (transfwnation of the HDL to a gate or physical circuitry representation);

1 FIPS 1402 Section & shall be addressed for the new singleip module forll SecurityLevels
within this Section

1 FIPS 1402 Section 4.5hall be addressed for the new singlgip modue at Security Level 1.

1 FIPS 1402 Section 8 shall be addressed for the new singleip module forall SecurityLevels
within this Section

1 FIPS 14062 Sectios4.10.1 and 4.10.4hall be addressed for the newgliechip module forll
SecuritylL evelswithin this Section

1 A new Security Policyhall be provided for the new singtship module.
1 A new validation certificate will be issuedersionng informationshall be provided for

o the newphysicalsinglechip

0 nonsecurity relevant singlehip functionalsubsystem firmward applicable,

o the subchip cryptographic subsystem soft and hard circuitry cores (which are unchanged
from the original valilation) and

o the associated firmware

The testing laboratorghall submit a 1SUB/4SUB test report for the gorupdated subhip
cryptographic subsystem to the CMVP. NIS@stRecovery fee foScenarialA is applicable.

4. Multiple disjoint sub -chip cryptographic subsystems:
Disjoint subchip cryptographic subsystems may exist on a shedip. Eachshall be sepately validated.

Transferring Keys/CSPs including the entropy input between two disjoirthepkcryptographic
subsystems on the same singlepdior Level 1 and Level 2 modules isrsiderechot havingKey
Establishment and Key Entry and Output crossivair subchip cryptographic subsystelboundary per
seelG 7.7.

1 For Level 3 and Level 4 modules, kest@blishment is ED / EE as stated@&7.7.

Alternatively, paintex CSPs may be shared directly between two disjoirichifp cryptographic
subsystems via a Trusted Pali® @.1). In this scenario, thiollowing porting rulesshall apply:
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a. If the two subchip modules that are connectegla Trusted Path are ported together, it is considered
security relevant and the testing kitall submita 3SUB ora 5SUB.

b. If only one of thesubchip modules that are connectedabyrusted Path is ported, then the testing lab
shall verify that the tasted path is no longer functional and may submit a 1SUB/4SUB.

C. If only one of the sulzhip modules that are connected by a Trusted Path arel pordeat is
connected to a new suthip module, then it is considered security relevant and the testisgdfb
submit a 3SUB or a 5SUB.

Additional Comments
This 1G doesot apply to singlechip implementations that do not contain-siip cryptograptd subsystems,
i.e. there is only one boundary which is the physical boundary.

If the subchip cryptographicghsystem enters an error state, the FIPS2Ldghjuirements arapplicable at the
boundary of the subhip cryptographic subsystem; not at the tary of the singlehip.

1.21Processor Algorithm Accelerators (PAand Processor Algorithm
Implementation (PAI)

Applicable Levels: All

Original Publishing Date: 03/02/2015
Effective Date: 03/02/2015
Last Modified Date: 11/302018

Relevant Asertions:
Relevant Test Requirements:
Relevant Vendor Requirements:

Background

As chip fabricatiortechnology advances, additional real estate is becoming available fordiglerocessor
manufacturers to add acceleration functions to suggmonplex cryptographic algorithms. When these
functions are added, the CMVP, the CAVP &mel Cryptographic &chnology group at NIST will determine if
the acceleration function is simply a mathematical construct and not the complete cryptographicradgorith
defined in the NIST standards.

If the function is deemed the complete cryptograptgorthm, then FIPS40-2 defines the component to be
securityspecific hardware and complete documentation of the entire component, includingli#lbe
submittedto the testing laboratory when under tdstis type of implementation is considered adessor
Algorithm Implementatior(PAI) function.If the module has been designed to run with and without the
securityspecific hardware, the resolution below undeit@are/Firmware Module may apply.

If the function is deemed a mathematical construct andhe complete cptographic algorithm as defined in
the NIST standards, then FIPS 12@oes not define the component to be secgpgcific hardware and
completedocumentation of the entire component, including HDL, is not required. This type of ievgktion
is consideed a Processor Algorithm Acceleration (PAA) function.

Question/Problem

What are the currently known processor chips that include ProcessortiigdticelerationPAA) and
Processor Algorithm Implementation (PAl)nctions to support eoplex cryptographialgorithms and hows
it indicated on the validation certificate?
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Resolution

If a cryptographic module is designed to utilize a processor chiprtbludes PAAand/or PA| the part
number or version of the processor chiall be included infE.01.08.02 A module that utilizes such
processor hardware may or may not be defined as a hybrid module.

Software/Firmware-Hybrid Module: If the software ofirmware component of the hybrid can only support a
cryptographic algorithm by exasively utilizing the PAAor PAI capability, then the modukehall be defined
as a Software/Firmwasidybrid Module EmbodimentG 1.9).

PAA

1 Module versioninginformationshall include the part number or version oétprocessor chip.

1 Operational Environment: Tested as meeting Level 1 with <OS> running on <platform> with PAA

1 Module versioninginformationshall include the part number version of the processor chip.
1 Operational Environment: Tested asneeting Level 1 with <OS> running on dpflorm> with PAI

Software/Firmware Module: If the software or firmware component of the module can support a
cryptographic algorithm natively oyhutilizing the PAAor PAI capability if available, then the modudeall
be defined as a Software/Firmwarednte Embodiment, unless there are other reasons to designate the
module as hybrid.

PAA

1 Algorithm certificates; the accelerated algorithmball betested in both native execution and PAA
execution.

1 Operational Environment: Tested as meeting Level 1 with 0 running on <platform> with PAA,
<0OS> running on <platform> without PAA

91 Algorithm certificates; the algorithmshall be tested in both nativexecution an&Al execution.

9 Operational Environment: Tested as meeting Level 1 with <OS> running on <ptatfowith PAI;
<0OS> running on <platform> without PAI

Known PAAS:

1 IntelProcessors Xeon,Corei5, Corei7, CoreM andAtom with WestmereSandyBridge, lvy
Bridge,Haswell,Broadwell,Skylake Kaby Lake micrearchitecturesPAA = AES-NI

0 Acceleratorsubfunctionsfor AESimplementations

1 Intel Processors Atom, Celeron, and Pentium with Goldmont, Goldmont Plus raicthitectures: PAA
= Intel SHA Exensions

o Accelerator subunctions forSHA implementations

1 AMD ProcessorsOpteron Athlon, SempronFX, andA series withBulldozer,Piledriver,
Steamroller,JaguarPuma micrearchitecturesPAA = AES-NI
0 Acceleratosubfunctionsfor AESimplementations

1 AMD Processor$ Ryzen series witEen micrearchitectures: PAA = SHA Extensions

0 Accelerator suunctions fo SHA implementations

1 ARM CortexA series R seriesQualcommSnapdragonipple A seriegprocessorssamsung
Exynoswith ARMv7-A and ARMv8A micro-architecturesPAA = NEON or Cryptography
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Extensions
o0 Acceleratoisubfunctionsfor AES andSHA implementatios

1 IBM PowerProcessor8, 9: PAA = PowerlSA
o0 Acceleratoisubfunctionsfor AES andSHA implementations

M Oracle: OracleSPARCT seriesM seriesPAA = SPARC

0 Acceleratorsubfunctionsfor AES,DES,andSHA implementations
Known PAls:

1 IBM CPAssistfor CryptographicFunctiong CPACF)
o Fullimplementationsf AES (ECB,CBC), SHA

Additional Comments
NOTE1: AES.2 in theCAVP FAQgives requirements for both types of implementations.
NOTEZ2: Please referencs 1.9regarding hybrid definition and requirements.

NOTE3: The processor manufacturer napvide a device driver to support use of the processor algorithm
acceleratorThe device driveshall not provide any additionlsfunctionality to the PAA

NOTE4: The implementation of complete algorithms, partial cryptographic modules, or full crypt@graph
modules as a component of a singlep, or multiple of any of the above as components of a stigfe is
addressed in th8ubChip Cryptographic Subsysten(s.

NOTE 5: Please contact the CMVP to addreew PAA or PAI implementations to make a determination
whether they are full cryptographic functions or not.

NOTE 6: If the PAI security function appears on the list of known PAls, its HDL is not required for validation
of software modules using it.

1.22 Module Count Definition

Applicable Levels: All
Original Publishing Date: 11/15/2016
Effective Date: 11/15/2016

LastModified Date:

Relevant Assertions:

Relevant Test Requirements:
Relevant Vendor Requirements:

Background

The CMVP allowsmultiple modules to be validated on a single certificate. However, the separation of these
modules in the rept is not alwgs clear.

Question/Problem

How does the vendor or lab determine what the module count is for a particular validation?
Resolution

Determining the module count for a validation depends on the type of report; that is, if it is Software,
Hardwae, Firmware, or a Hybrid.

Software
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1 For a software module, its binary package(s) compiled from its source code is the Implementation
Under Tes{IUT). The same source code may result in different sets of binaries when it's compiled
for the different targt gdatforms. The module coushall bethe number of distinct sets of binaries.

Examples:

o If a softwaremodulewas validated osoftwareversionl1.0, and thisource codpackage
wascompiledonthree operating environments of the same family {©88.0 running on
iPhone5i0S9.0 running on iPhonemndiOS 91 running on iPhonepresulting in a single
binary setthe module couris fil0 .

o If asoftwaremodulewas validated osoftwareversionl1.0, and thisource codpackage
wascompiledon two operding environments (e.gOS 9.0 running on iPhonednd Android
4.0 running on a Galaxy NeXugsulting in two separate sets of binaries (eacfoseting
the logical boundary of the modu)ehe nodule counts 20 .

o If a softwaremodulewas validated osoftwareversion 1.0and software version 2.@nd
thesesource codpackage werecompiledon four operating environmen(g.g.iOS 9.0
running a1 iPhone5i0S 91 running on iPhoneBMicrosoft Windows Phone 8rlinning on
Windows Phone 8.5ndAndroid 40 running on a Galaxy Nexyysvhere two of the
environments are of the same fami@®$ 9.0andiOS 91) resulting in six separate sets of
binaries (software versins 1.0 and 2.0 each map to three distinct sets of binathes)
module counts fi6d In this case, a single iOS binary maps to L@B 9.0 and 9.1a single
Microsoft Windows Phone binary mapsNticrosoft Windows Phone 8.&nd a sinkg
Android binarymaps to thé\ndroid 4.Q resulting in three distinct binaries feachsoftware
version(1.0and 2.0, for a total of 6

Hardware

1 For a hardware moduteport the module count can be determined by the physical boundary of the
module ad understanding the components that are efdsted individually and have their own
boundary, or the boundaencompasses multiple components and these are tested collectively.

o If the boundary of the module consistok hardware component with otherdware
components within jtwith each having itewn hardware version number listed in the
certificate (sub as tamper seals, service processing cards, switch fedrgcswich blades,
control processor blagpower supplies, fan kits, filler panelsanagement modules,
network modules), then theodule counshallb e t he number of O6based mo
suppot the components within it.

Examples:

A If a hardware moduleeportcontainsa switch(Series 1500, P/N 101@)hich can
optionally support four adtional network modules for uplink por(®/Ns 10, 20,
30, 40) then the module courgfilo thé switchbeing he O6based component

A If a hardware module reparbntainsa rouer with three separately tested part
numbers (Series 2000, P/Ns 10, 20, 3A)l each router can be configured to use
service processing cafd(P/N 100) or service processing caBiP/N 101), along
with tamper seal AMP1(P/N 500), then the module o u n t (the soutérs3 €ach
part numbei 10,20and30bei ng a Obndsed compone

A If a hardware module reparbntains a series of four switches and two chassis
based switches (all rumg either the same firmware, or firmware with rs®curity
relevant differences), and within the boundary of each of the cHassésl switches
is a commorcontrol processor blade€four different ore bladesfiber channel (FC)
port bladesan optional exdnder blade, a powasupply and a tamper seal, then the
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modulec ount (tihse 60 t ches being the dbased com
two chass-based switches).

o Ifthe report has several hardware modules thandreidually tested anéhdependentrom
one another, each havittgeir own cryptographic boundary (flash drives, hard drives, single
chips,multi-chips etc), but have slight hardwardifferencesghape, capacity storage,
numberor typeof ports, etc.), then each of the independent hardpianesshall contribute
to the module count.

Examples:

A If a hardware module repacbntaingwo hard drive series withvie separately
tested cofigurations [Series SSD1 (P/Ns 128, 256, 500) and SSD2 (P/Ns 1000,
2000)], each with their own cryptograptooundary, thenodule counts 50di

A If a hardware module reparbntainsthree switch series with eighéparately tested
configurations [Series (P/Ns 100, 101, 102)pB0 (P/Ns200, 201) and 800
(P/Ns300, 301, 302], each with their own cryptograghboundary, thenodule
countisfi8 0

o If the hardware module report contains multiple firmware versions téstdnon-security
relevant differenes)on the same hardware platform, then the module cshaitreflect the
number of hardware modules onlytrthe number of firmware versions that are running on
it.
A For example, if a hardware module includes two fdides (one being a 250GB
drive ard the other being a 500GB drive), and each of these drivesatfiaprt
firmware versions (with nosecurityré evant di fferences), the n
to reflect the hardware platforms.

Firmware
1 Forafirmwaremodule, thdirmware package itseléhall be considered a separatedule,regardless
of the number ohardware platformst was tested on.

Examples:
o If afirmwarepackage was validatesfirmwareversion 1.0, and this package was tested on
two hardware platforms (e.pardwareXversion 1.0andhardwareYversion 2.0)the
module countsfi 1 0 .

o If areportinclude§irmwareversion 1.0 andirmwareverdon 2.0, then the module couist
fi 2 degardless of the number of hardware platfotinese packages were tested on.

Hybrid:
1 Since hybrid moduleffirmware-hybrid or softwarehybrid) are dependenndoth the
software/firmware and the hardware componehts module courghall be the total number of
configurations that are possible that map to a single module boundary.

Examples:

o If afirmwarehybrid includes hardware version 1.0 and firmware verdd, the module
count is fA1l0, s iemambination efthese tivecorponents. a si ng

o If afirmwarehybrid includes hardware versions 1.0, 1.1, and 1.2, and firmware versions 1.1
and 1.2, aneach of the hardware version can map to eithdmefitmware versions, then
the total combinationisequalo fi6 0 (3 hardware versions times
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1.23 Definition and Use of a nélpproved Security Function

Applicable Levels: All
Original Publishing Date: 8/07/2017
Effective Date: 8/07/2017

Last Modified Date:

Relevant Assertions:

Rdevant Test Requirements:
Relevant Vendor Requirements:

Background
FIPS 1402 Glossary
Approved FIPS-Approved and/or NISfecommended.

Approved mode of operatiorma modeof the cryptographic module that employs only approved security
functions (ndto be confused with a specific mode of an approved security function, e.g., DES CBC mode).

Approved security functionfor this standard, a secity function (e.g., cryptographialgorithm,
cryptographic key management technique, or authentication wadhnthat is either

a) specified in an approved standard,

b) adopted in an approved standard and specified either in an appendix of the appeowizaddsor
in a documenteferenced by the approved standard, or

¢) specified in the list of approved secufiyctions.
FIPS 1402 Section 3 Functional Security Objectives

The security requirements specified in this standard relate to the secure dedignplementation of a
cryptographic module. The requirements are derived from the followingléig funcional security
objectives for a cryptographic module:

A To employ and correctly implement the approved security functions for the protectionittfesens
information.

A To protect a cryptographic module from unauthorized operation or use.

A To prevent the unauthized disclosure of the contents of the cryptographic module, including
plaintext cryptographic keys and CSPs.

A To prevent the unauthorized anddeteced modification of the cryptographic module and
cryptographic algorithms, including the unauthorized ifiodtion, substitution, insertion, and
deletion of cryptographic keys and CSPs.

A To provide indications of the operational state of the cryptogiamalule.

A To ensure that the cryptographic module performs properly when operating in an approved mode of
operation.

A To detect errors in the operation of the cryptographic module and to prevent the compromise of
sensitive data and CSPs resulting fromstherpors.

FIPS 1402 Section 4.7 Cryptographic Key management

Encrypted cryptographic keys and CSPs refdtegs and CSPs that are encrypted using an Approved
algorithm or Approved security function. Cryptographic keys and CSPs encrypted using\ppnoved
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algorithm or proprietary algorithm or method are considered in plaintext form, within the scope of this
standard.

IG 3.5 Documentation Requirements for Cryptographic Module Services

FIPS 1402 Section 2.1 Glossary of Terms does not provide a defirofservice. However, the standard does
give a few examples to illustrate the intended use of the teric&dEncryption, authentication, digital

signature and key management are mentioned as examples of cryptographic services on page iv. Origin
authentication, data integrity and signer nerepudiation are listed as the services provided by a digital

signatue. Show status and sé#fsts are mentioned in Section 4.3 as examples of services that do not affect the
security of the module.

A service is ay extenally operatorinvoked operation and/or function that can be performed by a
cryptographic module.

Queston/Problem

The termnonapproved security functiois not defined in the FIPS 14DGlossary of Terms, but is cited in

multiple places in the stalard,DTR and IG. It is central to the correct interpretatioh®f..2 andIG 1.19

How isnonapproved security functiotefined, and how is it interpreted in relation®1.2i F1 PS Appr oved
Mode of Op&ld3iiNeMmMppraoded Mode of Operationo?

Resolution
Definition of non-approved security function

FIPS 1402 is concerned spiically with approved and neapproved security functions: the tenon
approved security functiomust be dined relative to functions that claim security, rather than all
functionality outside the set approved security fictions The termsecurityis not defined in the Glossary of
Terms, butwithin the scope of FIPS 14®) is determined based on the Sect®bFunctional Security
Objectives, and the specific Section 4 Security Requirements derived from those objectives.

Security Function A cryptogmaphic algorithm, cryptographic key management technique, or authentication
technique that supports a claimsafcurity and meets the objectives stated in FIPS2188ction 3.

FIPS 1402 also uses the ter@ryptographic Algoritim, defined next for consistey with FIPS 14 and for
convenience in this IG.

Cryptographic AlgorithmAn algorithm whose intended futien is encryption/decryption, key establishment
(inclusive of key generation), message authentication, messagegiigesition, digital signate
generation/verification, or random number generation.

Annexes A, C and D provide the definitive currentfedipproved cryptographic algorithms. A cryptographic
algorithm that is not listed in one of the FIPS 248nnexes A, C or D) is norapproved.

A nonapproved security functiois any function within the scope of the module that relies on eapproved
cryptographic algorithm to support a claim of security.

Notes

Primitive computational and logical operations (e.glithgh, subtraction, multiptation, division, AND,
NOT, OR, and XOR) are used in cryptographic algorithms but are not themselves appiogigorithms.

A non-approved cryptographic algorithm or proprietary cryptographic algorithm is not a securtipfiuific

processed data cae kreated as plaintext without violating the Objectives stated in FIPR $&gtion 3, the
applicablerequirements in FIPS14@ Secti on 4, or the security rules spe
Policy.

Relationship of nonapproved cryptographic algorithms and the modes of operation

Non-approved security functiorshall not be used in the approved mode of @tien; however, noapproved
cryptographialgorithms may be used in the approved mode of operation if thappove algorithms are
not a secdty function. If a norapproved cryptographic algorithm is used by the module in the approved mode
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but is nota security function, the algorithehall be included in the list of neapproved algorithms in the
Security Policywlh t he cavealafifmed) seappenged to its name.

A nonrapprovectryptographiclgorithmshall not sharethe samékeys orCSFs thatareused by an approved
or allowed algorithnfor any cryptographic operation either the approved, or n@pproved mode, as this
counters Sgtion 3 Security Objectives by potentially releasing sensitive data and/or CSR(s).approved
cryptographt algorithm may still access or modify a CSP in the approved mode (undecatrititions laid
out in this IG), as long as the CSP is not uagplart ofa cryptographic operation, suehcryption/decryption,
key establishment (inclusive of key generatjonessage authentication, message digastmtion odigital
signature genetian/verification.The only exception to the rule explained in fingt sentence of this
paragraph, is the use of a rapprovedcryptographiclgorithm that utilizes appprovedDRBGfor any
purpose such as key establishmstandalone random number geration, hashing, data obfuscation, etc.
Despite access and maddétion of the state of the DRBG CSP(s) by a-approved algorithm, this is allowed
in both the approved ambn-approved modes of operatiddee the examples below for more information.

Paossible example scenarios of neapproved cryptographic algorithms in various modes of operation

Example scenarios of neapprovedcryptographicalgorithmsallowed in FIPS mode

1. Use of a norapprovedcryptographia | gor it hm t o fAobfuscated a CSP

For purposesf storage or certificate formatting.g. PFX) a module might:

1 XOR a CSP with a secret value

1 Encrypt or decrypt a CSP using a proprietary or-approveccryptographiclgorithm.
9 Store authentication data using MD5 or using HMB8BA-1 with a weak HMAC kg
1 Format certificate data using a napproved PKCS #12

Asnotedn Section 4.7, ACryptogr aph i-apprdved plgorittbnod CSPs e
proprietary algorithhror met hod are considered in plaintext fo

All Section 4 requirements must be satisfied when considering3fein plaintext form:

I The report description of CSPs must correctly describe the form of the CSP.

I The modulemust support zeroization of any CSPs stored internally in the foestwwibed
above.

1 If the obfuscated CSP is imported or exported, the modut meet the requirements for
plaintext CSP import or export.

This conclusion is consistent wils 7.16Acceptable Algorithms formBtecting Stored Keys and
CSPs

2. Use of an approved, neapproved or proprietg algorithm for a purpose that is not security relevant
or is redundant to an approved cryptographic algarith

a. Useof MD5inthe TLS1.0/1.1 KDF

SP 800135 RevlSection 4.2.1 describes the use of MD5 in conjunction with SHidthe
key derivation fungon, concluding that the TLS 1.0/1.1 KDF may be used within the
context of the TLS protocol (with provisionsrfvalidation of the companion approved
functions, SHA-1 and HMAC).

This use of MD5 does not conflict with the security of the approved secunityidns.

b. Storage device use of a PRF (e.g. XTS AES) for memory wear leveling (a technique for
prolonging theservice life of some kinds of erasable computer gmraedia). For best
results, a method with good statistical properties (i.e. a PRF) maytdarsvear leveling,
redundant to any other encryption or decryption performed by the module. This use of an
algorithm is not for a security purpose; it is tolpr@g memory life.
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A secure channel operated over an insecure communications channel

Considera module whose purpose is to provide-sm@&nd secure communications over an
insecure communications chann&hat channel may be plaintext or some method which
provides insufficient security, assumed to provide no greater security than plaintext.

Specfically, assume the module communicates over a normal, unprotected Ethernet,
provides approved end to end gmtion, decryption and message authentication, alsasel
initial authentication of the peer node, and meets all FIPS218€ction 4 requirementEhis
module can be validated.

Consider the same scenario but with wireless communications over WEP, WAR, &P
similar, where the purpose of the module igmedyfor insecurecommunications media.
The module must communicate with a WAP using theroanications protocols the WAP
provides. If the channel is treated as plaintext, and the module provides desmel
services that meet all FIPS t205ection 4equirements, to deny validation to such a
module because the communications media usesymmoved functions defeats the purpose
of the module, and is contrary to the intent of the CMVP as a program.

Non-approvedcryptographicalgorithm that uses an agwed DRBG for cryptographic
purposes

The module uses a n@pproveccryptographialgorithm b obfuscated a CSP
storage. The key used for o b f By doimgthisono i s
the DRBG changes its state, and therefore tRBG CSPs are modified. Despite the

modification and use of the DRBG CSPs within a cryptograpperation, this is allowed

because the DRBG is the exception to the rule laid out in this IG.

fi
i

3. Use of a norapproveccryptographicalgorithm as part of an appred algorithnthat claims security

a.

Use of GHASH within AES GCM

Although GHASH, alone, is a nespproved hashing function, it is used within an approved
AES GCM algorithm, and is therefore permittedenif the vendor claims security on this
algorithm However, if the vendor claims security on this function, theghitll not be used

in the approveé modefor any independent operation outsidgte approved algorithm.

Example scenarios of neapprovedcryptographicalgorithmsnot allowed in any mode

1.

CMVP

Non-approvedcryptographiclgorithm thassharethe samékey or CSRas an approved algorithm

a.

A DES dgorithm is encrypting data using a DES key Khis key is a part of a TriplBES
key K = (K1, K2, K3) whichis a CSP, as it may be used by an approveul&FDES

de

algorithm.ThevalueE=DEgQ( dat a) i s sent out Ahattacket he modul

caneasily break the singlBES encryption and recover K1, which will lead to the disclosure
of the TripleDES ke K.

Suppose a module generates, in full caemue withFIPS 1864, a key pair for an approved
RSA signature algorithnHowever, the module aldtas a norapproved RSA signature
algorithm not claiming any securityhis nonapproved RSA signature algomthcould use
the same RSA keygh a Tips ameppaoved signatwses iay be
broken by an attacker and the signing key mayelbevered, allowing the attacker to use this
key to sign whatheywant.

The reason the above two examplespaohibited is because they do not follow theee
rul e whi Aronapproaetceystagraghicalgorithmshall not sharethe same keys
or CSH that is used by an approved or allowed algorithm for any cryptographic operation in

either the approved, mon-approved mode . Even if the vendor <cl ai

nonapproved algorithms, they are still not allowed.
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Additional Comments

Thevendor must provide clear documentation and reasoning as to why tappavedcryptographic
algorithms carbe used irmnApproved Mode, i.e. not being used to meet the requirements of FIPS 140
sections 3 and 4lt is at the disretion of the CMVP taletermine if such usage of an algorithm fits within the
guidance laid out in this IG.
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Secti6myRegappbrc Modul e Ports and |

2.1 Trusted Path

Applicable Levels: Levels 3 and 4
Original Publishing Date: 12/23/2010
Effective Date:

Last Modified Date: 02/05/2019

Relevant Assertions: AS.02.16, AS.02.17,

AS.02.18 and AS.07.33

Relevant Test Bguirements:
Relevant Vendor Requirements:

Background

FIPS 1402 specifies the usef aTrusted Patlas ameans t@rotect plaintext CSPauding ther input or output
from a cryptographic module

The following requirements of FIPS 1-£20may apply:

- AS.02.16: (Levels 3 and 4Jhe physical port(s) used for the input and output of plaintext
cryptographic key camponents, authentication data, ad CSPsshall be physically separated
from all other ports of the cryptographic module or AS.02.17 must be satfied.

- AS.02.17: (Levels 3 and 4Jhe logical interfaces used for the input and output of plaintext
cryptographic key components, authenticatiordata, and CSPsshall be logically separated from
all other interfaces using atrusted pathor AS.02.16 must besatisfied.

- AS.02.18 (Levels 3 and 4)Plaintext cryptographic key components, authentication data, and
other CSPsshall be directly entered intothe cryptographic module (e.g., via arusted pathor
directly attached cable).

- AS.07.33: (Levels 3 and 4if split knowledge procealures are used, plaintext cryptographic key
componentsshall be directly entered into or output from the cryptographic modue (e.g., via a
trusted pathor directly attached cable) without traveling through any enclosing or interveniig
systems where the kegomponents may inadvertently be stored, combined, or otherwise
processed (see Section 4.2).

FIPS 1402 defines the Trued Path only in the Glossary section. The definition appears to be very general
and hard to interpret in prical cases. Furthewre, it is not obvious whether using the Trusted Path to meet
the applicable requirements of Secsdn2 and 4.7 of FIPS4D-2 applesto all CSPspnly to keys, or only to
those CSPs that are rthe cryptographic keys.

Question/Problem

What is the scopef Sections 4.2 and 4.7 of FIPS 12@vhen addressing the input and output of plaintext
cryptographic keys and other CSPs?

What is the definition of the 0-RcomglidtneecandRvhat dredthef or t he
applicable documentati requirements?
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Resolution

Sections 4.7, or, specifically, Section 4.7.4 of FIPS-24@ntains the requirements relatteethe input and
output of the plaintext cryptographic keys. The requirements of this section do not apblgrt€SPs. The
entryand output requirements of Section 4.2 apply to all CSPs.

Therefore, the input and output of keys must satisfy thacgiyé rules stated in both Section 4.2 and Section
4.7.4, while the input and output of the CSPs, such asyoaids, the key componts and the secret Vs are

only subject to the requirements of Section 4.2. An intermediate computational parametes, agbtlared

secret in a key agreement scheme, is considered a key for the purposes of this Implementatiwme @ aid

actual key an be derived from this intermediate value without the knowledge of any other CSPs. Otherwise,
this parameter is considera nonkey CSP.

The input and output requirements at Security Levels 1 and 2 are quite straightfortatid $ection 4.2 and
Section 4.7.4 and will not be further discussed in this Guidance. The requirements of Section 4.2 at Security
Levels 3 and 4re more complicated and involve the use of a Trusted Path.

A notion of the Trusted Path needs to be dafivhen the source oestination of the path is not under the
direct control of the cryptographic module. \Wikipedia article: https://en.wikipedia.org/wiki/Trusted path

defines theTrustedPatha s fa mechani sm that provides confidence

the user intended to communicate with, ensuring that attac&eitsintercept or modify whatever information
is being communicated. 0 toithe €onanort riteria standatds whicmudafikkee s a
the trusted path in a similar generic way.

For the purposes of the FIPS 12@ompliancethe mechaism mentioned in the above definitioha Trusted
Pathis a strong physical or cryptographic protectittere fist r ongo means t hat
- ifthis is a physical protection then the operator stays in control over the physical path and is able to
prevent any unauiorized tampering,
- if thisis a cryptographic/logical protection, then the CSPs that arensplatintextover the Trusted
Path are protected using the approwgedllowedcryptographic techniquesmployed by the Trusted
Path. These techniques includgyanmetrickey-based encryption using any AES or Trip&S
mode approved for data encryption, or an RSAWwegpping,and the strength of these techniques is

t

I,

r ef

sufficient to meet tlhasymmsticerEryptic & asedto progeCdPsect i ves

that arekeys then the encryption scherakall be compliant with the requirements$® 80038F.

If the Trusted Path relies on the physical protection of the CSPs, the SecuritysRaligpecify the
following:
- the physical characteristics thfe Trusted Path, with an explanation of how the Trusted Path will
protect the plaintext CSPs,
- thecontrols hat are used to maintain the Trusted Path, including the list of any physical tools (wires,
cables, etc.) needed to establish the Trusted Path,
- operator instructions for setup and operation of the Trusted Path,
- the specific characteristics ancesfication of the source or target of the Trusted Path relative to the
cryptographic module.

If the Trusted Path uses the cryptographic protection o€ 8ts, the Security Polighall specify the
following:
- the algorithms used to provide the cryptodriapprotetion,
- the strength of the cryptographic protection of the CSPs,
- operator instructions for setup and operation of the Trusted Path
- theUser Guidane for identifyingthe source or target of the Trusted Path relative to the cryptographic

module.

Please refeto IG G.13Module Information bullet numberfér specific guidance on how to document a
Trusted Path wthe certificate.
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Additional Comments

1.

Two other IGs apply to the input and output of cryptpbia keys, n addition to this onelG 7.7

provides various scenarios that apply to both physical and cryptograpkéction of keys when they are
either entered into or out gevetal exaples ofophysidaltdevicenthat ul e 6 s
can be used in key entrylG D.9 states which algorithms and key sizes approved or allowed when the
input and output of keys is protected by the cryptographic methidusrequiements stated itGs 7.7
andD.9 do not apply to the protectiaf the CSPs that are not keys. It is, however, strongly
recommended that if a module performsyamametrickey-based encryption (AES or TripRES) to

protect the input or output of ndeey CSPs, then an authentication encryption method is used, ginilar
the SP 806B8F requirements for the cryptographic key wrapping.

The AS.07.33 Derived Test Raigement, shwn above, addresses the input and output of plaintext
cryptographic kexomponents As these components are not keys, the remaining (not ddvgre
AS.07.33) key entry and output requirements of Section 4.7.4 of FIR3 dd®ot apply to thm. The
protection of these components relies on the Trusted Path which is defined in this Guidance.

It is possible for a module to get validated at défersecurity levels in Sections 4.2 and 4.7 of FIPS 140
2, as these sections are addressing tiiereint setof requirements. For example, a module can meet the
Security Level 3 requirements of Section 4.2 by inputting the plaintext cryptographicdiegshe

Trusted Path provided by a directly attached cable. However, this module will onliidagedhat

Security Levels 1 or 2 in Section 4.7, as the imported keys are neither encrypted nor entered in plaintext
using the split knowledge procedure$his example is consistent with the fact that the requirements of
Section 4.7 are stricter tharode of Sectin 4.2, hence, potentially, the lower validation level in Section
4.7.
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SectikRol 8s Services, and Aut hen

3.1 Authorized Rles

Applicable Levels: 2,3,and 4
Original Publishing Date: 05/29/2002
Effective Date: 05/29/2002
Last Mddified Date: 08/072017

Relevant Assertions:
Relevant Test Requirements:
Relevant Vendor Requirements:

Question/Problem
From FIPS 14 Section 4.3:

An operator is not required to assume an authorized role to perfornservices where cryptographic leys
and CSPs are not modified, disclosed, or substituted (e.g., show status,-sedts, or other services that
do not affect the security of themodule).

From FIPS 14 Section 4.3.3:

Authentication mechanisms may beaequired within a cryptographic module to authenticate an operator
accessing the module, and to verify that the operator is authorized to assume the requested role and
perform the sevices within the role.

Question/Problem

What arethe ®rvices that doot require an operatoin the appreed modeto assume an authorized role and,
therefore not beauthenticated, as requiréddSecurity LeveP, 3, or 4is claimed for Section 4.3?

Resolution

If a Security Level 2 or above is claimed for Section 4.3y@arator in the approved mosleall be authenticated
when assuming a role for all services utilizing approved security functions, with the following exceptions:

(&) The hash algorithmsivich are specifieth FIPS 1884 andFIPS 202

(b) The deterministic random number generators which are speiifield 80890A revl If the
DRBG servicds provided to an authenticategerator the entropy source seeding the DRBG
shall be completely contained within the bowamyg of the cryptographic module;

(c) Di gi t al signature verificati on FIPRIS862andERSi f i ed i n
186-4.

(d) Authentication procedures used for authenticating the operattoranitialization procedures to
setup the operator's authentication credentials; and

(e) Show status, selests, or other services that do petmt an operatoto modify, disclose or
substitute CSPand donot affect the security of the modube the sectity of the information
being protected by the module

Additional Comments

1. The reason for the stated eptiens is that the referenced algorithdwsnot create, disclose or modify
the modul ebs CSPs.
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2. FIPS1402 Section 4.3 t al ks rthelporposes df this |6 ,lamautizedeottd r ol e s .
is any defined roleSome of these defined roles maguire an operator to get authenticated before
the operator is authorized to assume the role.

3. Performing any service requires an assumption of a role |Ghitarifies under what conditions some
of the roles may remain unauthenticatéthen the FIPS 14Q standard states (see B&ckground
sectionabove) that an operator is not required to assume an authorized role to perform certain
servicesthis meanshat while the module may be validated at Security Level 2 or above in Section
4.3, a defined role my not require an authentication of an operfdothe role to perform these
services.

4. ltis stated in (e) in the Resolution section that an unauthentisateidte may not, at Security Levels

2 and above, cause a moTheérddistsanekceptionwthistulbre modul ed s
approved DBG may be called from an unauthenticated role, or even from a role that includes the
nonapproved servicekac h executi on of a DRBG may result in a

state parameters, whichear t he mo d u |1@ H$. TRisSmlisect madiication of the CSPs
is permissible because it does not result @mvtleakening of the CSPs or in a loss of their secrecy.

5, The zeroizati on of tectetl keysarfd C3Ps gerfomred as Fequiegdtidhn p r o
4760fFIPS142 i s not viewed as a 0 mkheréfoieitoteat i ono of t he
correspondingeroization service may be called from an unauthenticated role.

3.2 Bypass Capability iRouters

Applicable Levels: ALL

Original PublishingDate: 04/01/2009

Effective Date: 04/01/2009

Last Modified Date: 04/01/2009

Relevant Assertions: AS.3B.12 ard AS.(B.13
Relevant Test Requirements:

Relevant Vendor Requirements:

Background

A router is a particular type of cryptographic module vehgypass is typically applicable but has some unique

attributes. Typically, a router has an internal IP adsdtakle that contains entries for known addresses as well

as instructions sp#ying routing destinations and whether the packets are to be ¢etryppassed in

pl aintext. I n addition, i f an unknown atkBtorpakssitte ss i s f
a predetermined address unchanfed. defaulgateway)

Question/Problem

Is the cryptographic module subject to the bypagsirements of FIPS 14®if packets with an unknown IP
address are either dropped owieected to a predetmined address (e.g. default gateway)?

Resolution:

The bypass requements of FIPS 14 are not applicable if packets with an unknown IP addressdropped
unprocessed.

Packets with an unknown IP address that amirected to a predetermined addresg (default gateway) are
bypassing the mod ubypassequieements pf FIPS 1@@re applichblet h e

This IG is also applicabl®tcryptographic modules that are offering an exclusive bypass capability or no
bypass capability at all.
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3.3 Authentication Mechanisms for Software Modules

Applicable Levels Levels 2, 3, or 4
Original Publishing Date: 05/02/2012

Effective Date:

Last Modified Date: 05/02/2012

Relevant Assertions: AS03.31 and AS03.32
Relevant Test Requirements:

Relevan Vendor Requirements:

Background

A cryptographic module manplement authentication mechanisms to authenticate an operator accessing the
module and to verify that the operator is authorized to assume the requested role and perform services within
tha role. Depending on the security level, a cryptographic modalesupport roldased or identitpased
authentication.

Question/Problem

Can a stiware modulelG 1.16 rely on the authentication mechanisms empdopethe operating
environment rather than implemented expliciilythe software module within the software modules logical
boundary?

Resolution

If a software cryptographic module supports either-b@sed or identitpased authentication, the
authentiation mechanismshall be implemented within the logical boundarfythe module with the following
exception

1 If FIPS 1402 Section 4.80peratirg Environments validated at Level 2, 3, or 4, the authentication
mechanisms employed in the operating emvinent may be used to meet #l®S 1402 Section 4.3
authenticatin requirements. If roldbased authentication is claimedRiPS 1462 Section 43, then
the operating environmenhall satisfy either the rokeased or identitypased requirements FIPS
140-2 Section 4.3. If identiybased authentication is claimedrPS 1402 Section 4.3, then the
operating environmershall satisfy identitybased requirements iRIPS 1462 Section 4.3.

o If the operating environment requires special configuratiomggttio satisfy the selected
authentication method IRIPS 1462 Section 4.3, the configuration settingsall be defined
in the Security Policy,ra the Security Policghall indicate that the Crypto Officer Role is
responsible for ensuring the configuoatisettings are properly set for the module to operate
in anappioved mode of operation.
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3.4 Multi-Operator Authentication

Applicable Levels Levels 2, 3 and 4

Original Publishing Date: 05/02/2012

Effective Date:

Last Modified Date: 05/10/2017

Relevant Assertions: AS03.16, AS03.17,
AS03.18, AS03.19 and
AS03.20

Relevant Test Requirements:

Relevant Vendor Requirements:

Background

AS0316: (Levels 2, 3, and 4) Depending on the security level, the cryptographic moduleall perform at
least oneof the following mechanisms to control access to the modulele-based authenticatioror
identity-based authentication

AS03.17: (Level 2)f ro le-based authentication mechanisms are supported by the cryptographic module,
the moduleshall require that one or more roles either be implicitly or explicitly selected by the operator
and shall authenticate the assumption of the selected role (or setmies).

AS03.19: (Level 3 and 4)f identity -based authentication mechanisms are supporteby the
cryptographic module, the moduleshall require that the operator be individually identified, shall
require that one or more roles either be implicitly or expicitly selected by the operator, andshall
authenticate the identity of the operator andthe authorization of the operator to assume the selected
role (or set of roles).

Question/Problem

A modulemay implemenseparatelylefinedoperator role whichhavedifferent authentication claims. For
examplethe Crypto Officer CO) role implementsdentity-based authentation while the Userole
implementsole-based authenticatiofCase 1). In anothexamplethe COrole implementgole-based
authenticationwhile the Userole does not implement arguthentication(Case 2). There is also a possibility
of the CO and Useawles each supporting released as well as the identiyased authentication (Case 3):
some of the operators who are assuming a given rolaitirerdicated using the relmsed credentials, while
others, who will also assume this role, pass an idebéised authentication. Are these implementations
compliant with the requirements of Section 4.3 of FIPS248and, if so, at what security level?

For the above scenarios, it is assumed that appsm@dity services are included in each assumed role.
Shauld there be an exception to the operator authentication requirement when the approved security functions
do not affect the security of the module

Resolution:
Following are the resolutions for thethree scenarios from the Question/Problem section above.

1. The first cas€Case 1)s compliant to FIPS 14Q Section 4.Decausdor the purposes of the FIPS 120
validation,identity-based authenticatiois consideredo be meeting theole-based authentation
requirement. Both the CO and the User operatoragiéenticated to accetfse approvedecurity
servicesThe section security level is 2 because it is the lower of the two authentication methods
described.

The security plicy shall identify all roles, and for each role, tteithenticabn method (i.eeitherrole-
basedor identity-based.

2. Inthe second case (Case 2) the module is compliant to FIRS $d6tion 4.3 level 2 only if the
unautheritcat ed User role does not <call a ng/3.1foethevi ces
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definition of such services. Otherwise, FIPS 12@ection 4.3 is annotated at level 1 and only the level 1
assertios are addressed.

3. The Case 3 scenario is also compliant with FIPSZ.4ithe vendor can claim compliance witbcsion
4.3 only atsecuritylevel 2.The test report addresses each role at security level 2. The securitygbalicy
explain how the authentitan may be performed for each role.

Additional Comments

1. 1G 3.1addessesuthenticated roles fopprovedsecurity services and nauthenticated services.
2. In Case 3, the module can only be validated at levelSeiction 4.3 because the rblased authentication
is also available to the module.
3. Other mixed cases aresalpossible. There is sufficient infoation in this Implementation Guidance to
determine how to treat each of these cases and what willbegheavl | security | evel of
validation in Section 4.3. For example, the User role can have botllsas#d and an identidyased
authentiation, while the Crypto Officer role always requires an idesiiiged authentication. As shown
above, sucimodule is validated at security level 2 in Section 4.3, unless the User role only calls the
services that arexceptions identified ilG 3.1as n ot affecting the modul ebds se¢
t h e moSeaidnd.8 may be validated at security level 3.
4. When the module supports both the fbésed and the iddty-based authentication, either within the
same role (as in Case 3 above) or by the different roles (as in Case 1), the testing laboratavyitinpen
the TestReporshalls el ect tAet il deoaptiitgn i n the Modaquiee | nf or m
the testing laboratory to address in the Test Report both the level -bés#d) and the level 3 (identity
based) assertions.

3.5 Docunentation Requirements for Cryptographic ModB&rvices

Applicable Levels: All

Original Publishing Date: 07/25/2013

Effective Date:

Last Modified Date: 11/15/2016

Relevant Assertions: AS.03.14, AS.14.07
Relevant Test Requirements: TE.03.14.01, TEA.07.01
Relevant VendoRequirements:

Background
From FIPS 14 Section 4.3.2 and Appendix C:

AS03.07:(Levels 1, 2, 3, and 4) Serviceshall refer to all of the services, operations, or functions that can
be performed by the cryptographic module.

AS03.08: (Levels 1, 2, 3, and 4) Service inputgall consist of all data or control inputs to the
cryptographic module that initiate or obtain specific services, perations, or functions.

AS03.09: (Levels 1, 2, 3, and 4) Service outputball consist ofall data and status outputs that result
from services, operations, or functions initiated or obtained by seree inputs.

AS03.10: (Levels 1, 2, 3, and 4) Each séce input shall result in a service output.

AS03.14: (Levels 1, 2, 3, and 4) Documentatiatinall specify:
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91 the services, operations, or functions provided by the cryptographic module, both Approved
and non-Approved, and

1 for each service provided by the modle, the service inputs, corresponding service outputs, and
the authorized role(s) in whichthe service can be performed.

AS14.07: (Levels 1, 2, 3, and 4) The security poliehall specify: all services provided by the
cryptographic module.

Question/Prodem

FIPS 1402 Section 4.3.2 Roles, Services, and Authentication lays out requiremesgs\iime inputs, service
outputs, correlation between inputs and outputs, and access control on the seraigbsiized roles as stated

in the Background sectioabove. Nevertheless, it does not specify what operations or functions that can be
performedby the cryptographic module are considered as services. The statement that Seallicefer to all

of theservices does not answer the question what is corsi@sra service and must be documented in a security

policy.

FIPS 1402 Section 2.1 Glossgaiof Terms does not provide a definition of service. However, the standard does
give a few examples to illustre the intended use of the term Servigacryption, authentication, digital
signature and key managemerdre mentioned as examples of cryptogiepservices on page iNOrigin
authentication, data integrityand signer norrepudiation are listed as the séces provided by a digital
signature Show statuandselftestsare mentioned in Section 4.3 as examples of services that do not affect the
sealrity of the module.

What is the definition of service in the context of FIPS-220/hat is the expected/kd of granularity to specify
a servicen order to meet the referenced requirements? Do all services need to be documented in the security
policy, including the services that are not securélevant or not specified in FIPS :205ection 4.3.2?

Resoluion

Services of a cryptographic module are tbpleveloper ati ons and/ or functions th
main functionality provided thrah its external interface. The services that are commonly provided by a
cryptographic module are among Encigpt Digital Signature operations, Key Derivation Functions, Key
Establishment Schemes, Message Authentication, Random Number generation, Sashirey, HUser
Authentication, Seltests, key Zeroization, Show Status, Protocol Handshake, Signature Opgmition

FIPS 1402 statesinambiguously thadlls er vi ces need to be documented in th
applies tahe following goups
1. services that use approved (i.e. including allowed) security functions and mechiduasare

availabe for use in an approved mode of operation,

2. services that do not use any security functions (i.e. approved apmoved), but are described i
FIPS 1402 Section 4.3.2 (e.g. Show Status service),

3. services that use neapproved security functions orechaisms and therefore not available for use
in an approved mode of operation,

4. services that may perform actions that are not addressed inabe falllets An example of such
service would be fii mage mani pulation. o

The security plicy shall list each sevice individually that belongs to groups 1 to 3, asA®14.07 When
reporting cryptographic services in groud@,14.1provides the guidance for level of detail.

For services that belong to group 4, the securiticpahall either list them individually in the same manner as
all other services, or provide a reference to separate external document wheserthiese are documented.
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A referenceshall include the document name, version number, release date andehd@uiment can be
publicly acquired (e.g. a provided URL).

The description of each serviskall address the requirements in FIPS -P48ppendixC.3.2.

All module security functions listed i8S01.12shall map to at least one defined security service.
Additional Comments

A service is any externally operator invoked operation and/or function that can be performed by a
cryptographic module. A seioe shall correspond t@ specific task ocallable function to be performed by the
module

Services providetly asoftware module are not required to have-tmaene correspondence to the API

functions implemented by the module. A service (e.g. Randombidu@eneration) may invoke a group of

API functions. On the other hand, an API function may provide diffexemnices (e.g. symmetric encryption

vs. asymmetric encryption) depending on the different values of some or all of its input parameters. A vendor
may choose to document services in terms of API functions if appropriate. Nevertheless, API functions are not
requred to be the only way to specify services.
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Sect rPiNnni4dt e St ate Model
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Sect tlPPmy i cal Security

5.1 Opacity and Probg of Cryptographic Modules with Fans, Ventilation
Holes or Slits at Level 2

Applicable Levels: Level 2
Original Publishing Date: 02/10/2004
Effective Date: 02/10/2004
Last Modified Date: 02/10/2004
Relevant Assertions: AS.5.49
Relevant Test Requingents: TE05.49.01
Relevant Vendor Requirements: | VE.(6.49.01

Background

Cryptographic moduletypically require the use of heat dissipation techniques that can include the use of fans,
ventilation holes or slitsThe size of these openings inthemodufe encl osur e, or the spaci
blades, may allow the viewing or possible probing affindl componets and structures within the

cryptographic module.

Question/Problem

How do the opacity requirements of FIPS f28ffect the design of the headissipation techniques on those
cryptographic modules at Security Level&ould thecryptographic module pvent probing through the
ventilation holes or slits at Security Level 27?

Resolution

The following are the physical security requirements for ruliip standalone module at Security Level 2
pertaining to opacity and probing:

1 the enbodiments that are erglly contained within a metal or hard plastic productipade enclosure
that may include doors or removable covers (Security Level 1 requirerapdt);

9 the enclosure of the cryptographic modsifell be opaque within the visible spectrum.

Probing Requirements

Probing is not addressed at Security Levét@bing through ventilation holes or slits is addressed at Security
Level 3 AS.05.2).

Opacity Requirements

The purpose of the opacity requiremento deter direct observation of the cryptographic mdidide i nt er nall
components and design information to prevent a determination of the composition or implementation of the
module.

Amoduleisconsidece fiopaqueodo only if it inspaationwithinthevisidlet er mi ned &
spectrum using artificiaight sources shining through the enclosure openings or translucent surfaces, the

manufacturer and/or model numbers of internal components (ss@eeific IC types) and/or design and

composition ifiormation (such as wire traces and interconnections).

Component outlines may be visible from the enclosure openings or translucent surfaces as long as the
component &s manuf act urde/rora ncdo/nopro smotdieoln naunndb eirnsf,oramat i o
design cannot be determined.

All components within the bawdary of the cryptographic module must meet the opacity requirements of the
standard. Excluded nesecurity relevant components do not have totrtieese requirements.
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Additional Comments

Note: Visible light is defined as light within a wavelength rangd@¥nm to 750nm.

5.2 Testing Tamper Evident Seals

Applicable Levels: Levels 2,3 and 4

Original Publishing Date: 09/12/2005

Effective Date: 09/12/2005

Last Modified Date: 09/12/2005

Relevant Assertions: AS.05.16, AS.05.35, AS.05.36, AS.05.37, ABBOBS.05.50f
Relevant Test Requirements:

Relevant Vendor Requirements:

Question/Problem
What level of testing and scope of testing shdaddapplied when testing tamparident seals?
Resolution

If a module uses tamper evident labelshidll notbe possible to remove or reapply a label without tamper
evidence. For example, if the label can be removed without tamper evidence, and trebshoamnlbe re
applied withoutamper evidence, the assertion fails.

Conversely, if any attempt to remove thbel leaves evidence, or removal andgpplication leaves evidence,
or the label is destroyed during removal, the assertion passes. Thisthegahe GT laboratoryshall have to
use creative ways (e.g. chemically, mechanically, thermally) to remiabekwithout evidence and without
destroying the original label, and be able t@pply the removed label in a manner that does not leave
evidence.

Additional Comments

It is outof-scope for an attacker to introduce new materials to cover up evidetimattack.

5.3Physical Security Assumptions

Applicable Levels: ALL

Original Publishing Date: 03/10/2009
Effective Date: 03/10/2009
Lag Modified Date: 03/10/2009

Relevant Assertions:
Relevant Test Requirements:
Relevant Vendor Requirements

Background

Extracted from FIPS 1402 Section i OVERVIEW:
FIPS 1401 was developed by a government and industry working group comfdsetth operators and

vendors. The working group identified requirements for four security levels for cryptogmaodules to
provide for a wide spectrum of data sensitivity (daw value administrative data, million dollar funds
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transfers, and life priecting data) and a diversity of application environments (e.g., a guarded facility, an
office, and a completgunprotected location). Four security levels are specified fohedd 1 requirement
areas. Each security level offers an increase in secavity the preceding level. These four increasing levels
of security allow coseffective solutions that are amgpriate for different degrees of data sensitivity and
different apflication environments. FIPS 14Dincorporates changes in applicable standaadsl technology
since the development of FIPS 1#@s well as changes that are based on comments receivedhfieovendor,
laboratory, and user communities.

The use of a validad cryptographic module in a computer or telecommunications system isfiei¢sufo
ensure the security of the overall system. The overall security level of a cryptographic modble cnasen

to provide a level of security appropriate for the séyuequirements of the application and environment in
which the module is toe utilized and for the security services that the module is to provide. The responsible
authority in each orgnization should ensure that their computer and telecommunicatoensy that utilize
cryptographic modules provide an acceptable level of sgcimi the given application and environment.

The importance of security awareness and of making informsgiouarity a management priority should be
communicated to all userSince information security requirements vary for different applications,
organizations should identify their information resources and determine the sensitivity to and the potential
impad of losses. Controls should be based on the potential risks anttldh® selected from available
controls, including administrative policies apdocedures, physical and environmental controls, information
and data controls, software development and &ition controls, and backup and contingency planning.

FIPS 1402 does not specify the required strength ofapprovel security functions thahay be implemented
within a cryptographic module at each security level. Allowable strengths are addrei§3&dSrThereforea
Level 1 module may implement the same security strength of an eoorfymtiction as a Level 4 module.

The four physical security levels of FIPS 12@re focused on the protixt of the modules CSRy the

module itself independenf the environment the module is deploy@tierefore selection of a security level

is greatly influenced by the environment the module is to be deployed. At a Level 1 security level, which does
notitself provide physical security protection, in the tighvironment, may be an acceptable solution because
the environment provides the requinguysical security protection features.

A softwarecryptographic module is not subject to the physical $gcrequirements of this standard. The
following resolution assumes the host platform is not subject to the physical security requirements of FIPS
1402.

Question/Problem

What are the assumptions that have defined the protection, attack types and oplesitothe FIPS 14Q
physical secuty requirements for which a cryptographic module itself provides at each security level?

Resolution

Level 1

Protection Provided:

No physical protection of CSPs; access assumed

Hardware: probing and observationamimponents assumed
Software: access mwperating environment, applications and data assumed

User Assumptions:
Correct operation of thapprovel cryptographic services and security functions
All attacks result in access to CSPs and data (plaintextiphdrtext) held within the module

Opeaator is responsible for the physical protection of the module

*Value or sensitivity of data protected the module is assumed negligible in an unprotected environment
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Attack Type:
Passive attacko gain immedate access to CSPs and data held by the module
Attack Characterization/Testing Assumptions:

No prior access to the module is assumed
No toolsand materials are assumed needed

Value:
The module provides correct operation of securitycfions and seices. Protection of the plaintext
CSPs and data held within the module is provided by the operator of the module (e.g. the environment
the modulemay be used)f the module is used in an unprotected environment, then the module
should nothold or maintai unprotected plaintext CSPs or data.
Level 2

Protection Provided:

Observable evidence of tampering

Physical boundary of the module is opada prevent direct observation of internal security
components

Hardware: probing is assumed

Software: logial access protection of the cryptographic modules unprotected CSPs and data is
provided by the evaluated operating system at EAL2

User Assumptins:
Correct operation of thapprovel cryptographic services and security functions
All attacks result in aess to CSPs and data (plaintext and ciphertext) held within the module
Operator is responsible for the physical protection of the module

*Value or sensitivity of data protected by the module is assumed lominntected environment

Attack Type:
Active attacko gain immediate access to CSPs and data held by the module

Attack Characterization/Testing Assumptions:
No prior access to th@odule is assumed
Readily available low cost tools and materialsahhére on hand at time of attack
Attack time is assumed to be low

Value:
The module provides correct operation of security functions and services. Protection of the plaintext
CSPs ad data held within the module is provided by the operator of the md¢dlg. the environment
the module mayd®used)The operator of the module is aware by tamper evidence that internal
information may be compromised. If the module is used in an unpedteavironment, then the

module should not hold or maintain unprogetplairtext CSPs or data which havenamderate or
high value.

Level 3
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Protection Provided:

Observable evidence of tampering

Physical boundary of the module is opaque to predeatt observation of internal security
components

Directentry/probing attacks prevented

Strong tamper resiant enclosure or encapsulation material

If applicable, active zeroization if covers or doors opened

Software: logical access protection of tiigptographic modules unprotected CSPs and data is
provided by the evaluated operating system at EAL3

User Assumptions:

Correct operation of thapprovel cryptographic services and security functions
Non-direct attacks result in access to CSPs ana @ddintext and ciphertext) held within the module

*Value of data protected by the module is assumed migdi@ran unprotected environment

Attack Type:

Moderately aggressive attat® gain immediate access to CSPs and data held by the module

Attack Characterization/Testing Assumptions:

Value:

Level 4

Prior accss to or basic knowledge of the module is assumed

Readilyavailable tools and materials

Actual attack time is assumed to be moderate (this does not incluasgdend gaining prior access or
basic knowédge of module)

The module provides correoperation of security functions and services. Protedfdhe plaintext

CSPs and data held within the module is provided by the operator of the module (e.g. the environment
the module may be used) aogl the physical protection mechanisms of the mo¢kiig. strong

enclosure, tamper response for covers amigjaeterrent of probingJhe operator of the module is

aware by tamper evidence that internal information may be compromised. An attacknisditated

but will be of moderate difficultylf the module is used in an unprotected environment, then the

module should not hold or maintain unprotected plaxt CSPs or data which have a high value

Protection Provided:

CMVP

Observable evidenasf tampering

Physical boundary of thmodule is opaque to prevent direct observation of internal security
components

Direct entry/probing attacks prevented

Strong tamper resistant enclosure or encapsulation material

If applicable, active zeroizatidhcovers or doors opened

A complete englope of protection around the module preventing unauthorized agtetnpiysical
access
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Penetration of the modul ebs enclosure from any di
detected resulting in immedézeroization of plaintext CSPs or sevdanage to the module

rendering it inoperable

Non-direct attacks preented

Software: logical access protection of the cryptographic modules unprotected CSPs and data is

provided by the evaluated operating systera/AlL4.

User Assumptions:

Correct opertion of theapprovel cryptographic services and security functions
Module is tamper resistant against all physical attdeffimed in the standard.

*Value of data protected by the module is assumed high in@otected environment
Attack Type:

Aggressive attacko gain immediate access to CSPs and data held bydtiale
Attack Characterization/Testing Assumptions:

Prior access to or advanced knowledge of the module is assumed
Specialized tools and mails.

Temperature and voltagdtacks

No time restriction on attack

Value:

The module provides correcteqtion of security functions and services. Protection of the plaintext
CSPs and data held within the module is provided by the operator of théenfe.g. the environment
themodule may be used) and by the physical protection mechanisms of the magludegag

enclosure, tamper response for covers and doors, complete envelope of protection and penetration
detection resulting in immediate zeraiion of plaintext CSPs, voltagand temperature assurance).

The operator of the module is aware by tampedevie that the adule was attagdd. The module

shall zeroize all unprotected CSPs before an attacker can compromise the module. An attack is pre
meditatedwell-funded organizel and determined.

Additional Comments

*Discussion of the value of the data f@eted by the module does not consider physical protection provided by

the operator to supplement the minimum physical security requirementsholeeal in FIPS 14@2. As an

exampl e, a user of Level 1 modul e umdinygtheambduledrgiu ar d s , gu
therefore may be comfortable in protecting more valuable information.

Attack times of low and moderate are subjective ankdé on the experience and k&il an attacker and
techniques employed. FIPS 12Merived Test Requiremerdaad FIPS 144 and FIPS 14@ Implementation
Guidance provide further guidance for the tester for each security level.
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5.4 Level 3: Hard Coahg Test Methods

Applicable Levels: Level 3

Original Publishing Date: 01/27/2010

Effective Date:

Last Modfied Date: 06/15/2010

Relevant Assertions: AS.(56.28,AS.%5.39 andAS.(%.52

Relevant Test Requirements: TE05.28.02, TE05.39.06 and TE05.52.02
RelevantVendor Requirements:

Background

AS.05.28: (SingleChip - Levels 3 and 4) Either the cryptographic nodule shall be covered with a hard
opaquetamper-evident coating (e.g., a hard opaque epoxy covering the passivation).

TEO05.28.02: The testeshal verify that the coating cannot be easily penetrated to the depth of the
underlying circuitry, and that it | eaves tamper evidence. The inspection mugerify that the coating
completely covers the module, is visibly opaque, and deters direct observatigmpbing, or
manipulation.

AS.05.39: (Multiple-Chip Embedded- Levels 3 and 4) the multiplechip embodiment d the circuitry
within the cryptographic module shall be covered with a hard coating or potting material (e.g., a hard
epoxy material) that is opajue within the visible spectrum.

TEO05.39.06: (Option 1- Utilize a hard opaque material) The testershall verify by inspection and from
vendor documentation that the module is covered with a hard opaque material. The documentation
shall specify the materal that is used. The testeshall verify that it cannot be easily penetrated to the
depth of the underlying drcuitry. The tester shall verify that th e material completely covers the module
and is visibly opaque within the visible spectrum.

AS.06.52: (Multiple -Chip Standalonei Levels 3 and 4) the multiplechip embodiment of the circuitry
within the cryptographi c moduleshall be covered with a hard poting material (e.g., a hard epoxy
material) that is opaque within the visible spectrum.

TE05.52.02: (Opton 17 Covered with a hard opaquepotting material) Encapsulate within a hard,
opaque potting material. The estershall verify from vendor documentation and by inspection, if
internal access is possible, that the circuitry within the module is covered thia hard opaque potting
material. The documentationshall specify which potting material is used and its hardess
characteristics.

Question/Problem

What kind of testing is expected to be performed at Level 3 to verify that the hard coating or pottirigl mat
that encapsulates the cirtyiis hard?

Resolution

Within the scope of FIPS 148 the termhardis ddined as:

Hard / hardnessthe relative resistance of a metal or other material to denting, scratching, or bending;
physically toughened; ruggeand durable. The relative resistas of the material to be penetrated by another
object.

Test methodshall be consistent withG 5.3that addressesmaoderately aggressive attaakLevel 3
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Thetest methodshall at a minimumaddress thardness characteristics of the epoxy or potting matesial
follows:

1. Attempsto penetrate the material layp instrument (e.g. awpointed handheld tool, etc.) usiag
moderately aggressivamount of force to the depth thfe underlying circuitryThe se of adrilling
or grindingmotionis outof-scope

2. The use of an instrumentth amoderately aggressivamount of force to pry or break the material
away from the underlying circuitry (e.g. insert a pry instrument abtlwmdary of thepoxy or
potting materialand another material/componéatg. PCB board)).

3. The use of anocerately aggressivamount offlexing or bending force to crack or break the material
awayfrom or exposehe underlying circuitry

During testirg the module should be consistently assessed to determine if serious damage has occurred (i.e. the
modulewill eithercease tdunctionor the modulds unable tdunction).

The manufacturing methaahich isused to apply the epoxy or potting matesiadll be reviewed to
determindf voids or pocketsnay exist that could create an exposaraveaknessThe aboe testingshall
exploit thoe areas.

Module hardnessestingshall be performedat thevendos specified nominal operating temperatimethe
moduleand at thezendos specified lowest and highest temperature that the module will not be damaged (e.g.
during storge, transportatidshipping, etg. If no specification is provided, hardness testihgll be

performed by the laboratory at ambienhfeerature.

The Security Policghall (AS.14.05 specify thenominal and high/low temperature range thatrtteelule
hardnessesting was performedf the module hardness testing was only performed at a single temperature
(e.g. vendor provided only a nomail temperature or the vendor did not provide a specification), the Security
Policy shall clearly state thatie module hardrss testing was only performed at a single temperature and no
assurance is provided for Level 3 hardness conformance at anyestiparature.

At Level 3, testing methods at all embodiments (singlehip, multi-chip embedded and multichip
standalone)shal notconsist of drilling, milling, cutting, burning, melting, grinding or dissolving the
epoxy or potting material, in order to gain access to the underlying circuitry. These types of "attacks"
are addressed by Level 4 physical security @nare consistentwith FIPS 1401 Implementation Guidance
IG5.7

Additional Comments

While the above test methods may be applicabRhgisical Security.evel 3 for anodule which is protected
by a strong enclosure or includes doors or removable cohers$(xt does nospecificallyaddresshosetest
methods.
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5.5 PhysicaBecurity Level 3 Augmented with EFP/EFT

Applicable Levels: Level 3
Original Publishing @te: 12/23/2010
Effective Date:

Last Modified Date: 12/23/2010
Relevant Assertions: AS.%.60
Relevant Test Requirements:

Relevant VendoRequirements:

Background

AS.05.60: (Level 4)The cryptographic module shall either employ environmental failure protection
(EFP) features or undergo environmental failure testing (EFT).

Question/Problem

EFP/EFT is a Level 4 Physical Security requiratn€an a module that only claims Level 3 physical security
also claim EFP/EFT?

Resolution
A module that hasden designed only to meet Level 3 physical security in FIPS213é€ction 4.5 can
augment the Level 3 requirements with the Section 4.5 EFP/Efilreenents.

The CMVP provided test reporting to@RYPTIK) was modified to dbw this scenario wher&IPS 40-2
Section 45 is claimed at LeveB andt h EFPEF© o0 p t i 0 n inthes Modutelinbbenatierdpanerhis
requires thdestinglaboratoryto addressoththe Level3 physical security requirements and the Level 4
EFP/B-T assertions while keeping éloverall sectiomnnotated akevel 3.

As indicated inG G.13 the validation certificate will be antated as either:
-Physical Security: Level 3 +EFP

-Physical Security: Leve3 +EFT
-Physical Security: Leel 3 +EFP/EFT
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SectiOmeati onal Environment

6.1 Single Operator Mode and Concurrent Operators

Applicable Levels: All

Original Publishing Date: 03/10/2003
Effective Date: 03/10/2003
Last ModifiedDate: 04/24/2003
Relevant Assertions: AS.6B.04
Relevant Test Requirements: TE06.04
Relevant Vendor Requirements: | VE.06.04

Background

Historically, for a FIPS 14Q and FIPS40-2 validated software cryptographic module on a server to meet the
singleuser requirement of Security Levelthe server had to be configured so that mmguser at a time

could access the serv@iis meant configuring the server Operating System (O®)a only a single user at

a time could execute processes (includingtographic processes) on the ser@ansequently, servers were

not being used as intended.

Question/Problem

AS.06.04st ates: #A(Level 1 Qhmall bg jestrittd te a Iingle apexrator mode o6 y st e m
operation (i.e., concurrent operatorsarg p | i c i t | Whaeixtleeldfnitoa df foacurrent operators in

this contextSpecifically, may Level 1 software modules be implemented on a server and achieve FIPS 140
validation?(Note: this question is also applicable to VPN, firewalls)etc.

Resolution

Software cryptographic adules implemented in client/server architecture are intended to be used on both the
client and the servefhe cryptographic module will be ustmprovide cryptographic functions to the client

and server applicationg/hen a crypto module is implementeda server environment, the server application

is the user of the cryptographic modulée server application makes the calls to the cryptoggapbdule.
Therefore, the server application is the single usénetryptographic module, even when theseer

application is serving multiple clients

Additional Comments

This information must be included in the nproprietary security policy.
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6.2 Applicability of Operational Environment Requirements to JAS#art
Cards

Applicable Levels: All

Original Rublishing Date: 04/08/2003
Effective Date: 04/08/2003
Last Modified Date; 09/11/2003
Relevant Assertions: AS.®.01
Relevant Test Requirements:

Relevant Vendor Requirements:

Background

FIPS1402 st ates (Secti on 4. 6 mixdeperaional enviemhmerk refers to astatice nt ) A/
nortmodifiable virtual environment (e.g., a JAVA virtual machine on apagrammable PC card)ith no
underlying general purpose operating sygsteu pon whi ch the operational enviro

QuestionProblem

Does the FIPS 1402 statement mean that a smart card implementing anuatifiable operating system (e.g.,
like the ones currentlysed today in most smart cards) that accepramdAVA applets (whether validated or
not) is a limited opextional environment?

Resolution

The CMVP cannot issue a general statement that applies to all JAVA card modules since functionality and
design carvary greatly from module to module. The deteration is left to the ST laboratories, which have

the complet module documentation available to them. In gepkaabever, a JAVA smart card module with

the ability to load unvalidated applets pwatidation is considered to havenaodifiableoperational

environment and the Operational Environment requiremerfitR8 1402 are applicable.

A JAVA smart card module having a modifiable operational environment which either:
a) is configured such that the loadinf any applets is not possible, or

b) loads only appletthat have been tested and validdtedither FIPS 1&1 or FIPS 14,

could be considered to havdiraited operational environment and have the FIPS-24Dperational
Environment requirements g&m of the module test report markasiNot Applicable

The validated JAVA smart card cryptographic modulest use aapprove authentication technique on all
loaded applets. The modudiall also meet, at a minimum, the requirement8$f09.34, AS.09.35, AS.10.03
andAS.10.04 as well @ any other applicable assertioMgalidation of the cryptographic moduile maintained
through the loading of applets that have either been tested and validated during the validation effort of the
smart card itself othrough an independent validationcaetf(i.e., the applet itself has its own validation
certificate number).

The security policy of the validated smart card module must state whether:

i The module can load applets postidation, validated or not (Noté:the module can load nen
validatedapplets posvalidation, the security policy must clearly indicate theet modul eds val i da
to FIPS 1401 or FIPS 14€ isno longer validonce a notvalidated applet is loaded);

i Any applets are contained withinetivalidated cryptographic module aifdso, must list their name(s)
and version number(s).
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Additional Comments

The name(s) and version number(s) of all applets contained within a validated cryptographicamaidée
Il isted on the micCHUWPwebsieentner ti fi cate a

6.3 Correction to Common Criteria Requirements on Operating System

Applicable Leels: All

Original Publishing Date: 03/29/2004

Effective Date: 03/29/2004

Last Modified Date: 03/29/2004

Relevant Assertions: AS.®.10,AS.®.21 and
AS.(6.27

Relevant Test Requirements: TE06.10, TE06.21 and TE06.2

Relevant VendoRequirements: VE.6.10,VE.(%6.21 and
VE.(6.27

Background

Depending on how assertioAS$.06.1Q AS.06.21andAS.06.27are read, they could be interpreted as the OS
upon which the module is running on has to meet ALL of the listed PPs in Annex B at EAL2, EAL3 and EAL4
respetively. Thi s i s because of the plugal at the end of

Question/Problem

Must theOS upon which the module is running cashto meet ALL of the listed PPs in Annex B at EAL2,
EAL3 and EAL4 respectively?

Resolution
No, the requiremes should be interpreted to read as follows:

1 ForAS.06.10

an operating system that meets the fiomal requirements specified &Protection ofile listed in
AnnexB and is evaluated at the CC evaluation assurance level EAL2

M ForAS.06.21 the first satence:

an operating system that meets the functional requirements specifi@idtection Profe listed in
AnnexB.

1 ForAS.06.27 the first £ntence:

an operating system that meets the functional requirements speciéi@dtection Profile listeth
AnnexB.
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6.4 Approved Integrity Techniques

Applicable Levels: All

Original Publishing Date: 01/21/2005
Effective Date: 01/21/2005
LastModified Date: 01/21/2005
Relevant Assertions: AS.(.08
Relevant Test Requirements: TE06.01.0102
Relevantvendor Requirements: VE.(%6.08.01

Background

FIPS 1402 Section4.6. 5t at es t hat #AA cr ypt apgrova ptegritgtechmjue eg.ni sm us i
approvel message authentication code or digital signature algorithail)be applied to all cryptagphic
software and firmware components withinthe cryptagp hi ¢ modul e. 0o

Question/Problem
What is arapprovel integrity techniqueas specifiedn AS.06.08 and when must be it performed?
Resolution

An approval integrity techniqués a keyed cryptographimechanism that uses approvel and validated
cryptographic security function. This includes a digital signature scheme, an HMAC or aApp@ved
security functions are listed FIPS 1402 AnnexA.

Theapprovel integrity technique is consideredPawerUp Testandshall meet all powetwup test
requirements.
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Sectiidmyptographic Key Manageme

7.1 moved td.2

7.2 Use OIEEE 802.11i Key Derivation Protocols

Applicable Levels: All

Original Publishing Date: 01/21/2005
Effective Date: 01/21/2005
Expiration Date:

Last Modified Date: 01/27/2010
RelevantAssertions: AS.(d.17
Relevant Test Requirements: TEQ7.17.0102
Relevant Vendor Requirements: | VE.07.17.01

Background
FIPS 14062 Annex D provides a list of the FIRPprove key establishment techniques kggble to FIPS
PUB 140-2.

The commercially available schemes referred to in FIPS2140nex D are concerdewith the derivation of a

shared secret, or, as it i sTheslleEmlB802.11stendarddesdribesbwtoiit he k¢
derivekeys from a secret shared between two pattielmes not specify how to establish this commonly

shared secte

Question/Problem

Assuming that the shared secret is established using a key establishment technique spAaifiex D, can a
cryptographianodule use the 802.11i key derivation techniques to derive a data protection key, a key
wrappingkey and othekeys for use in a FIP&oprovel mode of operation?

Resolution

Implementations of the IEEE 802.]driotocol operating in a FIPS approved modemdration must meet the
following requirements:

1. To derive a data protection key, a kesappingkey and othekeys for use in a FIP&provel mode of
operation, the following requiremergsall be met

a) the shaed secret (the keying materiahall be estaltished using a FIPSpprovel method specified in
FIPS 1402 Annex D;and

b) the key derivation functioghall beimplementechs definedG 7.10

2. Thedata protection methadkfined in the 802.11i protocehall be AES CCM, \hich is anapprovel
security function for use in a FIRfpprovel mode of operation as specified in FIPS-P48nnexA.

3. The keying material may be established via manual methods as specified in HRSThéCey
derivation function as defined I& 7.10may then be applied.

References

Amendment 6: IEEE 802.11Medium Access Coh(MAC) Security Enhancements, IEEE P802.11i/D10.0,
April 2004. Section 8.5.1.2. Pairwise Key Hiatay.
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7.3 moved taC.2

7.4 Zeroization of Poweldp Test Keys

Applicable Levels: All

Original Publishing Date: 09/12/205
Effective Date: 09/12/2005
Last Modified Date: 02/23/2007
Relevant Assertions: AS.(07.41
Relevant Test Requirements: TEQ7.41.0104
Relevan Vendor Requirements: VE.(07.41.01

Background

FIPS 1402 Section 4.7.6 t at es t hat i T hlesha provigetnethadsate Zerdize alhPtaidtext
secret and private cryptographic keys &8 Ps wi t hin the modul e. 0

Question/Problem

Are cryptogeaphic keys used by a module ONLY to perfdftRS 1462 Section 4.9.1 Powddp Tests (e.qg.
cryptographic algothm Known Answer Tests (KAT) or software/firmware integrity tests) considered CSPs
and is zeoization required unddfIPS 1402 Section 4.7.6?

Re9lution

Cryptographic keys used by a cryptographic module ONLY to perfdR% 1462 Section 4.9.1 Powddp
Tests are not considered CSPs and therefore do not need to meE$hB402 Section 4.7.6 eroization
requirements.

7.5 Strength of Key Estalsdhment Methods

Applicable Levels: All
Original Publishing Date: 11/23/2005
Effective Date: 06/29/2005
LastModified Date: 05/10/2017
Relevant Assertions: AS.(7.19
Relevant TesRequirements: TEQ07.19.0102
Relevant Vendor Requirements: | VE.07.19.01
Background
FIPS 1402 AS.07.19st at es t hat ACompr omi sing security

compromising the security of the algorithm used for key establishrslesif)require as many operations as
determining the value of the cryptogtdc key beng transported or age e d .
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SP800-57, Recommendation for Key Managemetart 1: GeneralRevisedYMarch 2007) Section 5, Sub

Sectbn 5.6.1, Comparable Algorithntr8ngth, contains Tablk which provides comparable security
strengths for taapprovel algorithms.

Table 1: Comparable Srengths
Bits of securit Symmetric key FFC IFC ECC
Y algorithms (e.g., DSA, BH) (e.g., RSA) (e.g., ECDSA)

L =2048 _ _

112 3TDEA N = 224 k=2048 f=224255
L =3072 _ _

128 AES-128 N = 256 k=3072 f=256383
L=7680 _ _

192 AES-192 N = 384 k= 7680 f=384511
L = 15,360 _ -

256 AES-256 N=512 k= 15,360 f=512+

Column 1 indicates the number of bitssefcurity provided by the algorithms and key sizes in a particular
row. Note that the bits of securiayenotnecessarily the same as the key sizes for the algorithms in the
other columns, due to attacks on thogmethms that provide computational adtages.

Column 2 identifies the symmetric key algorithms that provide the indicated level of security (at a
minimum), where 3TDEAs specified inSP800-67, and AES is specified iRIPS 197 3TDEA is TDEA
with three different keys.

Column 3 indicates the imimum size of the parameters associated with the standards that use finite field
cryptography (FFC). Exampled such algorithms include DSA as definedFi®S 1864 for digital
signatures, and Diffitlellman(DH) and MQV key agreement as definadsP 800-56A, where L is the

size of the public key, and N is the size of the private key.

Column 4 indicates the va for k (the size of the modulus n) for algorithms based on integer
factorization cryptography (IFCThe predominant algorithm of this typeli®tRSA algorithm. RSA is
specified in AN$ X9.31 andthe PKCS#1document These specifications are referenae&IPS 1864
for digital signatures. The value of k is commonly considered to be the key size.

Column 5 indicates the range of f (the size oivhgre n is the order of the base point G) for algorithms
based on elliptic curve cryptography (ECC) that gec#ied for digital signatures in ANX9.62 and
adopted in FIPS188, and for key establishment sigecified in AN$ X9.63 andSP800-56A. The \alue
of f is commonly considered to be the key size.

For exanple, if a 25@it AES is to be transported utili|y RSA, then k=15360 for the RSA key pair. A 256
bit AES key transport key could be used to wrap al#6B8ES key.

For key strengths not listedin Table 2 above the correspondence between the length of an RSA or a-Diffie
Hellman key and the length ofsgmmetric key of an identical strength can be computed as:
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If the length of an RSA key L (this is the value of k in the fourth column of Tahl®g2e), then the
length x of a symmetric key of approximately the same sthecayt be computed :as

1923 3L In(2)? 3/[in (L2 In(2) - 4.69
In(2) )
If the lengths of the DiffieHellman public and private keys are L and N, correspondingly,ttieen
length y of a symmetricdy of approximately the same strength can be computed as:

y=min(x,N/2), (2)

where x is computeds in formula (1) above.
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Question/Problem

What does FIPS 14D assertiorAS.07.19mean in the context &P 800-57?

Resolution

The requirement aflips to the key establishment methods founBIRS 1402 Section 4.7.

If a key is established via a key agneent or key transport method, the transport key or key agreement method
shall be of equal or greater strength than the key being transportsthbtishedFor exampleit is acceptable
to have a 204®it RSA key (112bit strength) transported using a8 key

If the apparent strength of the largest key (taken at face value) that can be established by a cryptographic
module is greater or equalkdti the largest comparable strength of the implemented key establishment method,
then the module certificate @securiy policy will be annotated with, in addition to the other required caveats,
the caveat "(Key establishment methodology provides xx ba#saryption strength)” for that key

establishment method. For example, if a BEGAES is to be transportadilizing RSA with a value of k2048

for the RSA key pair, the caveat would state "RSA (key wrapping, key establishment methodology provides
112hits of encryption strength)".

Furthermore, if the module supports, for a particular key establishment mséwvadakey strengths, then the

caveat will state either the choice of strengths provided by the keys while operated in FIPS mode, if there are
only two possible effective strengths, or a range of strengths if there are more than two possible strengths. Fo
exampe, if a module implemen®048and3072bit public key Diffie-Hellman with the private keys @24

and256 bits then the caveat would stat i D-Heflmah @&ey agreement; key establishment methodology
providesll2and 128&its of encryption strenb)”. The security policyshall provide details about the non

compliant key sizedf, on the other hand, a module implements, in support of akapping protocol, the

RSA encryption/decryption with the RSA keys of 2048, 4096 and 15360 bits, thenxteautt say ARSA
(key wrapping; key establishment methodology providesbetd#2and 256 bits of encrypti
These caveats providtarification to Federal users on the actual strength the module is providing even though
Table2 below stateshat the strength is suffient.

Additional Comments

SP800-57, Recommendation for Key Managemeiitart 1: GeneralRevised)March 2007 also prowdes
thefollowing information in Section 5.6.2:

Table2 provides recommendations that may be used to select an appropriate suite thinadgenl key sizes
for Federal gvernment unclassified applications. Between 2011 and 2030, a minimum of 112seitsiay
shall be provided. Thereafter, at least 128 bits of secalig}l be provided.

1. Column 1 indicates the estimated time periods duringwtiata protected bgpecific cryptographic
algorithms remains secure. (i.e., the algorithm security lifetimes)

2. Column 2 identifies appropriate symmetric key algorithms and key sizes: 3TDEA are specHie806
67, the AES algorithm is specified FIPS 197, and the compation of Message Authentication Codes
(MACSs) using block ciphers is specified $ 800-38.

3. Column 3 indicates the minimum size of the parameters associated with FFC, such as DSA as defined in
FIPS 186-4.

4. Column 4 indicates the minimusize of the modulufor IFC, such as the RSA algorithm specified in
ANSI X9.31andPKCS#1and adopted ifFIPS 186-4 for digital signatures.

5. Column 5 indicates the value bfthe size oh, wheren is the order of the base poiBj for algorithms
based orelliptic curve crypbgraphy (ECC) that are specified for digital signatures in IAXEB62 and
adopted irFIPS 186-4, and for key establishment as specified\MSI X9.63andSP800-56A. The value
of fis commonly considered to be the key size.
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Table 2 Recommended algorithms and minimum key sizes
Symmetric key IEC
. e Algorithms FFC ECC
Algorithm security lifetimes (Encryption & (e.9., DSA, BH) (e.g., RSA (e.g., ECDSA)
MAC)
3TDEA Min.:
Through 2030 AES-128 L =2048 Min.: Min.:
(min. of 112 bits of strength) AES-192 N =224 k=2048 f=224
AES-256
Beyond 2030 ﬁggigg yréon Min.: Min.:
(min. of 128 bits of strength) AES-256 N =256 k=3072 f=256

The algorithms and key sizes in the table are considered appropriate for the protectiodwfinigtihe given
time periods. Algorithms or key sizes not indicated for a given range of sleaf:iot beused to protect
information during that time periodf the security life of information extends beyond one time period

specified in the table intthe next time period (the later time period), the algorithms and key sizes specified for

the later timeshall be used. The following examples are providedaoify the use of the table:

a. Ifinformation is encrypted in 2005 and the maximum expected isgtiter of that data is only five years,
any of the algorithms or key sizes in the table may be used. Bt iifformation is protected in 2005 and
the expead security life of the data is six years, then 2TDEA would not be appropriate.

b. If a CA signatue key and all certificates issued under that key will expire in 2005, then the signature and
hash algorithm sed to sign the certificate needs to be securatftarast five years. A certificate issued in
2005 using 1024 bit DSA and SHAwould be accepkde.

c. Ifinformation is initially signed in 2009 and needs to remain secure for a maximum of ten yearsifie., f
2009 to 2019), a 1024 bit RSA key would not\pde sufficient protection between 2011 and 2019 and,
therefore, it is not recommended that 4@% RSA be used in this case. It is recommended that the
algorithms and key sizes in the "Through 2030" {evg., 204&it RSA) should be used to provide the
cryptographic protection. In addition, the signature must be generated using a hash algorithm o
comparable or greater strength, such as A or SHA256.

7.6 moved tow.5

7.7 Key Establishment and Key Entry and Output

Applicable Levels: All

Original Publishing Date: 01/24/2008
Effective Date: 01/24/2008
Last Modified Date: 02/062017
Relevant Assertions: General
Relevant Test Requirements:

Relevant VendoRequirements:

Question/Problem

Given different configurations of cryptographic modules, how can a misdkdy establishment and key entry
ard output states be easily mapped to the FIPS2196ction 4.Zryptographic Module Ports and Interfages
Secton 4.7.3Key EstablishmerandSection 4.7.4ey Entry and Outp@tAre there any special considerations
for Sub-Chip CryptographicSubsystem§lG 1.20?
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Resolution

Using the following guidelines, first detmine how keys are established to a module. Once the establishment

method is determined, the Key Entry format table will indicate the requirsmartiow keyshall be entered
or output. The following is based on the requirements found in FIPL 1dSetions 4.2 and 4.7.

CM: a FIPS 14e validatedCryptographic Modle
GPC: General Purpose Computer

EXT: avalidatedCryptographic Module whichéisexternalor outside of thehysicalboundary See the
CM software physical boundary diagram for an example.

INT:  avalidatedCryptographic Module which liesternalor insde of the physical boundary. See the CM

software physical boundary diagram &or example.

App:  a nonvalidated norcrypto general purpose software application operating inside of theléguin
regard to the reference diagrams CM software physical laoynd

Key Establishmenti Table 1

MD: Manual Distribution ME: Manual Entry (I nput / Output)

ED: Electronic Distribution EE: Electronic Entry (Input / Output)

CM Softwaré from GPC Keybard MD / ME
CM Softwaré to/from GPC Key Loader (e.g., diskette, USB toketa) MD / EE
CM Softwaré to/from GPC EXT Ports (e.g., network port ED/EE
CM Softwaré to/from CM Softwarévia GPC INT Path N/A

CM Softwaré to/from App Software via GPQNIT Path N/A

CM Softwaré to/from INT CM Hardware via GPC INT Path N/A

CM Softwaré to/from EXT CM Hardware running on a noetworked GPC (keyohder) MD / EE
CM Softwaré to/from EXT CM Hardware running on a networked GPC ED/EE
INT CM Hardware to/fom App Software via GPC INT Path ED/EE

INT CM Hardware (SukChip Cryptographic Subsystem) to/from INT CM Hardware ¢Sub | N/A
Chip Cryptographic Subsyem) via SingleChip INT Path at Levels 1 and 2

INT CM Hardware(Sub-Chip Cryptographic Subsystengy/from INT CM Hardware (Sub ED/EE
Chip Cryptographic Subsystem) via Singltip INT Path at Levels 3 and 4

INT CM Hardware from GPC Keyboard via GRNT Path MD /EE
INT CM Hardware to/from direct atth key loader MD / EE
INT CM Hardware from direct atth keyboard MD / ME
EXT CM Hardware to/from networked GPC ED/EE
EXT CM Hardware to/from directly attached key loader MD / EE
(a nonnetworked GPC cdd be considered and used as a key loader)

EXT CM Hardware from direct attach keyboard MD / ME

! Must meet requirements of AS.06.04, AS.06.05 and AS.0610&se requirements cannot be enforced by administrative
documentatiorandprocedures, bunust be enforced by the cryptographic module itself.
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The following illustration provides reference to ti@ove Key Establishment table.

Manual Distribution
Manual Entry

Manual Distribution
Electronic Entry

CM Software

Direct Attach to
CMPCI Card

L~ Physical Boundary

IHT Path Eey Loader or
CM USBE
.V INT Port \: ’
Keyboard Direct Attach CM PCI Card GPC EXT Port
to CM PCI Card (networl, T3E,
B Ll i et i serial, etc)

S

I T ) e i
it
GPC Eevboard
Electronic Distribution
Electronic Entry
Key Entry Format i Table 2
Distribution (Establishment)
Manual Electronic
Manual K_eyboard, Thumbwheel, Switch,
Dial
g 1 2 3 4
5
° PKT | PKT | KT/SK | KT/SK
5 -
E .| Smart Cards, Tokemiskettes and Key Establishment
= Electronic
> Key Loaders Key Transport or Key Agreement
c
w 1 2 3 4 1 2 3 4
PKT PKT | KT/SK | KT/SK KE KE KE KE
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Legend
PKT: May be Plaintext oby Key Transport

KE: Key Establishment
KT/SK: Key Transporbor Plaintext Split Knowedge (via separated physical ports or via trusted path)

At Levels 3 and 4, plaintext key components may be entered either viategplaysical prts or logically
separated ports using a trusted path. Manual entry of plaintext keys must be entergalitkimmndedge
procedureskeys may also be entered manuaiging a key transport methofl automated methods, key
establishment methazhall be used

Additional Comments

This IG reaffirms that keys established usingnual transport methodsdelectronically input or outputo a
cryptographic module may be input or outpuplaintextat Levels 1 and 2.

Level 1 Softwarei General Purpose Operéional Environment
AS.06.04: (Level 1 Only) The operating systemshall be restricted to a single operator modef operation
(i.e., concurrent operators are explicitly excluded).

AS.06.05: (Level 1 Only) The cryptographic nodule shall prevent access by otér processes to plaintext
private and secret keys, CSPs, and intermediate key generation values during the &rthe
cryptographic module is executing/operational. Processes that are spawned by the cryptographic
module are avned by the module and are not owed by external processes/operators.

AS.06.06: (Leve.11 Only) Non-cryptographic processeshall not interrup t the cryptographic module
during execution.

A Software Cryptographic Module (SCM) requires the use of an underlying General Purpose Comptiter (GP
and Operational Environment (OE) to execute/operate. A SCM is conceptually comprised of-two sub
elements: &hysical Cryptographic Module (PCM) and theglical Cryptographic Module (LCM) boundary.

The LCM is executes/operates within the PCM. The LCléscollection of executable code that

encompasses the cryptographic functionality of the SEM @ . , x d)bGth@rgenerab@rpose application
software (App) (e.g., word processors, network interfaetes, may reside within the PCMherefore the

PCM encompasses the following elements: GPC, OE, LCM and App. The LCM relies on the OE and GPC for
memory maagement, access to ports and interfacesptrat services such as the requiremen&06.04,
AS.06.05 andAS.06.06. The LCM has no operati@ncontrol over other App elements within the PCM of the
SCM. The SCM, which is comprised of all the varioub-slements (GPC, OE, LCM and App), is reg&atto

a single operator mode of operation, such that the single operator has a level of confitten&CM

environment as a whole. The CMVP views the-h@M elements (GPC, OE and App) as implicitly excldde

Example:lf the LCM generates keys, it musse a FIP@pprovel RNG. That key may be stored within the
PCM but must meeAS.06.05unless the CM wishes the key to be exported. If exported, refer to Table 1 for
the key establishment and key entry reguients. If a key is generated outside of the LCM, then the
generation method is cuf-scope but the key must be imported per Tabieqlirements

It is the burden of the operator of the SCM to understand the environment the SCM is running. If that
environment is not acceptable, then there are alternatigions bardware cryptographic modules and/or
Level 2, 3 or 4 software cryptagphic moduls) that should be considered.

If the operating system requirementsA®.06.04, AS.06.05andAS.06.06 cannotbe met, then the SCM

cannot be validated at Level 1. The vendor provided documentdtidiindicate how these requirements are
met(AS.14.02. Theserequiremerd cannot be enforced by administrative documentation and procedures, but
must be enforced byé cryptographic module itself.
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7.8 The Use of Postrocessing in Key Generation Methods

Applicable Levels: All

Original Publishing Date: 03/10/2009

Effective Date: 03/10/2009

Last Modified Date: 08/12/2020

Relevant Assertions: AS.07.11 and AS.06
Relevant Test Requirements:

Relevant Vendor Requirements:

Background

FIPS1402 Sect i on 4. appdvekedygdnerationnibodstare fisted in Annex C to this
standard. If an approved key generation method requires input from antiRM@&n approved RNG that
meets the requirements specified in FIPS-2&kctim 4.7.1shallbe used. 0O

Question/Problem

There exists a NIST staartl for key generatior§P 800133 This standard, however, does not include the so
called postprocessing, wich, instead, has been documented in the FIPS21&07.8 The posfprocessing

has been used very infrequentlythg vendors. The remaining key generation methodology is adequately
addressed i&P 800133

Why have two searate document$G 7.8andSP 800133 to illustrate an almost identical functionality?
Resolution

The vendor hs an option to perform a qualified pgsbcessing that would apply to U, an output of an
approved DRBG, befe the updated value of U is passed to3Re800133-compliant portion of the key
generation process. The pgsbcessing methodology is not show SP 800133 and, therefore, not
addressed itG D.12

Qualified PostProcessing Algorithms

The value of U in th&P 80-133key generation mechanism is the output of an approved DRBG. As
explained earlier, thiPRBG output may be further modified by applying a qualified {poetessing
algorithmbeforeit is used to compute the secret value B (from Section\When pos{processing is performed
on DRBG outputthe output of the pogtrocessing operatioshall beused in place of any use thfe DRBG
output.This output from the pogirocessing operation becomes the new U.

Let M be the length of the output requested fromDIRBG by a consuming applicatiprandlet Ry be the set of all

bit strings of lengthvl. Whenthe output is to be used for keyd,is typically a multiple of 64; however, these

algorithms are flexible engh to cover any output size. Ligt be the set of &bit strings of lengtiN, and let

F:Rv- {01, &-1}pbe afunction orN-bit strings withinteger output in the range 1kpwherek is an

arbitrary positive integer. Let {PP,,  éi} be ®&set opermutations (on€o-one functions) froniRy back to

Ru. TheR6s may be fixed, or they may be germlessoBbFtardd usi ng
P; are given below.

Leti berandomly selectettom the seRy (i.e.,r1 is a raadomN-bit value) and let berandomly selected
from the seRuy (i.e.,rz is a randonM-bit value) Bothi and shall be outputs from an approv&RBG,
such thalN ¢ M. (The casé =i is permissible.) The post processor's output isvHait string 0 i

The apparent complexity of this pgsbcessing should not be of any concern to vendors and testing
laboratories.The posiprocessing step is optionalexdors are not encoaged to design the peptocessing
into the crypbgraphic modules.

Examples of F¢1) used for Post Processing

The function F may be simple or fairly complex.
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Let k be the number of desired permutations, lend represent aiN-bit output of an approveBRBG. Two
examples are provided:

1. Avery simple example of a suitable F is the following, whiere assumed to be an integer in the
range 1to .

F@ )=1 modk.
Here,i is interpreted as an integer represeigdhebit stringi .
2. A more complex example is:
F(r1) = HMAC(key i ) modk,

using a hashing algorithm and a fixed key in the HMAC computation. In thisiceseld be as large

as 2U"n or as small as, Whereoutlenis the length of thiash function output in bit§Having a

single permutation, while peimt t ed, woul d certainly not require t|
it. On the other hand = 2 might make sense in the right application.)

Note that in both bthese examples, thepermutations are selected with (nearly) equal probability, lisiisth
not a requirement imposed by this ppsbcessing algorithm.

Examples of RPused for Post-Processing.

Depending on the requirements of the applicationPtimeay be very simple orujte complex. The security of
the key generation method depends orRfeingpermutations

1. An example of a very simple permutatiBnis bitwise XOR with a fixed mask: Pi(i )= (i XOR
A), wherel andA; areM-bit vectors.Continuirg this example, if therarefour such masksk(= 4),
the simple fundon F(r1) that maps into an integer represented by the two rightmost bits (day,
60106 corr eds2pbo ncdosr rtecs ploondés t o 2, 060306 twddoouldesponds t

be used to choose among them. Then thepasto ¢ e wupwilr 6 4 would bei XOR 6
Note that in this example,©N ¢ M, whereN is the length of , andM is the length of .

[This should nobe confused with the XORing defined in equation (1) ab®kieequatia in (1) is
appliedafter each of th&) andV valuesis calculated, including any qualified pgstcessing, if
appliable.]

2. A more complex example would be the use of a codebodifect @a permutation. For exampl(i )
= Triple-DES(ey, i ) could be used on@RRBG whose outputs were &dit strings. SimilarlyPi(i )
= AES(key, i ) could be used to effect prutations on HRBG with 128 bit outputs.

Suppose that there are ten 256 AES keys k= 10). Let F{ ) = SHA256{ ) mod 10 Then the post
processed outpuit i would be AESKeysHazse¢1) mod 161 ) . Note that in this case,®N ¢ M,

whereN is the length of , andM is the length of (the minimum legth ofi is determined byhte
modulus value 10, which is represented in binary as 4 bits).

A similar example, but one withrauchlarger valuefor k, (e.g. k = 2'?%), might usekey =
SHA256(128bit representation aj. Let F{ ) = SHA256{ ). The output) i of the post
processor would be AES(SHA2%6),1 ). Note that is this casbl=M = 128.

3. An example of a permutationm@where between these extremes of compléxiybytepermutation
6 SBOX whi eadpplieditoleach ltyte of inputjth the final output being the concatenation of
the individually permuted bytes:

P(B1|Bz2| | Bwm)|=|SBOX(B1)||SBOX(B:) | | € | i(B®sP O X

For specificity, suppose thit = 128; there are just 2 byte permutations to gleoloom, SBOX and
SBOXi; and Fmaps 8bit strings to their parity: k() =0ifi has an even nuimber of 106
1ifi hasan odd number ofdl $\ote that in this caséy = 8.
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Thepostpr oc es s olr 6 9 ,oruthepnput pair andi = By|[B2| | Biéwould be
SBOXpaityr1)(B1) || SBOXariye1)(B2) | | € |paliyery@8).O & complete the example, suppose that
the two byte permutations are specified as: SBO¥ie AES SBOX, and SBOXs the inverse
permutation to theameAES SBOX.

Additional Comments

1. |If the verdor chooses to perform the pgsbcessing, the vendehal explain the details of how it
works. If possible, the vendor shoutthp their method into one of the examples shown in this
Implementation Guidance.

2. Although somesecurity strength may best duing postprocessing, the loss is small enough to be
ignored for the purposes of FIPS 1-£0validation

3. The postprocessing may apply whenever the module generates either a symmetric cryptographic key
or a seed to be used when generating the asymmetsc key

Test Requirements

Code review,vendat o cument ati on revi ew, a Apcbcessmpppoceduyes o f  t h e
into the methods described in this Implementation Guidance.

79 Procedural CSP Zeroization

Applicable Levels: All

Original Publishng Date: 03/24/2009
Effective Date: 03/24/2009

Last Modified Date: 03/24/2009
Relevant Assertions: AS.(07.41,AS.(r.42
Relevant Test Requirements:

Relevant Vendor Requirements:

Background

FIPS1402 Sect i on Asryplogrédphiccsmodutsledisprofide methods to zeroize allaintext secret
and private cryptographic keys and CSPs within the mc

Question/Problem

A moduleshall provide methods to zeroize all plaintext permanent, temporary and ephemeral CSPs within the
module. These methodsay be operational (i.e. a callable service invoked by the operator of a module), or
methods commonly referred to mocedural zeroizatiomethods. What are acceptable methods?

Resolution

The zeroization methods requiredA®.07.41 are operational or @redural methods that will provide an

operator of a module a method to zeroize all permanent, temporary and ephemeral plaintekhi€ Sl

be done with a level of assurance that the GBRaothe easily recoveretHowever this shall not include

metods of recovery that require substantial skill and methods that may be employed by governmental or other
well-fundedinstitutions. As an opeti@nal or procedural method, the time necessary to perform the zeroization
shall be reasonable based on the mdtemployed.

o For software modules, a procedural method may include the uninstallation of the cryptographic
module applicationandreformattingppf and over wri ting, at | east once,
other permanent storage media. Only performirggprocedural uninstallation of the cryptographic
module application is not an acceptable method.

CMVP 127 08/28/2020



Implementation Guidance for FIPS PUB 12@nd the Cryptographic Module Validation Program
National Institute of Standards and Technology

o For spacébased modules, a procedural metkiwat relies on the derbit destruction is acceptable
only if the vendor of the module provides analysis thaicateds the components where plaintext
CSPs may reside have a high probability of destruction andetavery.

o All procedural or operationakzoization methodshall be performed by the operator of the module
while the operator is in control of the modyl.e. present to observe the method has completed
successfully or controlled via a remote management sesHitig.method is not under the direct
control of the operator, then rationaleall be provided on how the zeroization method(s) are
employed sch that thesecret and private cryptographic keys and other CSPs within the module
cannot be obtained by an atter.

o0 Except for spackased modules, physical destruction of the module is not considered an acceptable
zeroization method.

Additional Comments
TEO07.41.03 is revised as follows:

TEO07.41.03 The testeshall initiate zeroization and verify the key degttion method is performed in a

sufficient time that an attackeannotaccess plaintext secret and private cryptographic keys and other

plaintext CSPs while under the direct control of the operator of the module (i.e. present to observe the method
has corpleted successfully or controlled via a remote management sesktbe method is not under the

direct control of the operator, then ratitexahall be provided on how the zeroization method(s) are employed
such that the secret and private cryptograghics and other CSPs within the module cannot be obtained by an
attacker.

7.10 Using the SP 80008 KDFs in FIPS Mode

Applicable Levels: All

Original Publishing Date: 10/22/2009

Effective Date: 10/22/2009

Last Modified Date: 10/22/2009

Relevant Assertions: AS.(/.11 andAS.(¥.16
Relevant Test Requirements:

Relevant Vendor Requirements:

Background

When a key is shared between two tggi it may be necessary to derive additional keying material using the
shared keySP 800108 provides Key Derivation Functions (KDFs) for deriving keys from a shared k&P in
800108 the shared key is called a gsieared key. The shared key may hagen generated, entered or
established using any method approved or allowed in FIPS mode.

Note thatiG D.2 contains key establishment methods, and includes KDFs that are usepkeyragreement
to derive keying mizrial from a shared secret, which is the result of applying a Biféigman or MQV
primitive. The keying material may be used as a key directly or to derive further keying material.

IG 7.2defines IEEE 802.11i KDFs thatay be used to derive further keying material.

Question/Problem

Where do the KDFs fror8P 800108fit in the key establishment process, and under what conditions can
these KDFs be used in FIPS mode? Are there any other allowed methods for deriving a#eiymfram a
pre-shared key?
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Resolution

All key derivation methods listed &P 806108will be allowed in FIPS mode if the Key Derivation Kég, ,

as introduced in Section 5 8P 800108has been generated, entere@stablished usgmany method
approved or allowed in FIP@ode.

Note that the KDFs describé@ 7.2are included ir5P 800108 thus makindG 7.2 obsolete.
Other KDFs that are allowed for key derivation frelrared keying material are:

1. The KDF sgcified in the Secure Retime Transport Protocol (SRTP) defined in RFC 3711.
Additional Comments

A key hierarchy as specified in Section 655 800108 may be used.

7.11Moved toW.6

7.12 KeyGeneration for RSA Signature Algorithm

Applicable Levels: All

Original Publishing Date: 05/02/2012
Effective Date:

Transition End Date: 12/31/2013
Last Modified Date: 01/11/2016
Relevant Assertions: AS07.16
Relevant Test Regrements: TE07.16.0-02
Relevant Vendor Requirements: | VE07.16.0102

Background

FIPS 1402 Annex A lists theapprovel security functions for FIPS 140 For asymmetric key digital

signature standards, references address RSA signature generatiaaticerind key generation. Some of

these referenced RSA standards include the specification of the RSA key generation procedure while others,
such aiRSASSAPKCS1vl 5 and RSASSASSonly define the requirements for signature generation and
verification. These latter references do not address the generation of keys used in signature generation and
verification.

Question/Problem

What methods for RSA key gendom may be used when the module claims compliance with the RSA
signature standards that do nopksitly address an RSA key generation method?

Resolution

If the module performs signature verification only, then the module does not need to possedes &Bv
key and therefore does not need to generaidh@.RSA public key parameters might beegetl into the
module or loaded at the time of manufacturing.

If the module performs an RSA Signature generation then the RSA private and public key$ardyeeit

loaded into the module (externally or goaded at the time the module is manufacturedjeorerated by the
module.If the module generates RSA signature keys then this key generation prosiesilibe anapprovel

method. Thepprovel methods ardescribed irFIPS 1864 0r ANSIX9.31. The modul eds RSA
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CAVP algorithm certificateshall indicate that the RSA key generating algorithm has been tested and validated
for conformance to the methodskiPS 1864 or ANSI X9.31

Additional Comments

The TransitionEnd Date is based ol G.15FIPS 186-2 to FIPS 1864 Validation Transition PlarClause
2.2b: Conformance té&IPS 186-2 after December 31, 2013.

This Implementation Guidance does not address RSA key generation for useppriinel key
establishment protocol$he user should follow the regaiments ofSP 80056B.

7.13Moved toW.1

7.14Entropy Caveats

Applicable Levels: All

Original Publishing Date: 08/07/2015

Effective Date: 08/07/2015

Last Modified Date: 05/07/2010

Relevant Assertions: AS07.13

Relevant TesRequirements: TE.07.13.01 and
TE.07.13.02

Relevant Vendor Requirements:

Background

Section 4.7 of FIPS 14D states thaicompromising the security of the key generation method (e.g., guessing
the seed value to initialize the deténiatic RNG)shall require as least as many operations as determining the
value of the generated keyTE.07.13.02f ur t h e r The tasterhasll ddtehrane thédiaccuracy of any
rationale provided by theendor.The burden of proof is on the venddrthere is any uncertainty or

ambiguity, the testeshall require the vendor to produce additioriaformation as neededl.

There are sme module designs where it may be impossible to know how much entropy has been supplied for
key generation. For exampke module designed as a software library with an API allowing the caller to supply
random buffer to use as a seed for random numberaéne the module would be passively accepting the
entropy fi nf upsarotnys 0a pfprloint atthii osnosrspective, i ismonly posstble im@ld u | e 6
about the number of bytes/bits size of the received random field, not of the amount enitoppés it mean

that the requirement in AS.07.13 cannot be tested and therefore the module cannot be validated?

To be fair, in this case the module is not necessarilyaoonpliant with AS.07.13; it is just impossible to
determine within the scope tife CST lab testing that the module would be compliant in all possible
deployments. This Implementation Guidance welfisand similar issues and shows how to identify the
cases when compliance with that entropy requirements of FIR &d0not be diraty verified by the testing
labs and how to inform the user of potential weakness or lack of assurance for therngibsttthe
cryptographic keys generated by such modules.

Question/Problem

When is it necessary for the module to provide the evielefithe amount of generated entropy?
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How to handle the case when the amount of generated entropy is sufficient tbemagtimum key strength
requirement (112 bit) but not necessarily sufficient to account fapparentstrength of the generated k&ys

What informationshall the testing laboratory provide in the test report submitted to the CNIWHR2
informationshdlbe i ncluded in the modul eds certificate and t |
of compliance with the AS.07.13 requirement?

Resolution

We identify the main filogicalodo cases and hdwhateach casc
certificate caveat, if anyghall be used.

1. The module is either generating the entropy itself or it is making a call to request the entropy from
well-defined source.

Examples include
(&) A hardware module with an entroggenerating NDRNG insiddite modul eds cryptogra
boundary.

What is required: (i) the testing latshall corroborate the entropy strength estimate as provided
by the vendor, (iithe Security Policyshall statethe minimum rumber ofbits of entropy
generated by the module for usekey generation.

I f the amount of entropy used to generate the m
approvel mode is less than 1h#ts, then ths modulecannotbe validated.

I f the amount of entropy usedHeydivatlepsthl@bitat e t he m
while the module generates keys with an apparent cryptographic strength greater than the amount

of the available entropy, the following caveatllbeincluded n t he modullheds certif
module generates cryptographic keyisose strengths are modified by available entr@jne

apparent cryptographic strength of a key is addressed under the Additional Comments below.

(b) A software module that contains an apy@d DRBG that is seeded exclusively from one or more
knownentrops our ces | ocated within the operational en
boundary but possibly outside the logical boundary. For instance, a software library on a Linux
platform malkng a call to /dev/random for seeding its DRBG.

What is required: (i) the testing latshall corroborate the entropy strength estimate of the
sources as provided by the vendor, (ii) Bexurity Policyshall statethe minimum rumber of
bits of entropyrequested per each GET function call.

If the amount of entropy usedgpe ner at e t he modul ebs cryptographi
approved mode is less than 112 bits, then this module cannot be validated.

I f the amount of entr omyptographicdkeys is at pastnlé2rbisst e t he m
while the module generat&sys longer than the amount of available entropy, the following

caveatshallbe i ncl uded i n t The modoeagereratés<ryptographidc keys c at e :
whose strengths are modifiegl available entropy

(c) A software module that contains an approvedGRhat issues a GET command to obtain the
entropy from a source | ocated outside the modul

What is required: (i) the testing latshall corroboratd to the extent it is possible, given that the

entropy source is not subjecttothisrd ul eds t est i thegentopydtrengthl i dat i on
estimate as provided by vendor, (ii) tBecurity Policyshall statethe minimum rumber ofbits
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of entiopy requested per each GET function call, (iii) the followgayeatshall be addedo the
mo d u tedificate:No assurance of the minimum strength of generated keys

I f the cl ai med amount of obtained entropy used
employed in an approved mode is known to be less than 112 bits, then this module cannot be
validated.

2. The module is passively receiving the entropy while exegismcontrol over the amount or the
quality of the obtained entropy.

Examples include:

@ A hardware module with an approved DRBG inside
approvedd RBG i s either seeded via a s wgaphid oader fro
boundary or the seed is pl@aded at factory.

What is required: (i) the Security Policyshall statethe minimum rumber ofbits of entropy
believed to have been loaded anstify the stated amount (from the length of the entropy field
and fromany other factors known to the vendor), (ii) the followgayeatshall be addedo the
modul e 6 s Nbpassurande of tha mimmum strength of generated keys

Iftheamountot | ai med entropy used to generaédén t he mod.
an approved mode is known to be less thanhits2then this module cannot be validated.

(b) A software module that contains an approved RNG/DRBG that receives a LOAD command (or
its logical equivalent) with entropy obtained from either inside theatipeal environment
within the physical boundary of the module or, via an I/O port, from an external source that is
outside the physical boundary.

What is required: (i) the Security Plicy shall statethe minimum rumber ofbits of entropy
believed to hag been loaded and justify the stated amount (from the length of the entropy field
and from any other factors known to the vendor), (ii) the follovziaigeatshall be addedo the
moduled s ¢ e rNo iaskuranca bf ¢he minimum strength of generated keys

I f the amount of entropy used to generate the m
approved mode iknown to bdess than 11Bits, then this module cannot be validated.

3. The nodule uses aybrid approach to obtaining entropy for key generatiam8 entropy is
passively received while the module is exercising no control over the amount or the quality of the
obtained entropy. Another portion of the entropy is obtained whenahklelmis either generating the
entropy by itself or is making a GET t#d request the entropy from a welkéfined source inside the
modul eds physical boundary. For instance, a softw
call to /dev/random foreeeding its DRBG while it is alsoroviding an API allowing the calling
application to supplanadditional random buffer to use in seeditsgDRBG.

What is required: The testing lalshall examine the design of seeding the DRBG from multiple
sources andazroborate an entropy strength estimate as provided by vendor; the lab will need to
understand the work of the NDRNG within the operational environment and be able to verify

v endor @lsoutthé eanount of entropy loaded into the software cryptograpidale.

If the review of the design of seeding the DRBG reveals that the entropy data obtained passively can
only add to the entropy obtained actively and the module will block the geedtit a minimal
threshold amount of actively obtained entropyeiached, then

The Security Policyshall statethe minimum rumber ofbits of entropythat can be guaranteed to

be actively obtained and, in additionsitall state the number of bits belied to have been
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loaded and justify the stated amounts (from tingtles of the entropy fields and from any other
factors known to the vendor).

If between the active and passive entropy calls the module cannot possibly accumulate at least
112 bits of entwpy when generating cryptographic keys, thda module cannot bealidated.

If the amount of entropy obtained activehaybeless than 112 bits, then the followingveat
shallbe addedot h e mo d ul e Bsassurance of theimmiantinestrengftyenerated
keys

If the review of the design of the DRBG seegliieveals that the entropy data obtained passively can
preempt the seeding of the DRBG in a way that causes the module to unblock the seeding even when
the minimal threshold amount of enpsoobtained actively has not been reached at any time when the
caller uses the API for supplying the passive data, then

The Security Policyshall statethe minimum rumber ofbits of entropybelieved to have been
loaded and justify the stated amount (frtma length of the entropy field and from any other
factors knowna the vendor).

If the module cannot possibly accumulate at least 112 bits of entropy when generating
cryptographic keys, thethis module cannot be validated.

The followingcaveatshall be addedot h e mo d ul e @hken entapyt is ektérrallyt e :
loaded, no assurance of the minimum strength of generated keys.

Additional Comments

CMVP

Unless the design of the module falls under the case for which a specific caveat is explicitly allowed
under a particular scenario described in this Implementation Gagd#re vendor may not use the
caveatln particularthe vendor cannot use tfilo asurance of the minimum strength of generated
key® caveat and get their module validated if the scenario that applies to this module requires an
explicit estimation of th generated entropy.

I f a software modul eds desiegmodedeibse Shelentri oyy Pos
contain a statement that if porting to an untested platform is allowed then when running a module on

such an unt e sNoaslragé d thef nonimom gstréngth di generateddkeys a v e a t

applies regardless of whadveat, if any, is applicable to the original validation.

This implementation guidance only covers the applicability of entropy estimation and the way to
document the amumt of the available entrop¥he actual methodology for entropy estimation is
addresed in IGs7.15and7.18

The fapparent 06 key st r e ntgrtGuidane fefens ® thekeydstrength t hi s | m
corresponding to the length of the key alomihout taking into the consideration any other factors

such the amount of the available entropy or the methodology used when generating or establishing

this key.

Thusan AES key has the apparent strength equal to its length; akibydeiple-DES key has the
apparent strength of 168 bits (even though there exist themthe middle attacks that reduce the
strength of this key to 112 bits); an RSA 2048 and 3072 griveys have the apparent strengths of

112 and 128 bits, correspondipgh DSA or a DiffieHellman private key has the apparent strength

of half of its bit length (even though the overall algorithm strength is largely determined by the size of
the public lkey); an ECDSA or an EC Diffieleliman private key has the apparenesgth of half of

its bit length; an HMAC key has the apparent strength equal to its bit length.

If the module generates random strings that are not keys and the security strengtiecétzde
string is less than the bit length of the string due to lisnéetropy, then the strength caveats shown in
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this IG areapplicable put theyshall reference random strings rather than kefysr example, in
Scenaridl(b) above the caveat would sayThe module generates random strings whose strengths
are modified by available entropy.

If the module generates both keys and random strings that have security strengths smaller that the
presumed strengths of the keys and strings, then the chaddddress the potential loss of strength

in both keys and the random stringehe module generatesyptographic keys anchandom strings
whose strengths are modified by available entropy.

The modul e d s sialestate the guarant®ed hmowengafopy for both the cryptographic
keys and the random strings generated by the module using the available entropy source(s).

6. There exist situations where it could be reasonable to place two different entropy caveats in the
modul ebds val é Boaexanple, a soéwarte mdéduleraceives a LOAD command that
carries an externallgenerated entropys¢enarid?(b) above). The module uses this entropy to
generate the 25bit AES keys, yet the length of the received entropy string is, say, 192Asits.
shown above, this module may be validated. Since the entropy is generated exterriddy, the
assurance of the minimum strength of generated dayesat is required. In addition, the user can be
certain that the obtained entropy is sofficient to ggnerate an AES key with the 25& strength.
Should the modul ebés certifi cdheeodalégemeratesncl|l ude anot
cryptographic keys whose strengths are modified by available eftropy

The approach taken in this iI&thatwhenmoe t han one caveat might be neiq
certificateshall document only the strongest caveat. In the above exampl&ldtassurance of the

minimum strength of generated keyihe scenarios of this IG are written following thisgle caveat
approach. T h e mo dhallirdoénsthe $eaderabout thg lengtb of & random string

loaded into the module and explain, if applicable, the effect of the random string length on the

strengths of the generated keys.

Test Requirements
The venadr and tester evideneaiall be provided undefE.07.13.01andTE.07.13.02

7.15 Entropy Assessment

Applicable Levels: All

Original Publishing Date: 08/07/2015
Effective Date: 08/07/201%
Last Modified Date: 05/07/2019
Relevant Assertions: AS07.13

1 There are some cases of modules incorporating-fairty hardware entropy sources that may not meet all
documentation and test requirements set forth in this IG due t& afl@mperation from the thirgharty

vendor or other legal ostraints. To allow adequate time to adapt to the documentation and test requirements
in this I1G to vendors that use thipgdirty hardware sources, until December 31, 2016 the CMVP allows vendor
affirmation by the vendor of the module in lieu of full tegtiof the entropy source. The vengafirmation
statement must be signed by a corporate officer of the company sponsoring the validation and contain an
estimate of the assumed amount of entriopsn the thirdparty and a stated assumption of residual $gcur

risks that may result from the incomplete testing of the 4hady entropy source. The laboratory must include
this vendor affirmation in the entropy report for the tested module. Natéhth G1VP expects all

laboratories and vendors to work in glofaith to test the entropy sources fully and resort to this provision only
in extreme cases. The CMVP reserves the right to consider a limited number of special cases by vendors who
may be al# to sulstantiate a hardship case as the result of the Dece&8hb2016 deadline. The CMVP will

work with them on a cadey-case basis to minimize the negative impact.
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Relevant Test Requirements: TE.07.13.01 and
TE.07.13.02

Relevant Vendor Requirements:

Background

Section 4.7 of FIPS 14D states thaficompromising the security of the key generation method (e.g., guessing
the seed value to initialize the detenistic RNG)shall require as least as many operations as determining the
value of the generated keyTE.07.13.02f ur t h er The testeghall datehmane thdiaccuracy of any
rationale provided by theendor.The burden of proof is on the vendorthiére is any uncertainty or

ambiguity, the testeshall require the vendor to produce additioriaformation as neededl.

Note that the FIPS 14 standard is not asking to compare the length of the seed of a random number
generator to the length of a gaated keyThe question is about comparing tihembes of operationghat are
required to guess the seed and to determine thélkege numberdepend on the amount of entropy produced
by the source that generated the seed.

Question/Problem

As of the lasmodified date of thi$G, standards do not yet exist for the embodiment or construction of an
entropy source or the mechanisms to gather entropy.

As of the last modified date of thi§, test methods do not yet exist for determining the conformanae of
entropy embodiment, cstruction or a gathering mechanism.

As of the last modified date of thi€, statistical methods to determine the conformance eh&nopy
embodiment, construction or a gathering mechanism have nostasetardized.

The FIPS140-2 DTR states theeser shall verify that the vendor provided documentation that provides

rationale statindgpow compromising the security of the key generation method (e.g., guessing the seed value to
initialize thedeterministic RNG}¥hall require adeast as many operations as determining the value of the
generated keylhe testeshall determine the accuracy of any rationale provided by the vendor.

What informationshall the testing laboratory provide in the test report submitted t€k&P? How $ould
the tester determine tlaecuracy of any rationale provided by the verrdor

Resolution

This IG must baisedtogether withG 7.14Entropy Caveatthat shows various scenarios for reporting the
relaionship béween the amount of gathered entropy and the apparent (that is;bersgith) strength of the
cryptographic keys established tetmoduleDepending on the applicable scenario, as explaméd 7.14
Entropy Cavess, an entropy estimate may or may not be requifezhtropy estimation isequired the testing
laboratory and the vendshall follow the directions given in this IG.

The IG shows how to perform entropy estimation when the vendor caairattbiat tle source is compliant
with SP 80090B. Upon the expiration of the transition period defineddrv.18 all sources in the newdy
validated modules would need to be compliant \&Eh80090B.

The testing laboraty shall provide the following documentation a$®F addendum to the submitted test
report to meet the requirementsA$.07.13andAS.07.16
1. A detailed logical diagramhall illustrate all of the components, sources and mechanisahs th
constitute an @nopy sourceThese components may include the Linear Feedback Shift Registers
LFSRs, noisy diodes, thermal sampling, entropy service calls from other FIPSvhdidated
modules, clock readings, memory cache hits, as well as variowsfinduced measuments, such
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as the time intervals between the keystrokes, mouse movements, etc.
2. Tester's arguments in support of the accuracy of vepiaided rationale.

3. (Optional butstronglyrecommended) Results of statistical testing using aroppipte set of tes.
The statistical testing may either be performed by the testing laboratory or by the vendor. The
explanation of the test resuftkall include the assumptions that have been made, how many bits of
data have been collected, what thegtue (or an equivant parameter) of the test is, and what
numerical values were obtained to demonstrate that the test results supported the vendor provided
rationale.Typically, it takes several statistical tests to obtain a reasonable estimate of .cptnoje
tests estdish the degree of confidence in the independence of the observed Giluestests may
examine the short and long runs of bits and again, check the behaviors of these runs for their
consistency with the claimed properties of the testmurceNIST SP 80622-revlaand the current
draft of NISTSP 80090B maybe used as informative guidandde rationaleshall be
mathematically sound and considtaiith vendor clains of the strengths of the generated
cryptographic keys.

The CMVPwildet er mi ne during the report review if the info
report is acceptabl®uring the report reviewoordinationprocess the testing laboraganay follow up with
additional detail$o support the previously pried rationale.

ThisIG maybe rescinded or modified when standardspaelished and conformance testing develoged
entropy security strength testing suitable transition pertbwill be granted to vendors.

Additional Comments

1. If the module is ging a nordeterministic RNG approved for use in classified applications as allowed
in Section 4.7.1 of FIPS 14Bthen provided entropy is assumed to provide N bits of entropy based
onthe length N of the entropy field (unless the vendor chooses tdtsaie smaller amount of
entropy has been received).

2. Following are some examples of the heuristic analysis of entropy that the testing laboratory may
perform:

The vendor may say thatbits of entropy are gathered by measuring the time intervals bethween t
human touches of the keyboard; 10 bits of entropy come from the decimal fraction in the value of the
time of day when a certain event took place, another 10 bits come from the dinfiiegquency or

another property of software interruptions measurethbynoduleThese are all reasonable estimates

for a wide range of devices although their validity can only be accepted by the CMVP in the context

of the particular module being valigal. If the time of day is measured, for example, every 3 seconds

or less frequently, it can be argued that if this time is represented as hh:mm:ss.zzz, where zzz is the
deci mal fraction of a second measurtedboep t o t he t
expression), then the zzz values of different measurementearly independent and each can take

1,000 different/alues, thus yielding approximately 10 bits of entréfiye independence of clock
measurements at different frequency is verydrgnt. The best case is when the module has different
time sources, @mely independent down to the hardware. If the time measurements were taken every
0.5 seconds or so, then ttheeedigit zzz values would not be independent and therefor&GHt

entropy value could not be claimdd. this case, the CMVP woulatcept a claim of 7 bits of entropy.

The reason is that if the time measurements are taken every 500 milliseconds as in this example, then
the values made out oft htehel escdamand pan dchtt hairred 6fad dmoa
there are 100fahem) and the first z has some randomness in it as well, so the resulting variability of
the zzz values is somewhat similar to having 128 equally likely scenarios (100 plus a little more

thanks to the first z) and this is leading to the 7 bits of entrdhg CMVP mayeven accept a claim

of 8 bits of entropy in this case if a slightly more sophisticated argument is made to support such a
claim.
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If the entropy is generated by a physical devaggin a heuristic argument should be m#dais

device is aadioactive isotope such that the average decay rate is known and the random value is the
number of atoms that have decayed in a particular time period, the lab should state some known facts
about the mean rate of the decay and also about either thieutiistr or at least about the variance of

the number of the decaying atoms and give a rough estimate of the generated Notmpyat in

this scenario, not all outcomes (numbers of the gitatoms) are equally likely, the values around

the mean come it the highest probability, an IID claim (that the random variables are Independent
and Identically Distributed) most likely cannot be made and therefore the vendor should either use the
Aimiemtropyo est-lDmsaurces of come up vite anatfweasonable and statistically

sound estimate of generated uncertainty.

If the entropy is generated by oscillating rings, the vendor will need to explain the design of the
random noise genator. The design description in

http://csrc.nist.gov/groups/ST/rbg_workshop 2012/shankar.paly serve as an exampléowever,

to compete the description of the entropy soureerfrthe referenced presentation, the vendor still

needs to explai at least heuristically, how the jitters are measured, how these measurements are used
to generate the seed value foragaprovel RNG or DRBG and how much entropy the seed value
carries A special consideratioshall be given to the speed génerating bits and the frequency of
recording the results in claiming their independence.

If the RNG is reseeded frequently, the overall entropy increases if the lab can make a reasonable
heuristic claimof the independence of the individual entropy val@bviously, if the entropy comes

from the minute value in the time of day and the module measures this time value every second, there
is not much uncertainty in the minute field after the first measemémhe decaying isotope is,

however, going to coimue to decay independently (in some sense, and after adjusting by the number
of the remaining atoms) of its history and therefore in this case the entropy values can be added
without providng any furthe justification.

If the entropy is coming from an epational environment of thmodule thenagain,some analysis

should be made of the source of entrdpyhis source is the /dev/random or the /dev/urandom

function in one of the common operating sys{@®), the justification of the generated entropy

(possibly, provided by the vendor of the OS) will be requitecddition, the lab may refer to an

independently published analysis of dev/random and dev/urar®lere , f or exampl e, iThe
Pseudorandou mber Generator Revisited, o0 Lacharme at al
(https://eprint.iacr.org/2012/251.df

The /dev/random justification is the easier of the filds OS entropy source will satisfy a request
forarmdom value only when noubkbdbienmesopy; habBatoi $egc
estimate of the coll ected entr ofpoyexample,ifthec h t hat a
module needs to generate a BBAES key and therefore the modubzjuests 12®its of entropy

then the dev/random dalould block until it is able to generate this much entrdpyis, the module

cannot generate the aforementioned AES key until enough entropy is gathered and the call to

/dev/random returns.

In case othe /dev/urandom request, the call to this OS eptggmerator is noblocking. The data
obtained from the neblocking call is not guaranteed to possess the desired amount of ehtoopy.
can the vendor provide the assurance that the requirementsFdP®d402 AS.07.13 assertion are
satisfied?

To mee these requirements, the vendor must first demonstrate that the initial call (that is, the first call
after the module has been powered up or instantiated) to /dev/urandom returns the claimed amount of
entropy.A possible way to achieve this is to analyize sequence of events that precedes this initial

call. If, for example, this sequence includes several restarts of the module and if each of these restarts
includes several events that are measuredtarigrovide the desired uncertainty, then a he&arist

claim about the entropy in the initial call can be madese events may include the times between

the restarts, the measurements of an operator activity during the restarts (mouse clicks, etc.), the
values stored in certain memory locations that amnn to be unpredictable during the restarts. The
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events accumulated in one restart are accumulated to the events from previous restarts and persisted
on the system for later usehis argument has a goatiance of succeeding for the staaldne

modules; lhe embedded modules normally do not require multiple restarts so the use of dev/urandom
in such modules is harder to justify.

If the vendor can justify having the desired amount of entropy returned @irstreall to

/dev/urandom, then the vendor can tiome to claim that at least this much entropy (not necessarily
independent of the initial entropy of the first call) is generated on each subsequédrd saé. this,

suppose that the OS collects a paakith 256 bits of entropy prior teeturning the first

/dev/urandom requesbuppose that the request is returned in the form of E1 = SHA258(A).

module can then claim that the keys generated using the entropy received from the /dev/urandom call
possass 256 bits of entropyf, however he request is returned in the form of E1 = SHA1(A), then E1
possesesonly 160bits of entropy.

Suppose now that the OS generates the entropy pool B between the first and the second /dev/urandom
calls. The field retured by /dev/urandom to the module 8 € SHA256(B||SHA256(A))A
particularimplementatiormay use a different formula for E2, but again with a dependency on both B

and SHA256(A).)As long as B is not an empty field and is not a function of SHA256(A) then

regardless of the amount of entrapyB this returned field E2 contains at least 256 bits of entropy.
Therefore, keys generated from the randomness in the second /dev/urandom call also possess at least
256 bits of entropy (not necessarily an independatropy from the first call.) Similgr, if E2 =
SHAL(B||SHAL(A)) would result in E2 containing 16f1s of entropy.

Note that the entropy estimates in the above example cannot be added autonietiatity.because

B and A are not necessarily indepenti@ne cannot claim that E1 || Ehtains more entropy than
either E1 or E2 alonéf, A could only be shown to possess 128 bits of entropy and B could not be
demonstrated to have any specific new entropy amount independent of A (a typical scenario when
running /dev/urandom multiple timeijen the entropy collected from E1 and E2 (that is, from the
first and second calls to /dev/urandom) would only amount to 128 bits, not 256 bits.

3. Here is a possible way to estimate the generated min entropy that the @NMllow until a further
notice.This is a dramatic simplification of one of the methods proposed in the current ds&ft of
800-90B. This method of entropy estimation, if shown by the lab or the vendor to be applicable to a
given module, would be aleed prior to the publication &P 8®-90B and during the transition
period that would followAt some point in the future, the CMVP would expect all vendors to comply
with SP 80090B.

This method would only apply if unprocessed (vanitened) noise soues (and any conditioning
componentsif applicable) are 11D (independent and identically distributed random variaBles).
Section 9.1.1 of the August 2012 draft3® 80090B or any Statistics textbook for an explanation of
this notion.The sources do ndave to produce the uniform distuiiion of the outcomes: the
probabilities of different outcomes may be differdtbwever, the probability distributions are

identical bet ween the sources (or betwaendam t he di f
output) and these probabilitide not depend on the outcomes of other events generated by these
sources.

The August 2012 draft &P 80090B shows the sequence of statistical tests that would allow the
vendor to test if the noise sources are indd@dThese tests are quite complichtEurthermore, if
the tests support the IID assumption the d8&ft80090B standard presents a complicated and,
arguably, a very conservative method of estimating the min entropy.

The alternative this IG offers isifthe vendor to present tiheuristic arguments in favor of the IID
assumptionAny reasonable argument will be considered by the CMVP and if the sources are truly
IID it should not be difficult for the vendor and the lab to make such arguments.

Once thelD assumption has been actexgh(or, in a more formal way, the 11D hypothesis has not
been rejected) the vendor may estimate the min entropy as follows (compare this to the algorithm in
Section 9.2 of the August 2012 draftS® 80690B.)
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Find the probaliity N of the most common outcome among all the possible events generated by
the noise sourcéf this probability is already known, then use({Bive the justification to why this
probability is what it is claimed to bdf)n is not knownthen, following the draft o§P 800

90B, take a dataset with samples and count the occurrences of the most common value in the
datasetAgain, following the draft oSP 80090B, count the number of occurrences of this most

comnon value in the dataset@denote the resufi . Setn 0 T0.

The SP 80690B draft then tells how to establish the 99% confidence intervaPfggxand then
compute the min entropy estimate based onugiper bound of thisonfidence intervalHowever,at
this time the CMVP will accept a far less conservative and sirt@leompute estimate of min
entropy from the value of itself. Simply setO a€q and use this valu®as the
entropy.For example, if the most commowemt happens with the probabilipf¢ | the estimated

min entropy is 128 bits regardless of the probabilities of the occurrences of other less frequent events
generatedyy the same source.

4. This IG applies to the generation of both symmetric cryptogcadgdys and seeds that serve as the
starting points for the asymmetric algorithm key generation (such as the RSAGeygs)the analysis
of the generated entropy has beesd according to thilG, the TE.07.16.01 and TE.07.16.02
assessments, usis® 800133or |G 7.8 shall show how the generated keys can be assured of
possessing sufficient entropy to account for the target key strength.

Test Requirements
The vendor and tester evidersiell be provided undefE.07.13.01andTE.07.13.02

7.16 Acceptable Algorithms for i®tecting Stored Keys and CSPs

Applicable Levels: All

Original Publishing Date: 08/07/2015
Effective Date: 08/07/2015
Last Modified Date: 12/03/2019
Relevant Assertions: AS07.21
Relevant Test Reguwiments: TEQ07.21.01
Relevant VendoRequirements: VEQ07.21.0102

Background

Rules for key storage are described in some general terms in FIPSTH® standard, howev, does not list
any approved or allowed methods for encrypting keys or CSPs stodewithin the cryptographic module.

Question/Problem

In Section4.750f FIPS140 it is stated that HAcryptograpshalc keys
be stord either in plaintextd r m o r e n ¢ Whapdoes this meaime aklibve stateent may appear

to indicate that there are no requirements on key storage inside the nitmluészer, the zeroization
requirement does appl yvate ayptdgephic kepslnadi nCtSePxst wsi e chri ent t ahred
Keys and CSPs that are cryptaghically protected are not plaintext and are exempt from this requirement.

Therefore, it is necessary to know whaofstorelkeyst i t ut es,

and CSB.

In particular, it should be made clear whether the guioy of a stored key or a CSP using a symmadeie
encryption algorithm such as AES or the THBIES needs to satisfy the same requirements that apply to the
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protection & the cryptographic keythat are transported in and out of the module. The fatgirements and
methods of meeting them are describe&mh80038F.

Resolution

Keys and CSPs may be stored within a module in any foencrypted or unencryptedio makea claim that
keys and CSPs are stored en cthenmdulestdall pratect themmusingonepr eci s el
of the following algorithms:

1 An AES or a TripleDES encryption using argpprovel mode of AES or the TriplBES as defined
in AnnexA of FIPS 1402

1 An RSArbased key encapsulation that may either comply with tingirements oS5P 80056B or be
allowed bylG D.9.

1 An approve hash algorithm for a CSP such as a password that does not needdovesed but is
used to check if it matches any other values.

The requirements &P 800131Afor the encryption and key encapsulation key sizes apply if a stored key or
CSP is claimad to be protected.

Additional Comments

1. Even though this guidance dasst mandate the use of authenticated encryption algorithmsSRom
800-38F it is highlyrecommended vendors adopt them because these algorithms are specifically
designed to protect thmnfidentiality and the authenticity/integrity of cryptographic keys.

2. The AES and Trife-DES algorithm implementations used to protect stored keys aRd<BSsl| be
tested by the CAVP.

3. It follows from this IG andG D.9that if the AES or the TripDES encryption is used then the
requirements for encrypting stored keys and CSPs are different from those whenekegssported
in and out of the modulét is, however, strongly recommended that the ruld&dD.9 are followed
in this case as wlle

If an RSAbased key encryption (encapsulation) is used to protect keys &®ltlEsSrequirements
are the same regardless of whether or not the protected key or CSP leavesutHeen6ds b oundar y.

4. |If the AES or the TripleDES encryption is used to peat a stored key, the key encryption key may
be established as shownS® 800132

5. TheSP 800131A notation in this Implementation Guidance refers to the latestghaulirevisiorof
this standard

7.17 Zeroization of One Time Programmable (OTP) Memory

Applicable Levels: All

Original Publishing Date: 11/15/2016
Effective Date: 11A5/2016
Last Modified Date:

Relevant Assertions: AS.07.41
Relevant Test Requirements: TE07.41.0104
Relevant Vendor Requirements: | VE.07.41.01
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Background

The One TiméProgrammable (OTP) memory is a form of digital memory where the setting of ¢&ch bi
locked by a fuse or antifuse. It provides a flexible, fiptdgrammable alternative to Read Only Memory
(ROM).

Question/Problem

If OTP is used within a ndule, how ca the module meet FIPS 14£0zeroization requiremert#\re there
specific zeroizatin requirements for OTP implementations?

Resolution

OTP can be used for storing plaintext secret and private cryptographic keys and CSPs within the module.
However, the moule shall be implemented ithefollowing way in order to meet FIPS 140zeroizatbn
requirements:

1. Given that theDTP should bewritable during module operation, the modalell provide the
operator with the ability to zeroizdl of the keys and CSPwséd inOTP by overwriting the
memory with Os or 1sThis will likely decommissiorihe module but will prevent attackers from
gaining krowledge of secret data stored within the OTP.

2. After OTP keys have bearroized, the modulghall recognize the zeroizedhlue as invalid and
restrict the use to this value. This might be by using aitiaddl bit that is flipped, or else code that
knows the zeroization value is invalid such as an integrity value that is not correct after zeroization.

3. OTP storage of daia more likely than other types of data storage to have integrity vatsesiated
with the information. Tierefore, any integrity value on the OFRall be treated as a CSP (and thus
subject to zeroizatior)nlessthe vendor demonsttes that it doesot leak information about the
original key.This follows the definition of a CSP indha keyis considered a CSP if disclosing or
modifying it could compromise the security of the modleerefore, if integrity values are stored
on the OTP, the tester oendorshall either have the ability to zeroize these values, or provide
evidence tdhe CMVP that disclosure or modification of these values would not compromise the
security of the module or the values in which the integrity valteeg@tecting.

Additio nal Comments

Once data is fused onto the OTP, the process is irreverbii@ecfore, keys and CSPs that are stored on the
OTP are unlikely to be modified, written to, or stored during module operdtinsimakes the data that is on
the OTP prior to model operation likely intended for long time term use and unchanged throughout the
lif etime of the moduleRegardless, the zeroization requirements explained in this IG applies.

7.18 Entropy Estimation and Compliance with 880-90B

Applicable Levels: All

Original Publishing Date: 05/07/2019

Effective Date: 05/07/2019

Transition End Dates 11/07/2020

Last Modified Date: 12/03/2019

Relevant Assertions: AS.01.12, AS.07.13, AS.07.

Relevant Test Requirements: TE.01.12.01, TE.07.13.01,
TE.07.13.02, TE.QZ6.01,
TE.07.16.02

Relevant Vendor Requirements: |VE6s associ at
above
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