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THE PRODUCT 
LIFECYCLE
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•HW/SW design

•White box testing

•Detection of bugs 
and vulnerabilities

•Modelling

Design

•Component 
integration

•Black box testing

•Analysis of 
dependencies

Development
•Certification 
process

•Composition

Certification

•Bootstrapping

•Authentication

•Secure 
configuration

Deployment
•Monitoring of 
threats and 
changes

•Information 
sharing

•Vulnerability 
handling

operation

•Recertification

•New mitigation to 
be applied

•New threat 
discovered

•Patching

Update

• Erase data
• Repurpose

Decommissioning

Manufacturer CA

End organization

Manufacturer 
or CA

TOO MANY ACTORS
TOO MUCH INFORMATION



EUROPEAN PROJECTS: 
COBALT AND DOSS
Leveraging OSCAL for security lifecycle 

management 



Manufacturing
• List of components (BOM)

• Expected behaviour (MUD)

• Recommended 
configuration

Certification
• Security level

• Certificates

• Security properties

Deployment
• Secure configuration

Operation
• Vulnerability detection and reporting

• Mitigation (threat MUD)

• Sharing security information

• Attestation/evidences →Recertification

Upgrading
• Re-evaluation

• New list of components 
(BOM)

Decommissioning
•Revocation

•Reconfiguration

DSP

A DEVICE SECURITY PASSPORT

Support for agile 
recertification based 

on runtime evidences

Support for 
agile 

mitigation

DOSS: SECURE-BY-DESIGN IOT 
OPERATION WITH SUPPLY 
CHAIN CONTROL

https://dossproject.eu/

COBALT: CERTIFICATION FOR 
CYBERSECURITY IN EU ICT USING 
DECENTRALIZED DIGITAL TWINNING

https://horizon-cobalt.eu/



VEX
(vulnerability tracking)

HBOM
(List of HW 

components)

SBOM - SPDX, 
CycloneDX, SWID

(list of SW components)

(Extended) MUD
(behavioural info, 

policies)

Threat MUD
(threats and 
mitigations)

…

Metadata
Links to external 

descriptors
Composition (links to 
subcomponents info)

Security objectives

OSCAL-based CCM

multiple, machine-

readable formats

(e.g., XML, JSON, YAML)

Certificates, 
evidences

Updates 7

Manufacturer

CA

Operators

Other 
stakeholders



SBOM, HBOM, 
MUD, assessment 

results

Certificates, TOE, 
assessment results, 

metrics

Evidences, 
threats, 

mitigation
Manufacturer Certification Authority Domain Operators

CCM 
ledgers

CCM Manager

OrchestratorDDBB: Ontology, 
metrics, evidences

Evidence 
Collectors

Real System (TOE)

Dynamic 
Conformity 
Assessment

Security Digital Twin (SDT)

Decision 
Engine

Dynamic Risk 
Management

evidences

Mitigation 
actions

ToE manufacturer 
/ operator

CCM data

Access and 
modify CCM 

data

sync

Management 
and 

orchestration

Assessment

Operations

Ext Risk 
Info

SDT 
Manager

Evidences, assessments results

Certificate and 
mitigation  
decisions



USING OSCAL AS 
A DEVICE SECURITY 
PASSPORT
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Cybersecurity frameworks often define a set 

of controls intended to reduce the risk to a system. 

Organizations and system owners identify which controls 

are applicable to a system, which may include controls from 

more than one catalog. 

Implementation of a system under a specific baseline as 

well as the individual components that may be incorporated 

into a system. A component is anything that can satisfy a 

control, such as a policy, process, compliance artifact, as 

well as hardware, software, and services.

Assessment activities, on communicating all assessment 

findings including supporting evidence, and identifying and 

managing the remediation of identified risks to a system 

identified after assessment activities. This includes the 

ability to report all findings.

Threat MUD, VEX, updates, assesments

SBOM, HBOM, MUD, link to certificates, how 
security controls are implemented

Security controls applicable

https://pages.nist.gov/OSCAL/resources/concepts/layer/#control-layer-overview

10



DESIGN AND DEVELOPMENT

• A list of components holds the potential to provide increased

transparency, provenance, and speed at which vulnerabilities can

be identified and remediated.

“Am I affected?” and “Where am I affected?”

• How to do it?

• BOMs: A bill of materials (BOM) is a source of information
containing a list of items and instructions to design or
manufacture a product.

• Different types: SBOM, HBOM, CBOM, SaaSBOM, ML-BOM,
etc.

Identify and document components contained in the product



SBOM
• A formal, machine-readable inventory of software components and dependencies, 

information about those components, and their hierarchical relationships”, like a list of 
ingredients that make up software components.  

• SBOM can be used as a source for SCA tools to find vulnerable third-party libraries in an 
automated way



CYCLONEDX (S)BOM

13https://cyclonedx.org/docs/1.5/json/#bomFormat

CycloneDX was designed from the ground-up to be a Bill of 
Materials (BOM) format, capable of capturing complex 
inventory information for a wide range of cybersecurity and 
software supply chain use cases.

It is recommended to decouple VEX, VDR, etc. from the 
BOM.

beyond the minimum required for a SBOM



HBOM
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https://www.cisa.gov/sites/default/files/2023-09/A%20Hardware%20Bill%20of%20Materials%20Framework%20for%20Supply%20Chain%20Risk%20Management%20%28508%29.pdf

HBOM information is recommended for any product/kit/assembly that can be broken down 
into lesser components. When arranged in order of assembly level, this breakdown is 
sometimes referred to as a “hierarchical” bill of materials. 



MAPPING WITH OSCAL
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Component definition model: Provides information about a defined component that can be part of an

implemented system. Components may be SW, HW, services, APIs, policies, processes, plans, guidance,

standards, or other tangible items that enable security and/or privacy. The type field indicates which of these

component types is represented.

Link to SBOM and HBOM 
depending on component 
type (even distinguishing 

formats)



MAPPING WITH OSCAL
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Link to SaaSBOM?
There are some fields here to 

describe cloud based 
systems

Link to ML-BOM, MBOM, 
OBOM? 

Other BOMs: Work In progress 
(we started by HBOM, SBOM)



DESIGN AND DEVELOPMENT

• Similarly to the list of components, a list of vulnerabilities provides transparency to the 

supply chain, and ensures a smooth analysis of cascade effects in case a vulnerability is 

exploited

• How to do it?

• Vulnerability Exploitability eXchange (VEX): List vulnerabilities a product is not 

affected by. It does not require the vendor to check dependencies.

• Vulnerability Disclosure Report (VDR): lists vulnerabilities that affects a product 

or its dependencies.

• Even if that information can be included in the SBOM, it is recommended to decouple 

from it as new vulnerabilities can be discovered more often than new components are 

added to the product.

Identify and document vulnerabilities contained in the product



VULNERABILITY EXPLOITABILITY EXCHANGE (VEX)
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• Minimum data elements of a VEX document (2023): 

• Document metadata: ID, version, authors, tooling, Timestamp. 

• VEX statement: convey a single [status] that applies to a single [vul_id] for one or 
more [product_id]s

• Metadata: ID, version, timestamp

• Product details: Product identifier(s), subcomponent id, supplier

• Vulnerability details: Identifier of the Vulnerability (CVE or other identifier) and vulnerability 
description (e.g. CVE description). 

• Product Status details (i.e., status information about a vulnerability in that product) 

• NOT AFFECTED – No remediation is required regarding this vulnerability. 

• AFFECTED – Actions are recommended to remediate or address this vulnerability. 

• FIXED – These product versions contain a fix for the vulnerability. 

• UNDER INVESTIGATION – It is not yet known whether these product versions are affected by the 
vulnerability. An update will be provided in a later release. 

• CSAF, CycloneDX, and OpenVEX can contain or be used to generate VEX 
documents. Both CSAF and CycloneDX provide information beyond what is 
required for VEX.

https://www.cisa.gov/sites/default/files/2023-04/minimum-requirements-for-vex-508c.pdf



VEX-CYCLONE DX
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https://github.com/oasis-tcs/csaf/blob/master/csaf_2.0/examples/csaf/csaf_vex/2022-evd-uc-01-ui-001.json



VULNERABILITY DISCLOSURE REPORT (VDR)
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• VDRs are an attestation of all vulnerabilities affecting a product, or its’ 
dependencies, along with an analysis of the impact. 

• VDRs may come from a software supplier or a third party. 

• A VDR should contain:

• All vulnerabilities affecting a product or its’ dependencies

• Analysis describing the impact (or lack thereof) that a reported vulnerability has on a 
product or dependency

• Plans to address the vulnerability

• Signing the VDR with a trusted, verifiable, private key that includes a timestamp indicating 
the date and time of the VDR signature

https://csrc.nist.gov/pubs/sp/800/161/r1/final



MAPPING WITH OSCAL
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•Metadata: file's title, publication version, publication date, and OSCAL version. 

•Import AP: Identifies the OSCAL-based assessment plan (AP) for this assessment.

•Local Definitions

•Results: Describes the assessment findings, identified risks, and recommended remediation. Also 

identifies false positive results, risk adjustments, and operationally required risks, as well as when 

the results should expire.

• Local Definitions

• Reviewed Controls: Identifies the controls actually reviewed by this assessment.

• Assessment Subject: Identifies the in-scope elements of the system, including locations, 

components, inventory items, and users.

• Assessment Assets: Identifies the assessor's assets used to perform the assessment, 

including the team, tool, and rules of engagement content.

• Attestation: Assertions made by the assessor.

• Assessment Log: Log of performed assessment actions. 

• Observation: Individual observations and related evidence. 

• Risk: Identifies individual risks, including weakness description, risk statement, and other 

risk characteristics.

• Finding: Identifies findings resulting from observations and risks, and can include the 

control objective status.

•Back Matter: attachments, citations, and embedded content such as graphics.
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Link to VEX, VDR identified 
vulnerabilities and its status VEX, 

VDR info 

• AR model: This model is typically 

used by anyone performing 

assessment or continuous monitoring 

activities on a system to determine 

the degree to which that system 

complies with one or more 

frameworks.

• Some information is repeated in 

VEX/VDR and AR:  Threat ID (CVE) 

and status (fixed, no affected, 

affected…)



CERTIFICATION AND DEPLOYMENT

• Previous information can be used to smooth the certification process, supporting certificate composition

• List of components, including certificates granted

• List of vulnerabilities associated with each component

• Previous assessments and evidence can be also stored and shared to support an agile certification

• Product deployment can benefit from the certification results

• A secure configuration can be established from the assessment and be enforced during deployment

• Different configurations can be considered for different contexts

• How to do it?

• OSCAL (NIST) provides machine-readable representations of control catalogues, control baselines, 

system security plans, and assessment plans and results.

• MUD file: IETF standard to express device behaviour at network layer. MUD policies can be enforced 

during device deployment

apply effective and regular tests and reviews of the security

ensure an appropriate level of cybersecurity, without any known vulnerabilities

secure by default configuration



(EXTENDED) MUD FILE
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Metadata• MUD is intended to be created by manufacturer 

• Defines behavioral information associated with a device
• IETF Standard: Only network-limited content (ports, protocols)
• UMU Extended: Parental control, filtering, data protection, channel 

protection. IETF compatible.

• Metadata : version, url, dates, signature, model, manufacturer, etc. 
• ACLs list: list of ACLs and MSPLs from and to device (only names)
• ACL module: Specific policies for access control at network layer 

following MUD standard (YANG)
• MSPL module: Specific policies for filtering, parental control and data 

protection (MSPL, extension)

• MUD can be obtained during the bootstrapping of the device, so 
policies are enforced to reduce the attack surface and provide a secure 
configuration before the device can access to the domain

ACLs list

ACL module
name, matches (mud, ipv4,ipv6, 

tcp, udp, icmp, ports), actions

MSPL module
name, configuration (TLS, IPSEC, 
IKE, psks, certs, dns, encryption 
alg, key size, auth mechanism, 

integrioty alg…), condition (ports, 
ips, DB data, XML data..)



MAPPING WITH OSCAL
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• Metadata (common) : document's title, publication 

version, publication date, and OSCAL version, roles, 

parties and locations.

• Import: Identifies a component definition from 

another resource, from which related information is 

referenced.

• Component: Provides information about a defined 

component that can be part of an implemented 

system.

• Capability: Identifies a capability as a grouping of 

multiple components or capabilities.

• Back Matter (common) : attachments, citations, and 

embedded content such as graphics.



MAPPING WITH OSCAL COMPONENT/SSP 
MODEL

26

Link to MUD

Duplicated (MUD info)



OPERATION AND UPDATE

• Vulnerability and updates may change the security level achieved in a certificate

• Vulnerability handling and upgrading should be connected with certification

• Disclosure of vulnerabilities to the manufacturer and CA → Possible recertification

• Secure patching/mitigation approved by CA → Maintain security level

How to do it?

• Threat MUD: NIST document based on IETF MUD to share mitigations associated 

with vulnerabilities

• Vulnerability management: SIEM, IDS, CTI sharing

Address, remediate and disclose vulnerabilities 

Provide and securely distribute updates 

Apply effective and regular tests and reviews of the security

Monitoring Detection Sharing Mitigation

Recertification?



(EXTENDED) THREAT MUD
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Metadata• Similar to MUD but linked to a threat instead of a device

• VEX and VDR give more info about the threat, status and 

affected products, Threat MUD focuses on mitigations.

• Metadata : version, url, dates, signature, threat intelligence 

provider, threat name, cvss vector, documentation

• ACLs list: list of ACLs and MSPLs from and to device (only 

names)

• ACL module: Specific policies for access control at network 

layer following MUD standard (YANG)

• MSPL module: Specific policies for filtering, parental control 

and data protection (extended MSPL)

ACLs list

ACL module
name, matches (mud, ipv4,ipv6, 

tcp, udp, icmp, ports), actions

MSPL module
name, configuration (TLS, IPSEC, 
IKE, psks, certs, dns, encryption 
alg, key size, auth mechanism, 

integrioty alg…), condition (ports, 
ips, DB data, XML data..)



MAPPING WITH 
OSCAL

29
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https://pages.nist.gov/OSCAL-Reference/models/v1.1.2/assessment-results/json-reference/

Link (or prop) to Threat MUD 
for updated remediations

https://pages.nist.gov/OSCAL-Reference/models/v1.1.2/assessment-results/json-reference/
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BOMs

VEX, THREAT MUD

OVERVIEW

Claims 
selected Certs

Attesttations

Claims assessed

TOE

tools

Historical 
results

Evidences

MUD, SBOM, HBOM
Certs

Claims 
database



SYNERGIES WITH EU 
REGULATION
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EUROPE TOWARDS CYBERSECURITY 
CERTIFICATION AND LIFECYCLE MANAGEMENT

32

NIS2

To promote cooperation and information exchange among EU 

Member States to prevent and respond to cybersecurity incidents

Address supply chain security

Establish relationships with high-risk third-party service 

partners/providers/vendors and make them aware of risks

CSA

To create a common framework for the cybersecurity certification of 

any ICT product, service, or process

Monitoring compliance with certification requirements

Use of repositories listing vulnerabilities

CRA

To enhance cybersecurity and cyber resilience in the EU

Mandates manufacturers to manage security throughout the 

product's lifecycle (updates for 5 years, handling of new 

vulnerabilities)

Establishes essential requirements

OSCAL for 
transparency

OSCAL for 
composition

OSCAL for security 
lifecycle 

management



CRA AND LIFECYCLE MANAGEMENT -
ESSENTIAL CYBERSECURITY REQUIREMENTS

Manufacturers:
• identify and document vulnerabilities and components contained in the product, including software bill of materials - Development
• apply effective and regular tests and reviews of the security –Development, certification, operation
• address and remediate vulnerabilities - Operation
• disclose information about fixed vulnerabilities - Operation
• coordinated vulnerability disclosure; - Operation
• sharing of information about potential vulnerabilities - Operation
• provide for mechanisms to securely distribute updates - Upgrading
• providing security updates – Upgrading

Products with digital elements:
• designed, developed and produced to ensure an appropriate level of cybersecurity – Development, certification
• without any known exploitable vulnerabilities; - Development, certification
• secure by default configuration - Deployment
• appropriate exploitation mitigation mechanisms and techniques; - Operation
• provide security related information by monitoring relevant internal activity - Operation
• automatic updates to address vulnerabilities – Upgrading



RECAP

• Lifecycle management

• How to coordinate all the exchanged information?

• How to represent all the exchanged information? 

• How to support certification?

• EU projects aiming to solve these questions : DOSS and COBALT

• Common model (DSP)

• Based on OSCAL and linked with other formats



RECAP

35

• List of components (link to BOM)

• Expected behaviour (link to MUD)Manufacturing

• Controls fulfilment (OSCAL)

• Certificates (link to cert)Certification

• Secure configuration (link to MUD)

Deployment

• Vulnerability detection and reporting (link to VEX/VDR)

• Mitigation (link to threat MUD)

• Attestation/evidences →Recertification (OSCAL)
Operation

• Re-evaluation (OSCAL)

• New list of components (link to BOM)Upgrading

•Revocation (link to cert)

•Reconfiguration (link to MUD)Decommissioning

OSCAL based DSP
• Transparency for tracking 

vulnerabilities and composition
• Recommended configuration

• Transparency on certification 
results for composition

• Security by default

• Sharing knowledge in a 
collaborative way

• Support to continuous 
certification

• Updated security level
• Historical of assessments 

(traceability)

• Updated certificate status
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Dr. Sara N. Matheu

Dr. Antonio Skarmeta
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https://dossproject.eu/ https://horizon-cobalt.eu/



//Versions of the product (CSAFPID-0002 , etc) 

https://github.com/oasis-
tcs/csaf/blob/master/csaf_2.0/examples/csaf/c
saf_vex/

VEX - 
CSAF
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OpenVEX

• An OpenVEX document is 
composed of a JSON-LD 
structure that contains 
the document metadata and 
one or more VEX statements
(more inline with 2023 VEX 
version).

• OpenVEX is designed to be 
SBOM format agnostic. It can 
reference software described 
in both SPDX and CycloneDX
Software Bills of Materials.

https://github.com/openvex/spec

38

https://github.com/openvex/spec/blob/main/OPENVEX-SPEC.md#vex-documents
https://github.com/openvex/spec/blob/main/OPENVEX-SPEC.md#the-vex-statement


RECAP
• Lifecycle management is a complex process involving many stakeholders and  a big amount of dynamic data.      

Some issues still open:

• How to coordinate all the exchanged information?

• How to represent all the exchanged information? 

• EU projects aiming to solve these questions : DOSS and COBALT

• Definition of a common model to represent the security information and definition of workflows for its management

• Based on OSCAL and linked with other formats (MUD, BOM, VEX, VDR, etc)

• Supporting EU regulation (NIS, CSA, CRA)

• Supporting certification not as an isolated process after manufacturing, but as a process in line with the lifecycle 
management and the information exchanged throughout its lifecycle

• Reusing information from previous assessments, supporting agile certification and providing trust and transparency

• Involving all lifecycle stakeholders (manufacturers, domain owners, CA, users…) to gather as much information as 
possible 

• Establishing the secure configuration for deployment

• Proactive security management throughout the device lifecycle by providing detailed information about 
vulnerabilities and mitigations
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