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Disclaimer

Certain commercial OSCAL solutions (or companies) will be identified, 
discussed or demonstrated.

Such identification does not imply recommendation or endorsement by the 
National Institute of Standards and Technology, nor does it imply that the 
solutions identified are necessarily the best available for the purpose.
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Background
Executive Order 14144 - Strengthening and 
Promoting Innovation in the Nation’s 
Cybersecurity

"… establish a pilot program of a rules-as- code 
approach for machine-readable versions of policy 
and guidance that OMB, NIST, and CISA publish 
and manage regarding cybersecurity."

OSCAL (Open Security Controls Assessment 
Language), a standardized machine-readable 
language to document security controls, supports 
this mission of security assessment automation.



Background

REFERENCE DATA
standardized, machine-readable 

format (OSCAL)

DATA CONVERSION
manual, time-intensive, 

labor-intensive

GOAL
security assessment 

automation



CPRT
Cybersecurity and Privacy Reference Tool (CPRT) - https://csrc.nist.gov/projects/cprt

https://csrc.nist.gov/projects/cprt


CPRT JSON

Security 
reference data 
in a structured 
format

Data is split into elements and relationships



CPRT and OSCAL



CPRT format

• CSF

• 800-171

• ...

CAPORDINO

OSCAL format

• CSF

• 800-171

• ...

Assessment tool

CPRT format

• CSF

Parser

• CSF CPRT

Assessment 
tool

Without 
CAPORDINO

With 
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CPRT format

• 800-171

Parser

• 800-171 CPRT

Assessment 
tool



https://github.com/usnistgov/capordino

http://Chttps:/github.com/usnistgov/capordino


CAPORDINO and OSCAL Projects

Metaschema

metaschema-
java

liboscal-java

oscal-cli CAPORDINO

Modeling framework

Java library for Metaschema

Java library for OSCAL

Command line tools



CAPORDINO





CPRT API CPRT JSON file

POJO – Plain Old 
Java Objects 

(CPRTElement, 
CPRTRelationship)

Conversion (next 
slide)

Part 1: Mapping



Part 2: 
Conversion



Part 2: Conversion
Mapping (previous)

liboscal-java objects 
(CatalogGroup, Control, 

ControlPart)
OSCAL Catalog



Different frameworks, different elements



Catalog



Challenges
Some manual work is still required – identifying elements and relationships

Different security frameworks, different elements, different complexity in 
implementation



Future Work

Collaborate with 
OSCAL community

Other frameworks 
provided by CPRT

Extend to other 
input sources



Thank you!
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