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Gustavo Carvalho Connect

Scan the QR code to find me on LinkedIn
Gus or reach out directly.

Principal Engineer
Container Solutions

Maintainer
external-secrets operator

Lead Developer
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About Container Solutions

Our Approach

Vendor-independent
Consultancy

We deliver hands-on engineering and
strategic guidance completely tailored to
your technology stack, with zero vendor
lock-in.

Open Source

Active Contributions

External Secrets Operatorcncf.io/projects/external-secrets

Java Operator SDKjavaoperatorsdk.io

Kubernetes Examplesk8s-examples.container-solutions.com

Terraform
Examplescontainersolutions.github.io/.../terraform-examples
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About CCF

Core Mission

Continuous Compliance
Framework

An open-source solution that integrates
compliance directly into modern
engineering lifecycles.

Open Source & OSCAL

Built natively on OSCAL schemas to align with
global standardized security and compliance
formats.

Day-to-Day Lifecycle
Moves compliance monitoring from periodic
audits to an active, daily engineering process.

Shift Left & Shift Down

Brings security compliance closer to
implementation levels, reducing late-stage friction.
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Characteristics

OSCAL & Layers
Standard Coverage

Mostly covers OSCAL v1.1.3

Focuses heavily on Control (95%) and
Implementation (90%) Layers

Assessment Layer built on an as-needed
basis

Limited feedback from external auditors during
this phase

Adaptations
Custom Refinements

e Introduced custom logic where standard
OSCAL v1.1.3 schemas fell short of
engineering requirements

e Refined usability with dedicated Ul and
naming tweaks directly driven by user
feedback
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Architecture

OSCAL-derived
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What we will see:

Control Layer (Catalogs, Profiles)

Implementation Layer

Evidence, Risks, Workflows
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Demonstration
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Agent Configuration Example

1 daemon: true

2 verbosity: 0 ;
3

4 agent_evidence:

5 enabled: true

6 interval: 5m

7

8 api:

9 url: http://api:8080

10

11 plugins:

12 jumpserver:

13 schedule: "*/5 x x x %"

142 source: ghcr.io/compliance-framework/plugin-jumpserver:v1.0.0

15 policies:

162 - ghcr.io/compliance-framework/plugin-jumpserver-policies:v1.0.0
17 config:

18 base_urls: http://jumpserver.example.com

access_key_id:
access_key_secret:

N
[

ATERRRRRRRRRRNRNS

21 session_lookback_days: "30"
22 labels:

23 tier: pam

24 system: mfg-pam-gateway

25
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Plugin Example

60 main.go U X

plugin-jumpserver > “60 main.go > ...

181 func (p xJumpServerPlugin) Init(req *proto.InitRequest, apiHelper runner.ApiHelper) (*proto.InitResponse, error) {

182 ctx := context.Background()

183

184 p.mu.RLock()

185 tagPrefix := DefaultTagPrefix

186 if p.config != nil {

187 tagPrefix = p.config.TagPrefix

188 Y

189 tagKeys := append([lstring(nil), p.tagKeys...)

190 p.mu.RUnlock()

191

192 assetSchema, dropped := AssetlLabelSchema(tagPrefix, tagKeys)

193 if len(dropped) > @ {

194 p.Logger.Warn("labelSchema capped; these operator tag keys were not declared and will not be filterable",
195 "cap", maxLabelSchemaEntries, "dropped", strings.Join(dropped, ","))
196 }

197

198 // UpsertSubjectTemplates is a full reconcile scoped by _plugin: any template
199 // absent from this payload is deleted. Always send both.

200 templates := [lxproto.SubjectTemplate{

201 {

202 me: "jumpserver—asset",

203 : proto.SubjectType_SUBJECT_TYPE_COMPONENT,

204 // Only the identity key may appear in a template. Component creation is
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Rule Example

account_drift.rego U X

plugin-jumpserver-asset-policies > policies > account_drift.rego
28 risk_templates := [{

58 g 3,
59 H

60

61 # account_risks is this policy's only signal. Unreadable means unchecked —— but
62 # WHY it is unreadable changes the remediation entirely.

63 violation contains {

64 "id": "risk_engine_unlicensed",

65 "title": "Account drift cannot be detected in this JumpServer edition",

66 "remarks": sprintf("JumpServer's account-risk engine requires an enterprise licence, so drift on as
67 F afed

68 collection.unlicensed("account_risks")

69 iF

70

71 violation contains {

72 "id": "risk_data_unavailable",

73 "title": "Account drift could not be checked”,

74 "remarks": sprintf("Account risks could not be read for asset %s, so drift on it was not checked. Gi
75 ¥} aFA

76 collection.unavailable("account_risks")

77 not collection.unlicensed("account_risks")

78 }

79

80 # The exact wire values from RiskChoice (accounts/models/automations/check_account.py:41-53).
_ g1 SRR AR name s _for twn of these differ from the wire values
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Custom Implementation Points

01
Catalog ‘Category’

Configured via props

02

Single SSP View
For multiple profiles (Ul only)

03

Observation Labels
Labels and filters mapping

04

Risk Templates
Standardized templates support

05

Agent Framework
Plugins and execution rules

06

Assessment Detach
(temporary!)
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SSP Inheritance

Establish foundation for
system security plan
inheritance mapping.

OSCAL V1.2

Incorporate support for
OSCAL v1.2 schemas and
standards.

Assessment Plans Assessment Results

Enable Assessment Plans ° Interactive
with specialized Auditor conversations within
activities and full lifecycle SSP
control. e Consolidate CCF
results

e  Generate PDF reports

gustavo.carvalho@container-solutions.com ‘ Container
=== Solutions



www.container-solutions.com

Thank you
O

gustavo.carvalho@container-solutions.com ‘ Container
=== Solutions



