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Compliance Artifacts and their Representation as code

Regulatory compliance and Org Policy controls are implemented as rules (technical, operational, financial,
data, or Al) and tested via rule engines or checks based on evidence

Example regulatory standards and certifications:

/ Regulatory Compliance - x p 2 !
and Org Policies mm ey y ;
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* Implementations enabled on private endpoints bias score of less than a '
& threshold of 20% !
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return FAIL;
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return PASS;
else return FAIL;

"service_instance_id": "xxxxxxx-6c4f-4a62-

TeCh no I'Ogy S peCIfI C. a16d63903”, "endpoint": ”private”,
EVIDENCE “encrypt": "KYOK”}
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Regulators define: System Owners select services & products,

- regulations, standards, laws, catalogs deploy apps, are responsible to ensure their
PCI, SOC2, NIST 80053, FedRAMP, HIPAA compliance, define policy assessment plans and
CIS benchmarks: IBM Cloud, OCP, Kube set compliance monitoring scans

- crosswalks mappings between regulationsO controls
Compliance Team select and tailor control
profiles (aka baselines) to describe the
compliance intent of their regulated
organizations and environments

@ Organization Profiles, Catalo_gs, Cross_walks Environment & Apps Results
Organization Crosswalks Predefined Profiles Compliance SCOpe & Scans
e
Agile

GitHulj Authoring

Component Definitions, ey [FEEilES
POAM Reference SESALEJ\:SI?EE;&”
(Products, Svcs, Processes) ompliance2Policy (C2P), Exchange Protocol
CISO-CTO Process Providersor Products & Key Features
Services Providers define policies & procedures & OSCAIJaased API

Compliance Officers, Auditors,
System Operators examine the policy
assessment resultsand apply
remediations or deviations

Governance Team
evaluate the controls
performance, precision, and

coverage ,

Governance, RISk,
Compliance (GRC)
Center

Key Features
Policies, Risk, POAM

viations, Exceptions @

Business Owners and Risk Managers
set context, assess, respond and

POAM, and declare the controls implemented by Consume Trestle SDKbased normalization plug -in monitor risk using the Plan of Actions
their components (sw, hw, processes through and Milestones
mapping to _ ) . . [policy profile desired state & I Results &
policy rules (technical, operational, financial) inventory scopel] | Inventory update
I
Component Definitions . — < . . - —
(Policy Validation or policy Validation - Enforcement Points (PVPs - PEPs) w/ declarative & imperative policies
Enforcement Points)
O Ansible, Terraform OPA, ArgoCD Ansible, Auditree, Erictree, OPA CEL, OPA Gatekeeper, Kyverno, 0SCO
ssessment Plans DAY 1: CICD, apps, data, Al pipeline DAY 2: laaS/PaaS/SaaS , apps, data, FS ops, Al (Kubernetes Policies)
_ _ GitHuh
Policy Validators or Control
Assessors declare the policy checks
assessing in their policy validation
or enforcement engines the policy
rules declared by the Controls
Providers or Owners; use the . : mE aws A -
pre-defined evidence data model Evidence Ewdence - 18M Cloud . cwuoﬁ- LUMenN .:. A 4, imperva «’)‘M
Data Model or Actual State . ‘ &
Templates Spec 3 1BM Quantum (1 ymai  DTencentCous  STACKPATH  faslly  Edgio  €Sleassewed W0
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https://pages.nist.gov/OSCAL/
https://github.com/oscal-compass
https://github.com/oscal-compass/compliance-trestle
https://oscal-compass.github.io/compliance-trestle/
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Flexibility in choice of policy engines and compliance framework
Community-driven plugin extension

GitOps Pipeline/Kubernetes Controller/
any Python, Go environment

Generate each PVP policies
from compliance

Enforcement Points (PVPs/PEPS)

Policy Validation/

& Trestie AgileAuthoring Compliance™ | | @3 | Policy L. —
/GRC* tools/CSPM** as Code . : as Code > y W
O | plugin (e.q. Kyverno,
e.g. OSCAL g | <] Resul OPA Gatekeeper)
Component Definition T
g. Policy!
Q 1 Policy engine
@ i »
LR plugin <_as rodo | (e.q. Auditree, Ansible)
e.g. OSCAL Q@ Resulrj
Assessment Results g
% Trestie AgileAuthoring | | Compliance ™ g
/GRC" tools/CSPM** as Code

*GRC: Governance, Risk, Compliance
**CSPM: Cloud Security Posture Management

Generate compliance assessment results
by aggregating each PVP results

’ ]
@
@

Target resources

Kubernetes resources

Infrastructure
(VMs, Networks)
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https://github.com/oscal-compass/community/tree/main
https://docs.google.com/document/d/1XTYM7xnWlIqd-8Nn5-qtgvgk8kH3NSmYle5yZvaS7qs/edit
https://github.com/oscal-compass/community/blob/main/GOVERNANCE.md
https://github.com/oscal-compass/community/blob/main/CONTRIBUTING.md
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https://docs.google.com/document/d/1XTYM7xnWlIqd-8Nn5-qtgvgk8kH3NSmYle5yZvaS7qs/edit
https://docs.google.com/document/d/1XTYM7xnWlIqd-8Nn5-qtgvgk8kH3NSmYle5yZvaS7qs/edit
https://github.com/oscal-compass
https://dzone.com/articles/compass-compliance-part-1
https://dzone.com/articles/compliance-automated-standard-solution-compass-part-2-trestle-sdk
https://dzone.com/articles/compliance-automated-standard-solution-compass-part-3-artifacts-and-personas
https://dzone.com/articles/compliance-automated-standard-solution-compass-part4-topologies-compliance-policy-administration-centers
https://dzone.com/articles/compass-part-5-a-lack-of-network-boundaries-invites-a-lack-of-compliance
https://dzone.com/articles/compass-part-6-compliance-to-policy-for-multiple-kubernetes-clusters

