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Hello,
Our comment on section 3.8.9 of the standard is attached.
Thanks in advance,
Leor F.
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1 Fortress Labs Technical NISTIR 8320 37 1399

System Backups should mention hardware enabled 
security technologies 
(as recommended by NISTIR 8320)
 as an augmentation to cryptographic protections for 
backup data.

System Backup – Cryptographic and Hardware Protection
Implement cryptographic and hardware mechanisms to prevent the 
unauthorized disclosure of CUI at backup
storage locations.
DISCUSSION
Organizations can employ cryptographic mechanisms as well as alternative 
physical controls to protect
the confidentiality of backup information at designated storage locations.  
Specifically, devices like
hardware security modules (HSMs) and Trusted Execution Environments 
(TEEs) may be used to improve
the security of cryptographic operations on backups. Backed-up 
information
that contains CUI may include system-level information and user-level 
information. System-level
information includes system-state information, operating system software, 
application software,
and licenses. User-level information includes information other than system-
level information.
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