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BackgroundBackground

nn Risk AnalysisRisk Analysis
–– accurate resultsaccurate results

–– sufficient securitysufficient security

–– effective safeguards...effective safeguards...

BUTBUT
–– time and resource consumingtime and resource consuming

–– difficult to dodifficult to do

–– effort not always appropriateeffort not always appropriate



Baseline ProtectionBaseline Protection

nn recommending safeguards forrecommending safeguards for
typical IT systemstypical IT systems

nn easy safeguard selectioneasy safeguard selection

BUTBUT

nn maybe not always appropriatemaybe not always appropriate

nn only for low to medium securityonly for low to medium security
requirementsrequirements

nn



Combined ApproachCombined Approach

Protection RequirementsProtection Requirements

BaselineBaseline
ProtectionProtection

Risk Risk 
AnalysisAnalysis

BaselineBaseline
SafeguardsSafeguards

IndividualIndividual
SafeguardsSafeguards

low - mediumlow - medium highhigh



Protection RequirementsProtection Requirements

nn low to medium, e.g. less than $10,000low to medium, e.g. less than $10,000

nn high, e.g. less than $100,000high, e.g. less than $100,000

nn very high, e.g. more than $100,000very high, e.g. more than $100,000

The limits have to be determined The limits have to be determined 
by the organization!by the organization!



IT Baseline Protection ManualIT Baseline Protection Manual

nn Generic ComponentsGeneric Components

nn InfrastructureInfrastructure

nn Non-Networked SystemsNon-Networked Systems

nn Local Area NetworksLocal Area Networks

nn Data Transfer SystemsData Transfer Systems

nn TelecommunicationsTelecommunications

nn Other IT ComponentsOther IT Components



Other Baseline ActivitiesOther Baseline Activities

nn NIST Computer Security HandbookNIST Computer Security Handbook

nn Code of Practice for InformationCode of Practice for Information
Security ManagementSecurity Management

nn Information Security GuidelinesInformation Security Guidelines

nn Baseline Security Standards, FeaturesBaseline Security Standards, Features
and Mechanismsand Mechanisms

nn GMITS, Part 4: Selection of SafeguardsGMITS, Part 4: Selection of Safeguards
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Step 1: Mapping the IT SystemStep 1: Mapping the IT System

The Manual has a ‘modular’ structure:The Manual has a ‘modular’ structure:

nn Chapter 3: generic componentsChapter 3: generic components

nn Chapter 4: infrastructureChapter 4: infrastructure

nn Chapters 5 seq.: IT-specific modulesChapters 5 seq.: IT-specific modules



Step 2: Reading the modulesStep 2: Reading the modules

Each module contains:Each module contains:

nn general descriptiongeneral description

nn assumed threatsassumed threats

nn suggested safeguardssuggested safeguards
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Step 3: Reading the descriptionsStep 3: Reading the descriptions

Detailed descriptions are given inDetailed descriptions are given in

nn threat cataloguesthreat catalogues

nn safeguard cataloguessafeguard catalogues
–– responsibilitiesresponsibilities

–– descriptiondescription

–– implementationimplementation
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Step 4: Inventory of existing safeguardsStep 4: Inventory of existing safeguards

Step 5: Comparison of existing and Step 5: Comparison of existing and 
    recommended safeguards    recommended safeguards
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All recommended safeguards should be All recommended safeguards should be 
implemented to achieve baseline protection!implemented to achieve baseline protection!



Future DevelopmentsFuture Developments

nn in 1997 (already included):in 1997 (already included):

Windows NT, Windows 95, and Novell 3.xWindows NT, Windows 95, and Novell 3.x

nn in 1998 (planned):in 1998 (planned):

databases, X.400, fax-server, SAP R/3,databases, X.400, fax-server, SAP R/3,
Novell 4.0, heterogeneous networksNovell 4.0, heterogeneous networks

A tool to support the applicationA tool to support the application
of the manual is available!of the manual is available!


