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Abstract 
As the development of information technology extends reality 
from physical space to cyber virtual space and people’s use of 
the Internet increases rapidly, providing connectivity between 
different realities and promoting mutual collaboration is es-
sential for the stability of the next generation of society. In this 
paper, we focus on establishing trust among user entities in 
the cyber virtual space opened up by the evolution of informa-
tion technology. Specifc approaches to establishing a Trusted 
Inter-Reality infrastructure are discussed. In addition to the 
fact that trust in the components of each reality is indispens-
able for providing safe and secure services and that by-design 
security and privacy protection are necessary, we also indi-
cated the importance of research and development to clarify 
the requirements for a new trust infrastructure, taking into 
account the attributes of users in the extended realities. Specif-
ically, it will be necessary to discuss the identity assurance of 
user entities, authentication, and application of cryptographic 
methods. Through the "Trusted Inter-Reality Infrastructure" 
provided by the establishment of trust described in this paper, 
we aim to provide safe and secure services in the next gen-
eration and contribute to the establishment of trust for user 
entities in the extended realities. 

1 Introduction 

The evolution of information technology has expanded our 
reality from physical to cyber virtual spaces. Last year, for 
the frst time, the average time spent on the Internet (includ-
ing SNS (Social Networking Service) and online games) ex-
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ceeded that of watching television1. This shift signifes the 
transition of society’s focus towards virtual spaces. How-
ever, this expansion brings risks such as social fragmentation 
due to selective exposure. Therefore, providing connectivity 
between different realities and enhancing opportunities for 
mutual understanding and emergence is crucial for a stable 
next-generation society. VR (Virtual Reality), exemplifed by 
digital twins and the metaverse, provides new communication 
and workspaces free from physical constraints and is signif-
cant in the age of integrated digital and physical spaces. Future 
VR developments, including continuous biometric data input 
via wearables, will heighten security and privacy risks. Con-
sequently, it is essential to trust the elements that constitute 
each reality and ensure security and privacy protection from 
the design stage. 

Our research project, the Internet of Realities2, supported 
by JST CREST, aims to establish information infrastructure 
technology that integrates various physical and virtual spaces 
and their entities securely. We clarify the requirements for 
a new trust infrastructure, considering the nature of spaces 
and user attributes in extended realities, and develop meth-
ods for constructing and connecting diverse modalities of 
reality. This includes not only technological extensions in 
information security, such as identity assurance, authentica-
tion, and adaptive cryptographic methods but also medical 
verifcation of physical and mental impacts through wearable 
devices. The integrated infrastructure is named the Trusted 
Inter-Reality Infrastructure, and we evaluate its convenience, 
safety, and availability through demonstration experiments. 
This paper discusses new trust requirements for connecting 
diverse realities and constructing various services, indicating 
future research directions. 

This is an English-language digest of a paper originally pub-
lished in Journal of Information Processing (JIP) in Japanese 
[13]. 

1https://www.soumu.go.jp/johotsusintokei/whitepaper/r03. 
html 

2https://internet-of-realities.org 
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2 Necessity of a Trusted Inter-Reality Frame-
work 

2.1 Connecting Realities 

Defning reality precisely is challenging. For convenience, 
we defne reality as a certain space-time and its entities, 
considering technologies such as VR, AR, MR, collectively 
known as XR, and digital twins. Connected realities are states 
where elements of one reality can interact with those of an-
other, synchronously or asynchronously. Examples include 
synchronous movement of physical furniture based on VR 
space [27] or blocking sensory input in physical space while 
a user concentrates in VR [9]. 

Advanced IoT technologies integrate sophisticated sensing 
and actuating functions into living spaces, allowing entire 
spaces and their entities to be incorporated into digital twins 
or mapped to different information spaces (metaverse). While 
extending current computing environments, these connections 
bring unique security and privacy threats due to spatial and 
temporal expansion and sophisticated functions. 

2.2 Towards Framework Construction 

To connect realities, an interoperable infrastructure is re-
quired, both semantically and syntactically. User management 
must allow participation in other realities under real names, 
pseudonyms, or anonymously, ensuring identity protection. In 
environments with constant wearable device use, strict design 
regarding biometric information linkage, data disclosure, and 
storage is essential. Interaction with other users must consider 
malicious entities or programs. When spaces become fully 
interactive, actions in one space can affect all users, necessi-
tating measures to prevent unexpected or dangerous controls. 

These considerations are part of connecting realities. Our 
project concurrently researches specifc methodologies, such 
as constructing semantically synchronized virtual spaces [12] 
and connecting immersive realities [30]. From these activ-
ities, we extract and organize requirements and design the 
architecture. We aim to build a framework that applies appro-
priate trust to each layer, enabling secure reality connections 
and services, ultimately achieving the Trusted Inter-Reality 
Infrastructure. 

3 Threats to Trust 

3.1 Security and Privacy Threats Similar to 
Existing Computing Environments 

In XR, multiple academic studies on security and privacy are 
being conducted. There are not many studies broadly con-
sidering XR technologies, devices, computing environments, 
and virtual spaces. We explain elements mentioned in papers 
by Abraham et al. [1]. 

Threats in XR can be divided into those similar to existing 
computing environments and those unique to XR. We frst 
organize threats similar to existing environments. 

3.1.1 Unauthorized Information Acquisition 

In XR, user or service provider information can be maliciously 
acquired, similar to existing computing environments. Exam-
ples include keylogger technology recording interface actions 
without user permission and the threat of unintended informa-
tion leakage due to space recording. 

Communication eavesdropping is also a threat, as XR de-
vices communicate similarly to PCs and smartphones. Im-
properly protected communication can be intercepted between 
devices and servers or by the OS layer or other apps. 

Security and privacy measures for XR device OSs are es-
sential. Standalone VR and MR devices use unique OSs, 
presenting risks such as unintended data access and user in-
formation acquisition [8, 14, 17, 25]. Smart glasses providing 
AR often use smartphone OSs, offering similar security and 
privacy levels. 

3.1.2 User Impersonation and Authentication Bypass 

User authentication for XR devices (local and remote) is nec-
essary, similar to PCs and smartphones. New authentication 
threats may arise due to the specifcity of input devices. 

3.1.3 Unauthorized Manipulation 

Unauthorized control is a threat in XR, similar to PCs and 
smartphones. In XR, users recognize only part of the space, 
making unauthorized operations less noticeable. 

3.1.4 Impersonation of Services, Content, and Other 
Users (Phishing) 

In XR, malicious entities can impersonate legitimate services, 
content, or other users, posing a phishing threat. The high 
immersion and easy mimicry of digital data make phishing a 
signifcant threat. 

3.1.5 Denial of Service (DoS) Attacks 

XR services are likely provided via the Internet, similar to 
current services, making them vulnerable to DoS attacks. Spe-
cifc data formats can also stop OSs or applications. 

3.2 Security and Privacy Threats Unique to 
XR 

We previously discussed threats similar to existing environ-
ments and now examine unique XR threats. 
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3.2.1 User Perception Manipulation 

XR provides unique visual and auditory experiences, signif-
icantly impacting users. High immersion makes it easier to 
guide user cognition compared to PC or smartphone services. 
Threats include unauthorized acquisition of private or con-
fdential information in physical spaces using AR or MR 
devices and inducing erroneous operations. 

3.2.2 Security and Privacy of Bystanders 

Various sensors in XR devices can collect information about 
users around the device user, violating bystanders’ privacy. 
Studies on AR by Roesner and Kohno [15, 16, 23, 24, 24] 
indicate similar threats for other technologies. 

3.2.3 Impact on Users in the Physical Space due to 
Shocks in the Virtual Space 

High immersion increases the user’s awareness of physical 
space. Events in virtual spaces can fow back and impact 
users physically or psychologically. Visual manipulations 
can impair vision, and feedback affecting senses other than 
sight and hearing can strongly impact users without prior 
recognition or experience. 

3.3 Awareness of XR Device Users 

User awareness of XR threats and risks is crucial. XR devices 
collect and analyze surrounding information more extensively 
than PCs and smartphones, but users are not fully aware of 
how this impacts security and privacy. 

Developers creating applications and services using XR 
devices must also consider whether extensive data collection 
is necessary and appropriate. 

4 Concept of Trust 

4.1 Extending the Three Elements of Security 

Inter-Reality can expand user experiences and create new 
value, but appropriate trust between spaces and entities is 
crucial. Entities refer to users and objects in XR-built service 
spaces and applications. Inter-Reality requires connections 
and interactions among users and objects, making trust cru-
cial. 

For example, in a digital twin, physical objects are ex-
panded into the virtual space, requiring assurance that the 
data refects the physical space. Security measures are needed 
to prevent data tampering. Inter-Reality must consider how 
entities interact across realities. 

Security elements (CIA: Confdentiality, Integrity, Avail-
ability) must be expanded in Inter-Reality. An entity in one 
reality may appear as a different entity in another. Ensuring 

Figure 1: Different entity usage for each service 

that these entities are linked to the same individual is crucial, 
differing from conventional integrity. 

Interactions with entities in Inter-Reality require expanding 
“Integrity” to “Consistency”, including existentiality and re-
fexivity. Building a trust infrastructure based on the new three 
elements (CCA: Confdentiality, Consistency, Availability) 
can establish trust in Inter-Reality. Achieving this requires 
research and development, focusing on "bidirectional entity 
consistency assurance." 

4.2 Technologies Crucial for Ensuring In-
tegrity 

4.2.1 Assurance Levels of Entities 

Trust in Inter-Reality requires varying assurance levels for 
entities across realities. For example, a public service A using 
VR for administrative services may require strict identity 
verifcation, while a social service B with email authentication 
allows free object creation. Interactions must consider these 
assurance levels (Figure 2). 

Digital identity assurance can reference NIST SP 800-63-3. 
Defning assurance levels for users and objects, and determin-
ing mutual use, provides appropriate trust in Inter-Reality. 

4.2.2 Techniques for Verifying Assurance Levels 

Defning assurance levels is insuffcient; verifcation tech-
nologies are required. These include electronic signatures 
and hardware security technologies for reliable assurances. 
Verifcation may involve checking certifcates, user identity, 
and object authenticity. 

Combining adaptive authentication methods and verifca-
tion through probes of surrounding objects can provide as-
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Figure 2: Services with different assurance levels 

surance. An overview of necessary technologies is shown in 
Figure 3. 

5 Current State of Research on Security, Pri-
vacy, and Trust 

Academic approaches to security and privacy in VR/AR/MR 
began around 2014 [7, 23]. Representative achievements in-
clude the work by Roesner and Kohno, focusing on privacy 
in AR glasses [15, 16, 24]. 

For example, Ruth et al. [24] focused on secure and pri-
vate content sharing in multi-user AR environments, design-
ing a corresponding module. Previous studies targeted AR 
devices used alone, but Ruth et al. addressed multi-user AR 
environments, indicating further research importance for Inter-
Reality. 

Research has become more active since the 2020s. IEEE 
VR 2022 and USENIX Security 2023 featured sessions on 
security and digital reality. However, most papers focused 
on XR-specifc threats similar to existing computing environ-
ments. 

Research on threats similar to existing environments in-
cludes unauthorized sensor and data access [8, 14, 17, 25], 
side-channel attacks estimating text input and user behav-
ior [2, 10, 17, 19, 31], and user identifcation and authentica-
tion [20,26,32]. These studies clarify risks but do not consider 
trust structures for spaces and entities. Establishing trust in 
Inter-Reality can mitigate these risks. 

Research on XR-specifc security and privacy includes user 
operation investigations [3, 4, 28], security display propos-
als [29], shoulder surfng attacks [18], comprehensive sur-
veys [5, 11, 21, 22], and user perception examinations by ex-
perts [6]. Cheng et al. [4] represents advanced XR-specifc 
security research, but further experiments are needed as XR 

technologies spread. 
As XR technologies spread, research on XR security will 

become more active. However, suffcient discussions on trust 
for individual realities are lacking, and interactions between 
realities have not been addressed. Establishing a trust struc-
ture in Inter-Reality can effciently address XR security and 
privacy issues. 

6 Conclusion 

Ensuring safe, secure, and free services requires trust in spaces 
and user entities constituting each reality, and implement-
ing security and privacy protection from the design stage. 
This paper discussed trust concepts maintaining entity con-
sistency, security, and privacy in extended realities. Threats 
undermining trust were divided into those similar to existing 
environments and new threats. Based on these considerations, 
security elements were expanded, and technologies impor-
tant for ensuring consistency were discussed. Future research 
aims to design human-centered security architectures with 
usable security technologies, medical verifcation of impacts 
through wearable devices, and assumptions of actual usage 
and operation forms. The infrastructure, named Trusted Inter-
Reality Infrastructure, is evaluated for convenience, safety, 
and availability through demonstration experiments. 
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Figure 3: Overview of technologies required to ensure Consistency 
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