
    
    

    
    
        You are viewing this page in an unauthorized frame window.
        This is a potential security issue, you are being redirected to https://csrc.nist.gov.

    


    
    
        
            
                You have JavaScript disabled. This site requires JavaScript to be enabled for complete site functionality.

            

            
                
                    [image: ]
                

                
                    
                        An official website of the United States government
                    

                    Here’s how you know

                

                
                    Here’s how you know
                
            

        
        
            
                
                    [image: ]
                    
                        
                            Official websites use .gov
A
                            .gov website belongs to an official government
                            organization in the United States.
                        

                    

                

                
                    [image: ]
                    
                        
                            Secure .gov websites use HTTPS
A
                            lock (
                            
                                
                                    





Locked padlock icon
                                    
                                
                            ) or https:// means you’ve safely connected to
                            the .gov website. Share sensitive information only on official,
                            secure websites.
                        
                    
                
            
        
    


    
    
        
            
            
                
                    [image: National Institute of Standards and Technology]
                
            

            
                
                    
                        Search
                        
                        
                        
                        
                        
                        
                        
                            Search
                            
                        
                    

                

                
                    
                        
                        CSRC MENU
                    
                
            

        

    


    
        
            Search
            
            
                Search
                
            
        

    

    
        
        
            	Projects
	
                    
                        Publications
                        
                            Expand or Collapse
                        
                    
                    
                        
                            
                                Drafts for Public Comment

                                All Public Drafts

                                Final Pubs

                                FIPS (standards)

                            

                            
                                Special Publications (SPs)

                                IR (interagency/internal reports)

                                CSWP (cybersecurity white papers)

                                ITL Bulletins

                            

                            
                                Project Descriptions

                                Journal Articles

                                Conference Papers

                                Books

                            

                        

                    

                
	
                    
                        Topics
                        
                            Expand or Collapse
                        
                    
                    
                        
                            
                                Security & Privacy

                                Applications

                            

                            
                                Technologies

                                Sectors

                            

                            
                                Laws & Regulations

                                Activities & Products

                            

                        

                    

                
	News & Updates
	Events
	Glossary
	
                    
                        About CSRC
                        
                            Expand or Collapse
                        
                    
                    
                        
                            
                                
                                    Computer Security Division

                                    
	Cryptographic Technology
	Secure Systems and Applications
	Security Components and Mechanisms
	Security Engineering and Risk Management
	Security Testing, Validation, and Measurement


                                
                            

                            
                                
                                    Applied Cybersecurity Division

                                    
	Cybersecurity and Privacy Applications
	National Cybersecurity Center of Excellence (NCCoE)
	National Initiative for Cybersecurity Education (NICE)


                                
                                
                                    
                                        Contact Us
                                    
                                

                            

                        

                    

                


        

    




    
        
            
                
                    
                        Information Technology Laboratory
                    

                    
                        Computer Security Resource Center
                    

                

                
                    
                        [image: CSRC Logo]
                    

                    
                        [image: CSRC Logo]
                    

                

            

        

    

    
        
        





    
    
Publications
    



    
        
            NIST SP 800-64 Rev. 2
        
             
                     
    

    
        
            
                Withdrawn on May 31, 2019.
            
        

    
    Security Considerations in the System Development Life Cycle

    


    Share to Facebook
    Share to Twitter
    Share to LinkedIn
    Share ia Email


    
    
           
        Documentation
               
            Topics
    

    
    
        
        


            
                
                    Date Published: October 2008 

                    
                            



                

                        Supersedes:
                        
                                SP 800-64 Rev. 1 (06/16/2004)                        

                


                
                    Planning Note (05/31/2019):
                    
                    
This withdrawn publication includes content that is out of date. It is provided here for historical reference.


Readers should refer to NIST SP 800-160 Volume 1 for current information about system life cycle processes and systems security engineering. NIST intends to develop a white paper that describes how the Risk Management Framework (SP 800-37 Rev. 2) relates to system development life cycle processes and stages.



                

                Author(s)

                
                        Richard Kissel (NIST),                         Kevin Stine (NIST),                         Matthew Scholl (NIST),                         Hart Rossman (SAIC),                         Jim Fahlsing (SAIC),                         Jessica Gulick (SAIC)                






                
                        Abstract

                        The purpose of this guideline is to assist agencies in building security into their IT development processes. This should result in more cost-effective, risk-appropriate security control identification, development, and testing. This guide focuses on the information security components of the System Development Life Cycle (SDLC). Overall system implementation and development is considered outside the scope of this document. Also considered outside scope is an organization’s information system governance process. The guideline describes the key security roles and responsibilities that are needed in development of most information systems. Sufficient information about the SDLC is provided to allow a person who is unfamiliar with the SDLC process to understand the relationship between information security and the SDLC.
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