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                        Abstract

                        Risk Management is the process of identifying risk, assessing risk, and taking steps to reduce risk to an acceptable level. Organizations use risk assessment, the first step in the risk management methodology, to determine the extent of the potential threat, vulnerabilities, and the risk associated with an information technology (IT) system. The output of this process helps to identify appropriate controls for reducing or eliminating risk during the risk mitigation process, the second step of risk management, which involves prioritizing, evaluating, and implementing the appropriate risk-reducing controls recommended from the risk assessment process.This guide provides a foundation for the development of an effective risk management program, containing both the definitions and the practical guidance necessary for assessing and mitigating risks identified within IT systems throughout their system development life cycle (SDLC). The ultimate goal is to help organizations to better manage IT-related mission risks.Organizations may choose to expand or abbreviate the comprehensive processes and steps suggested in this guide and tailor them to their site environment in managing IT-related mission risks. In addition, this guide provides information on the selection of cost-effective security controls. These controls can be used to mitigate risk for the better protection of mission-critical information and the IT systems that process, store, and carry this information.The third step in the process is continual evaluation and assessment. In most organizations, IT systems will continually be expanded and updated, their components changed, and their software applications replaced or updated with newer versions. In addition, personnel changes will occur and security policies are likely to change over time. These changes mean that new risks will surface and risks previously mitigated may again become a concern. Thus, the risk management process is ongoing and evolving.

                        
                                
                                    Risk Management is the process of identifying risk, assessing risk, and taking steps to reduce risk to an acceptable level. Organizations use risk assessment, the first step in the risk management methodology, to determine the extent of the potential threat, vulnerabilities, and the risk associated...
                                    See full abstract
                                

                                
                                    Risk Management is the process of identifying risk, assessing risk, and taking steps to reduce risk to an acceptable level. Organizations use risk assessment, the first step in the risk management methodology, to determine the extent of the potential threat, vulnerabilities, and the risk associated with an information technology (IT) system. The output of this process helps to identify appropriate controls for reducing or eliminating risk during the risk mitigation process, the second step of risk management, which involves prioritizing, evaluating, and implementing the appropriate risk-reducing controls recommended from the risk assessment process.This guide provides a foundation for the development of an effective risk management program, containing both the definitions and the practical guidance necessary for assessing and mitigating risks identified within IT systems throughout their system development life cycle (SDLC). The ultimate goal is to help organizations to better manage IT-related mission risks.Organizations may choose to expand or abbreviate the comprehensive processes and steps suggested in this guide and tailor them to their site environment in managing IT-related mission risks. In addition, this guide provides information on the selection of cost-effective security controls. These controls can be used to mitigate risk for the better protection of mission-critical information and the IT systems that process, store, and carry this information.The third step in the process is continual evaluation and assessment. In most organizations, IT systems will continually be expanded and updated, their components changed, and their software applications replaced or updated with newer versions. In addition, personnel changes will occur and security policies are likely to change over time. These changes mean that new risks will surface and risks previously mitigated may again become a concern. Thus, the risk management process is ongoing and evolving.

                                    Hide full abstract
                                

                        

                                            Keywords

                        
                                cost-benefit analysis;                                 residual risk;                                 risk;                                 risk assessment;                                 risk management;                                 risk mitigation;                                 security controls;                                 threat;                                 vulnerability                        
                



            Control Families

            
                    None selected
            


        



        


            


                Documentation



                
                    Publication:


                        
                            
                            https://doi.org/10.6028/NIST.SP.800-30
                        


                        
                            
                            Download URL
                        



                



                
                    Supplemental Material:

                        None available

                


                
                
                



                    
                        Document History:

                        
                                    07/01/02: SP 800-30 (Final)

                        
                    


            



        


    





        


    


    

    
    

        
            
                
                    
                        [image: National Institute of Standards and Technology logo]
                    
                

                
                    
                        HEADQUARTERS

                        100 Bureau Drive

                        Gaithersburg, MD 20899
                    

                

            

            
                	
                        
                            twitter (link is external)
                        
                    
	
                        
                            facebook (link is external)
                        

                    
	
                        
                            linkedin (link is external)
                        

                    
	
                        
                            instagram
                             (link is external)
                        

                    
	
                        
                            youtube (link is external)
                        

                    
	
                        
                            rss
                        

                    
	
                        
                            govdelivery (link is external)
                        
                    


                
                    Want updates about CSRC and our publications?
                    Subscribe
                

            

        

        
            
                
                    [image: National Institute of Standards and Technology logo]
                
            

        


        
            
                
                    Contact Us |
                    Our Other Offices
                

            

            
                
                    Send inquiries to csrc-inquiry@nist.gov
                
            

        


        
            
                	Site Privacy
	Accessibility
	Privacy Program
	Copyrights
	Vulnerability Disclosure
	No Fear Act Policy
	FOIA
	Environmental Policy
	Scientific Integrity
	Information Quality Standards
	Commerce.gov
	Science.gov
	USA.gov
	Vote.gov


            

        

    



    




    

    